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compiler

1nt main()

{

MessageBoOXxA (
0, "hi there."”", "info", 0

) ;

return O:



compiler

1int main() { push 0
MessageBoOXA ( push "info"
0, push "hi there.”
"hi there.", push 0
"info", O call MessageBoxA
) ; X0Or eax, eax
return O: ret

en.wikipedia.org/wiki/X86 calling conventions




COmpile [ Oxdead: "info"
Oxbeef: "hi there."

push 0 rdata section
push "i1nfo’

push "hi there.”
Oxcafe: O0x7630EA99

push 0
call MessageBoxA .Idata section
XOr eax, eax (Import Address Table)

ret



COmpile [ Oxdead: "info"
Oxbeef: "hi there."

push 0 rdata section

push offset "info’
push offset "hi there.’

Oxcafe: O0x7630EA99
push 0
call MessageBoxA .Idata section
XOr eax, eax (Import Address Table)

ret



compiler

push 0

push 0Oxdead
push Oxbeef
push 0

call ds:0xcafe
XOr eax, eax

ret

Oxdead: "Iinfo"
Oxbeef: "hi there."

rdata section

Oxcafe: Ox7630EA99

ldata section
(Import Address Table)



compiler

push
push
push
push
call
XOX

ret

0

Oxdead
Oxbeef

0

ds:0xcafe

eax,

eaxXx

6A 00

68 AD DE 00 00
68 EF BE 00 00
6A 00

FF 15 FE CA 00 QO
33 CO
C3



compiler

Main.exe

6A 00
68 AD DE 00 0O
68 EF BE 00 0O

10101101
11010101 6A 00
0001010 FF 15 FE CA 00 00
, 33 CO
.text Section 3

Oxdead: "Info"
Oxbeef: "hi there."

.rdata Section

Oxcafe: Ox7630EA99

.1data Section
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C()mp'.l_-l_er S gcc -S hellWorld.cpp

C:\Users\exploit\Desktop\TwTech Rev
A gcc -5 -masm=1intel hellWorld.cpp

C:\Users\exploit\Desktop\TwTech Rev
A cat helllWorld.s
.Ti1le  "hellWorld.cpp”
.1ntel syntax noprefix
.section text$ ZeprintftPKcz, "x”
.linkonce discard
.globl  Z6printtPKcz
.deft ~ ZeprintftPKcz; .scl 2; type 32; .endet
~ ZeprinttPKcz:
LFB25:
.ct1 startproc
push ebp
.ct1 det cta offset 8
.ctf1 offset 5, -8
mov ebp, esp



Assembler S gcc -00 -c hellWorld.s

C:\Users\exploit\Desktop\TwTech Rev
A gcc -c hellWorld.s

C:\Users\exploit\Desktop\TwTech Rev

A Tfile hellWorld.o

hellWorld.o: Intel 88386 COFF object f1ile,
bols

C:\Users\exploit\Desktop\TwTech Rev
A



CO F F F -.L -l.. - ? B FILE_HEADER

-~ IMAGE SECTION HEADER text

- IMAGE SECTION HEADER data

-~ IMAGE SECTION HEADER . bss
~IMAGE_SECTION HEADER .texty ZbpnntfPKcz
-~ IMAGE SECTION HEADER .rdata
~IMAGE_SECTION HEADER .rdata%zzz
~IMAGE SECTION HEADER eh frame$ Z6pnntfPKcz
~IMAGE_SECTION HEADER .eh frame
- SECTION text

-~ SECTION .data

- SECTION text$ Z6printfPKcz

- SECTION _.rdata

- SECTION _rdata$zzz

- SECTION .eh _framed Z6pnntfPKcz

- SECTION _eh_frame

- IMAGE RELOCATION

-~ IMAGE RELOCATION

. IMAGE RELOCATION

-~ IMAGE RELOCATION

- IMAGE SYMBOL Table

-~ IMAGE_SYMBOL String Table




COFF File

C:\Users\exploit\Desktop\TwTech Rev
A readCott.exe helllWorld.o

Text: 00000154

.data: 000801lec

.bss: B900BBOOO

/4: 000001+8

.rdata: 00080224

/24 : 9908023 c

/35: 9888027 Cc

/59: B00BB2bS



L inker

C:\Users\exploit\Desktop\TwTech Rev
A gcc -m32 hellWorld.o -o whatTheHell.exe

C:\Users\exploit\Desktop\TwTech Rev
A .\whatTheHell.exe
Hola, Hell World 123456.

C:\Users\exploit\Desktop\TwTech Rev
AR



L -.L n ke r PE Format

0x5A4D{"MZ")
struct IMAGE DOS HEADER

- DOS Header
2) | DOS Stub I

0x4550(“PE")
struct _IMAGE_NT_HEADER

(4) struct _IMAGE_FILE_HEADER

(P (=)

(V][ &) w)

Import

IMAGE_DIRECTORY_ENTRY_[*] ~ API

EXPORT ARCHITECTURE
IMPORT GLOBALPTR NT Header
RESOURCE TLS

Export
- APl

- Resource

Relocation
~ Info

- TLS

SECURITY LOAD BOUND_IMPORT
BASERELOC  LOAD IAT

DEBUG LOAD DELAY IMPORT
COPYRIGHT LOAD COM_DESCRIPTOR

 EXCEPTION  LOAD_CONFIG

C++
" Runtime
Exception
~ Info

. B N

struct IMAGE_SECTION_HEADER|O]
struct IMAGE_SECTION_HEADER[1]
struct IMAGE_SECTION_HEADER|2]
struct _IMAGE_SECTION_HEADER|3] - Debugging

_ Directives

struct _IMAGE_SECTION_HEADER|nN]




/a ° O typedef struct _IMAGE_SECTION_HEADER {
# COFF Overview BYTE Name [IMAGE_SIZEOF_SHORT_NAME] ;
union {
DWORD PhysicalAddress;

struct _IMAGE_FILE_HEADER { B L B

. } Misc;

WORD Machine; DWORD VirtualAddress:
WORD NumberOfSections; DWORD SizeOfRawData:
DWORD TimeDateStamp; DWORD PointerToRawData:
DWORD PointerToSymbolTable; DWORD PointerToRelocations;
DWORD Number0fSymbols: DWORD PointerTolLinenumbers;

. . WORD NumberOfRelocations;
Ll SlzeOfOpt%onalllHeader; WORD NumberOfLinenumbers;
WORD Characteristics; DWORD Characteristics;

+} IMAGE_FILE_HEADER; } IMAGE SECTION_HEADER:



./a.o
# COFF Overview

— .Machine
— .NumberOQOfSections
: . VA
. TtmeDateStamp “RVA
— .PointerToSymbolTable cize
.NumberOfsymbOIS_ name
.Characteristics |
Section Section Section
Header 1 QBHeader 2 @gHeader 3 te

Image File Header Section Header Array -




. | PE

# PE Overview

. ImageBase
I
.S1zeOfHeaders |
.AddressOfEntryPoint . Text

.Slzer—

.DataDirectory— .
.S1zeOfImage— . VA

- .NumberOfSections
Header 1

DOS B " PE

‘File Headr Opt Header

Section Header Array -



. /| PE

# COFF or PE IndgeBase
I
.S1zeOfHeaders |
.AddressOfEntryPoint . Text
DataDs} . .Sl1ze
.DataDirectory— Caup
.S1zeOfImage— . VA
- .NumberOfSections
Header 1

File Headr Opt Header

. text
(Data)

Section Header Array -




W1n32 Process
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(D.) Jump into AddressOfEntry

(C.)
Kernel Create a new Thread:
RtlUserThreadStart

sLdrInitializeThunk
-»LdrpInitializeProcess

(A.) CreateProcess

B.) Child Proess Created,
. EXE File Mapped,
R1ng3 and New Thread pointed to RtlUserThreadStart

syscall
R1ng0




Process

Lifecycle

NT Header
Main.exe :
File Header
Optional Header
Object Files
Seurce.cpp  SSEMOLY C"des Section Header Array

Section[0]: .text
Section[1]: .data
Ml VNN Section[2]: .rdata

Flle Mapplng /

[DATA] .text
[DATA] .data
[ DATA] .1idata




CATT BACK WinMain(
= : '_ — S : 2 CAUsers\exploit\Desktop\HITCON_TRAINING_2019\Process\runPE\Release\runPE.ex
HINS TANCE -
- CurrentFilePath[MAX PATH + 1];
GetModuleFi1leNameA(O, CurrentFilePath, MAX PATH):

A . e o RBIHEFEES X
MessageBoxA(0O, CurrentFilePath, "Info", 0);

b

T2 |smgpie | o | T | EEBST e | e | s | s | Sk

A ... | SRR

[@) KuGou.exe *32 15448 15768  C:\Users\exploit\Desktop\HIT CON_TRAINING_2019\Process\... & AE L=
s ServiceHub.Setting... 6292 15224  C:\Program Files (x86)\Microsoft Visual Studio\2017\Comm... Microsoft
[ ServiceHub.Dataw... 8992 15224  C:\Program Files (x86)\Microsoft Visual Studio\2017\Comm... O0xFFFF80... Microsoft



Process

Lifecycle =

#include <cstdio>

int globalNum = 123;
char strHell[] = "Hell":

int strToInt(charkx strNum) { Op
int v = 0;
while (*kstrNum) v = ( 10%v + kstrNum++-'0"' );
return v,

} Heap ction
int main(void) { ction
char strLocalNum[] = "456"; :
int localNum = strToInt(strLocalNum); ction

printf("Hola, %s World %i%i.\n",

strHell, | DATA] .text

globa lNum, _

localNum) ; [DATA] .data
return 0; G-LOba-L

! B [DATA] .idata



Process

int v = 0;

Lifecycle

char strLocalNum[] = "456":
int localNum = strToInt(strLocalNum):

int globalNum = 123;
char strHell[] = "Hell";

int strToInt(charx strNum) {
int v = 0;
while (kstrNum) v = ( 10%v + kstrNum++-'0Q"' );
return v;

}

int main(void) { .
char strLocalNum[] = "456": Heap ction

int localNum = strToInt(strLocalNum): .
ction
printf("Hola, %s World %i%i.\n",
strHell, ction
globalNum,
localNum) ;

return 0;
} int main(void)

[DATA] .text

"Hola, %s World %iS%i.\n" [DATA] .data

int strToInt(charx strNum)

. Global
int globalNum = 123; .
char strHell[] = "Hell"; I [DATA] o 'Ldata




Process

Lifecycle

ﬁ n B hel LlWorld.exe

Object Files ey D [DATA] . text
Source.cpp

new Thread

Main.exe

Assembly Codes _ [DATA] .1data
A%

tat:imp_printf nsvert . dll

SN [ DATA] . text
—1at:imp_WinExec

Flle Mapplng Y

N kernel32.dll
DN [ DATA] . text

module a.dll
module b.dll



Process

Lifecycle

IR N e [ DATA] . text
"/ [DATA] .idata

Thread[ 1]

et AN 4 S -
B

msvcrt.dll

[DATA] .text
Thread[2]

kernel32.dll
;>[DATA] .text

module a.dll

module b.dll



Process

lifecycle i,

N B 1]
4 | EB[2]

: $ hellWor1d. exe
1 N ey [DATA] . text

fs:[0x18]| | [DATA] .idata
|

msvcrt.dll
R S (DATA] . text

\ kernel32.dll
y\\“‘;>[DATA] text



T1B

In computing, the Win32 Thread Information Block (TIB) 1s a data structure
in Win32 on x86 that stores information about the currently running thread.

This structure is also known as the Thread Environment Block (TEB).

The TIB can be used to get a lot of information on the process without
calling Win32 API. Examples include emulating GetLastError(), GetVersion().
Through the pointer to the PEB one can obtain access to the import tables
(IAT), process startup arguments, image name, etc. It 1s accessed from the

FS segment register when operating on 32 bits, and from GS in 64 bits.

en.wikipedia.org/wiki/Win32 Thread Information Block




T1B

Process

environment
block

Thread
environment

System address space

EPROCES

T Windows process block
block Handle table

_HANDLE_TABL




T1B

struct TEB {

EXCEPTION REGISTRATION

void

void

void

union {
void
DWORD

} dwordlO;

void

TEB

void
CLIENT_ID

void
void
PEB

StackBase;
StackLimit;
SubSystemTib;

FiberData;
Version;

ArbitraryUserPointer;
Self;

EnvironmentPointer;
ClientId;

ActiveRpcHandle;
ThreadLocalStoragePointer;
ProcessEnvironmentBlock;

ExceptionList;

bytepointer.com/resources/tebpeb32.htm




x64dbg

Wk 5 RSCIT " A | gpsoB3AG

BB36F 880 HO (B8 88 61 B8 |88 DA 68 BB |88 B8 BA 80 ] ABGBE2AL

BB36F 818 515
BB36F 828 ili
HB36F 838 Sl

B036F B40 aa| |teb?)

515 _
gggg:gig - Correct expression! -= 0030F000

Joaerare " TGN

<

e
i

S ERGEE 0036F049 - 0036F049 (0x00000001 bytes)

Enter expression to follow in Dump...




CSWindows\Sys32\Kernel3?2

GetCurrentThread
GetModuleHandleW
GetCurrentThreadId
GetCurrentThread

IsDebuggerPresent

.text:751D8566E

: HANDLE

; Exported entry 541.

. DWORD _

__stdcall GetCurrentThread()

public GetCurrentThread@B

_GetCurrentThread@® proc near
push

pop eax

retn

_GetCurrentThread@® endp

align
GetCurrentThreadId

_stdcall GetCurrentThreadId()

public GetCurrentThreadId@B

_GetCurrentThreadId@® proc near
e fs:

Mo . lar
mou , [t Z24h]

retn

_GetCurrentThreadId@® endp



Lifecycle

St KR

/N BIE Structlite peLtion

EEERIREGONIRE GISSIERTIVHE NS

void*
void*
VoidE
Bialeion
void*
DWORD
} dwordl0;
void*
TEB*

//NT TIB ends

void*
AR N EED)
i/

//

void*
void*
PEB*

StackBase;
SitaclcEnimia-
SubSystemTib;

FiberData;
Version;

ArbitraryUserPointer;
Self;

EnvironmentPointer;
@illlentilcl
ClientId.ProcessId
ClientId.ThreadId
ActiveRpcHandle;

ThreadLocalStoragePointer;
ProcessEnvironmentBlock;

ExceptionList;

(NT subsystem i1ndependent pa

i
L
e
T/t
//
i/
i/

n = = = =
e
|

e ——

Process

il
1{ : . (
] | I—
[@X18];
|

hellWorld.exe
[DATA] .text

| DATA] .1idata

i

Thread[0] ——

— Thread[1] msvcrt.dll

kernel32.dll
[DATA] .text



Lifecycle

fs:[Ox18]|

—‘,’,':3‘}
i1

Process

helllWorld.exe

w&,b-[DATA] . text

[DATA] .1ldata

msvcrt.dll

=y [DATA] . text

kernel32.dl1
;y[DATA] .text



PEB

In computing the Process Environment Block (abbreviated PEB) is a data structure
in the Windows NT operating system family. It is an opaque data structure that
1s used by the operating system internally, most of whose fields are not

intended for use by anything other than the operating systenm.

Microsoft notes, in i1ts MSDN Library documentation — which documents only a few
of the fields — that the structure "may be altered in future versions of
Windows". The PEB contains data structures that apply across a whole process,
including global context, startup parameters, data structures for the program
image loader, the program image base address, and synchronization objects used

to provide mutual exclusion for process-wide data structures.

en.wikipedia.org/wiki/Process Environment Block




x64dbg

BOEGAFA2 Y
W HE ~ | ga6GBFAZS
Be36C 000

de36C818
aa36C 0828

0036C 030 peb ()|

Bo36Coh0 |28 DL I8 7/ ) correct expression! -= (036C000
gB36C A58

BO36C A6 0 e -
BA36CA7 6 fit s () BRI ()

L B 0 TR G TR T I )

<
e
i

S EREREE 00360000 -= 0036C000 (0x00000001 bytes)

Enter expression to follow in Dump...




Process

Lifecycle

typedef struct PEB32 {
UCHAR InheritedAddressSpace;
UCHAR ReadImageFileExecOptions;
UCHAR BeingDebugged; fs:
UCHAR BitField; -
ULONG Mutant;
ULONG ImageBaseAddress; I
PPEB LDR DATA Ldr; L /]
ULONG ProcessParameters;
ULONG SubSystemData;
ULONG ProcessHeap; |
ULONG FastPebl.ock; |
ULONG AtlThunkSListPtr; ‘
ULONG IFEOKey;
ULONG CrossProcessFlags;
ULONG UserSharedInfoPtr; |
ULONG SystemReserved; !
ULONG AtlThunkSListPtr32; —_—
ULONG ApiSetMap; kernel32.dll

} PEB32, *PPEB32; ’,_[DATA] .text

;, = “
Ox18 ] "
X ]
|
|

e ———



homework
# Back To The Future

C:\Users\exploit\Desktop\TwTech Rev\BackTol985
A KeyChecker patched.exe

Back t@& 7he Fu7ur3...
en.wilkipedia.org/wiki/Back to the Future
[+] It's a time machine built in 1985,

and you re 1n 1985 vyear now.
1] Time Machine Guarder: [SAFE]

+] 1nput password to launch time machine: _

1] reading ... the.... passwlr..d.....
'+] a flag found by time machine at 1985:

L/

C:\Users\exploit\Desktop\TwTech Rev\BackTol985

A
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