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Cryptography 111

Attack on Titan



e Key recovery attack on
o Classical Cipher

o Side channel

Table Of Contents o 0Old Modern Cipher

H 1 OP% &% o Old Modern Hashes

e Factorization

e Discrete Logarithm
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Goal BHAE > BRI T sk



Given plaintext and ciphertext, a
key-recovery attack is an

Key Recove ry adversary's attempt to recover the

. B cryptographic key of an encryption
ﬁg%ﬁ%%gﬁﬁﬁﬁ? scheme.
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Some General Tools i stmrmm.



Brendan Dolan-Gavitt - o
@moyix .

This was a very silly way to spend half an
hour, but Merry Christmas from htop!

Brute Force
fEf et nTHD - {HAEH
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[ ] [ ]
SOIVI n Wl'th #pragma omp parallel for num_threads(32)
g for (uinté4_t L = 0; 1 < (1ULL<<32); i++) {
if (hash(i) == target) {
printf("SsLlu\n", 1);

ﬁﬁuﬂ%ﬁ%%??\zn%' ? ) exit(0);
EeHiER | %EZMLF*‘?( }
IR HEEEAERS T




e The goal of the attack is to find
two different inputs x4, x, such

that f(x;) = f(x2) .

Birthday Paradox

jﬁﬁﬁ%igﬁz o e Expected to find after evaluating
At e FTE A SR the function for 1.25vVH times.

e The function f has H outcomes.




Meet
In The Middle

BERFIEEZ > A (B ALK

o ¢ =E(m)=Ey, (E1k1(m))

® = Doy, (c) = Eq, (m)

e Complexity is 0(2N) not O(N?).
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Toy Classics wrimmsmes



Our Target

N, ksz = len(charset), len(key)
return ''.join(charset[(c + key[i % ksz]) % N]

I for i1, ¢ in enumerate(plain))
Wets a2 ARV R METE p




Diffusion
EMEEAFEATA—1F

K:
P1:
P2:

K:
P1:
P2:

yaqof
zello
oorld

zelly
oorln

K: gaqop
P1: helly

P2: world




e Initial population

o Randomly generate N candidates

e Selection with fitness function

Genetic Algo.

ANt auEE
&P A gt s e 2 e Generate second generation

o Select best N candidates

o Crossover / Mutation
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[LAB] Classical Cipher
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Side Channel FEFREEDE - SV



Side Channel

A FEERAEESF - EEE VI S

Plaintext

Super
Secure
Cipher

Ciphertext



Side Channel

A FEERAEESF - EEE VI S

Plaintext

Time Power
Super
Secure
Cipher

Sound =\

Ciphertext



Simple
POwer An a |yS|S Variations in power consumption

occur as the device performs
different operations.

A S RE R I
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AES Power tra Ce *EEE@?Eﬂgf%Fﬁi%/ﬁﬁHE@ Side-Channel Attacks on the Yubikey 2 One-Time Password Generator



D |ffere ntl al e No timing difference
Power An a |yS|S e 1 consume more power than 0

R NP e But noise is much larger than
b TP N ATERY S | that tiny power difference.




Statistics to the rescue

D Ifferentl al Split power traces to two groups

Group 1 is expected to consume

Power AnalySIS more power than group 2

S FHN JE G L e B Compare their average / median

Check correlation if split to more
than two groups
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Side-Channel Attacks on the Yubikey 2 One-Time Password Generator

Differential Power Analysis w2 » 1 a1
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[LAB] Differential Power Analysis
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Weaker Goal A[RH—FK > WA T A



Dist

EIRAE

B 27\ ki

E LT

inguish

IR

Given plaintext (possibly chosen by
attacker) and a message, the
attacker can tell whether the
message is its corresponding

ciphertext or just a random string.

With probability larger than .




o Ei(m):=Eq, (EOko (m))

e An algorithm to distinguish

G | m m e th e Keyl Eok,(m) from random oracle.

Rt Decrypt E, (m) using all possible

=LTH % @ L k

T D k, and check whether the output
is Egg,(m) or not.
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Cryptoanalysis «s. seseiens s i



Input
XOR Key1
Permutation

SBox SBox SBox

Our Target

XOR Key?2
IR > SRR A Permutation

SBox SBox SBox




Without SBox

AR LA E T

Input
XOR Key1

Permutation

XOR Key?2

Permutation



Input
XOR Key1
Permutation

Without SBox

Permutation

AR LA E T

Ei(m) = P(m) + Key'

Distinguishing oracle:
E;(m) + P(m) are all the same




Linear
IR BT TEEA ] R ey /A R e 9

Linear approximation of SBox

ab 0110 |11
C
0O 1 0 0 O

S IO/ I U

Linear Equation o = b + ¢ + 1 holds
with probability ofg
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Linear

R Ry PEEAS [ [ T A

2 ?

A Tutorial on Linear and Differential Cryptanalysis




Calculate probability bias table for
all equations of input and equations
of output

f(x;a,b) = ax + bS(x)

Linear
IR BT TEEA ] R ey /A R e 9




Calculate probability bias table for
all equations of input and equations
of output

Output Sum
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A Tutorial on Linear and Differential Cryptanalysis




. Let's assume that we are s0000000
LI n ea r Pat h lucky that all the approximations we

choose hold respect to our input.

SRIAEHT




Chaining LD MESENEN !
different “ T[]
approximation

to get full cipher

Linear Path ooeximation

SRBAEAT Pyt B
+ U4-,6 + U4,8

+ K, — O | 1 'Ahj K,
| 4 * s

14
[TTT T¥
15 T4

A Tutorial on Linear and Differential Cryptanalysis
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[HW] Linear Cryptoanalysis



e We can get ciphertext of any

D Ifferentlal plaintext we choose.

e What will the cipher output if we
HEENREREES T send x and x + A ?




Input
XOR Key1
Permutation

Without SBox

Permutation

Har BN RREES T

Ei(m) = P(m) + Key'
Ex(m+A) =P(m+A) + Key'
P(m+A) = P(m) + P(4)
E,(m+ A) = E;,(m) + P(A)




Input
XOR Key1
Permutation

Without SBox

Permutation

Har BN RREES T

Distinguishing oracle:




Approximate SBox's differences
instead of function value

AY
AX=1000 AX = 0100
1101 1100
e * 1110 1011
0101 0110
I I . _ 1011 1001
0111 _ 1100
0110 _ 1011
1011 0110
1111 1001
ey % = 1101 0110
%‘ =] /[\:Z[:E/\j @)Eﬁ%? | | 1110 | 0011

0101 0110
1011 1011
0111 0110
0110 0011
1011 0110
1111 1011

A Tutorial on Linear and Differential Cryptanalysis




Interpolation

NZ A J58AE
) X A] N

Pure cipher / KN Cipher

Feistel cipher structure

Fr(x) = (x + k)?

Cube function is provably secure
against conventional linear and
differential cryptoanalysis




e The cipheris just a polynomial...

Interpolation o Elm) = aypsm?™ + azrgm? .

e Construct its coefficient using
our favorite linear algebra

NZ A J58AE
) X A] N




Hash Collision
FAAREE R A h e fE

Goal: find A,B s.t. H(A) = H(B)
m:= (mq{,m,, ..., m,)

H(m) =
S(A...(A(A(1V,my),m,), ...))

Merkle damgard:

o S =ldentity, A = round function
Sponge Construction:

o S =Squeeze, A = Absorb




so =1V, s; = A(sj—1,my), Aj= A(si—1,m; +4;) —s;

Hm+A) =SA..(A(A(sg,mq + A1), m, + A)),...))
=S(A..(A(sy + A1, my, +A)),...))
= S(A...(s; + Ab, ..)
= S(s, +A})
= output + A,

If A,= 0, we found a collection!
Two block pair (i.e. m = (m;,m,)) is a good choice. (e.g. MD5)

Differential Path wepierermaa



Different from ciphers, we have
access to all the constants and
intermediate outputs.

SUfflClent COnd We could derive some

sufficient conditions that
Bz Ry > makes the difference holds

PR M o — L8 (with high probability).

C1’7 = 0, C1,8 = b1,8'




e |f we brute force for a input

that satisfy all conditions, the

B I'Ute FO rce complexity is about 0(2%¢ond)

PR ARE ] 2 —FEAN ... e We have hundreds of condition
for MD5...




Take MD5 as an example, we can generate intermediate value based

on conditions and reconstruct our input.

Q[
Q[
Q[
Q[
Q[
Q[
Q[
Q[
Q[

1]1=Q[
2]=Q[
3]1=Q[
41=Q[
5]1=Q[
61=Q[
71=Q[
8]1=Q[
91=Q[

Q[1e]=Q[
Q[11]=Q[1e@]+RL(F(Q[16],Q[

Q[12]=Q[11]+RL(F(Q[11],Q[10],Q[
Q[13]=Q[12]+RL(F(Q[12],Q[11],Q[10])+Q[

0]+RL(F(Q[
1]+RL(F(Q[
2]+RL(F(Q[
3]+RL(F(Q[
41+RL(F(Q[
5]+RL(F(Q[
6]+RL(F(Q[
7]1+RL(F(Q[
8]+RL(F(Q[
9]+RL(F(Q[

@])Q[_

1],Q[
2],Q[
31,Q[
41,Q[
51,Q[
61,Q[
71,Q[
81,Q[
91,Q[

1],Q[-2])+Q[-3]+
0],Q[-1]1)+Q[-2]+
1],Q[ e])+Q[-1]+
2],Q[ 1])+Q[ o]+
31,Q[ 2])+Q[ 1]+
41,Q[ 3]1)+Q[ 2]+
51,Q[ 41)+Q[ 3]+
6]1,Q[ 51)+Q[ 4]+
71,Q[ 6]1)+Q[ 5]+
81,Q[ 71)+Q[ 6]+
91,Q[ 81)+Q[ 7]+
91)+Q[ 8]+
9]+

Q[14]=Q[13]+RL(F(Q[13],Q[12],Q[11])+Q[10]+
Q[15]=Q[14]+RL(F(Q[14],Q[13],Q[12])+Q[11]+
Q[16]=Q[15]+RL(F(Q[15],Q[14],Q[13])+Q[12]+

Modification ersmenm - s R ABERTIT I

+0xd762a478, 7);
+0xe8c7b756,12);
+0x242070db,17);
+0xclbdceee,22);
+0xf57cofaf, 7);
+0x4787c62a,12);
+0xa8304613,17);
+0xfd469501,22);
+0x698098d8, 7);
+0x8b44f7af,12);
+Oxffff5bbl,17);
+0x895cd7be, 22);
+0x6b901122, 7);
+0xfd987193,12);
+0xa679438e,17);
+0x49b40821,22);

0 c.
0 c.

17
21
32
32
32
29
28
18
19
15
14
15

0O 0000000000 0n
e o e o e e e e o o o o

9 c.
6 C.



For latter parts, where we don't have enough freedom on input to
control intermediate output, we have to modify previous intermediate
output.

This technique could generate a message that satisfy all conditions up
to Q[24] in MD5.

Q[ 2]=Q[ 1]+RL(F(Q[ 11,Q[ ©],0[-1]1)+Q[-2]+ +0xe8c7b756,12); O c.
Q[13]=Q[12]+RL(F(Q[12],0[11],Q[10])+Q[ 9]+ +0x6b901122, 7); 14 c.
Q[14]=Q[13]+RL(F(Q[13],0[12],0Q[11])+Q[10]+ +0xfd987193,12); 15 c.
Q[15]=Q[14]+RL(F(Q[14],0[13],Q[12])+Q[11]+ +0xa679438e,17); 9 c.
Q[16]=Q[15]+RL(F(Q[15],0[14],Q[13])+Q[12]+ +0x49b40821,22); 6 c.
Q[17]=Q[16]+RL(G(Q[16],0Q[15],0[14])+Q[13]+ +0xf61e2562, 5); 5 c.

Modification ersmenm - s R ABERTIT I



When the complexity goes too high for modification, we leave all other
conditions to be fulfilled randomly.

Q[23]1=0[22]+RL(G(Q[22],0Q[21],0Q[20])+Q[19]+x[15]+0xd8ale681,14);
Q[24]=Q[23]+RL(G(Q[23],0Q[22],0Q[21])+0Q[20]+x[ 4]+0xe7d3fbc8,20);

.......... Here is the point of verification (POV) ..........cevuun

Q[35]=Q[34]+RL(H(Q[34],Q[33],éf§2])+Q[31]+x[11]+ex6d9d6122,16);

Q[48]=Q[47]+RL(H(Q[47],Q[46],Q[45])+Q[44]+x[ 2]+6xc4ac5665,23);
Q[49]=Q[48]+RL(I(Q[48],Q[47],Q[46])+Q[45]+x[ @]+0xf4292244, 6);
Q[50]=Q[49]+RL(I(Q[49],Q[48],Q[47])+Q[46]+x[ 7]+0x432aff97,10);
Q[51]=Q[50]+RL(I(Q[50],Q[49],Q[48])+Q[47]+x[14]+6xab%9423a7,15);

Point of Verification wrarmay es - mesn e



e Given an input which satisfied

Tu n n el | n g all conditions before PoV, we

want to have an algorithm that
generate more inputs with little
effort.

HEAEH 7 =2




If we trying to modifying Q[9], we need to fix conditions before PoV

Q[ 8]=Q[ 7]+RL(F(Q[ 7],Q[ 6],Q[ 5])+Q[ 4]+x[ 7]+6xfd469501,22);

=Q[ 8]+RL(F(Q[ 8],Q[ 71,Q[ 6]1)+Q[ 5]+ +0x698098d8, 7);
Q[10]= +RL(F( ,Q[ 81,Q[ 71)+Q[ 6]+ +0x8b44f7af,12);
Q[11]=Q[10]+RL(F(Q[1@], ,Q[ 81)+Q[ 7]+ +oxffff5bbl,17);
Q[12]=Q[11]+RL(F(Q[11],Q[1e], )+Q[ 8]+ +0x895cd7be, 22);
Q[13]=Q[12]+RL(F(Q[12],Q[11],Q[10])+ + +0x6b901122, 7);
Q[14]1=Q[13]+RL(F(Q[13],Q[12],Q[11])+Q[10]+x[13]+0xfd987193,12);
Q[19]=Q[18]+RL(G(Q[18],Q[17],Q[16])+Q[15]+ +0x265e5a51,14);
Q[22]=Q[21]+RL(G(Q[21],Q[20],Q[19])+Q[18]+ +0x02441453, 9);

Q[24]=Q[23]+RL(G(Q[23],Q[22],Q[21])+0Q[20]+x[ 4]+0xe7d3fbc8,20);
.......... Here is the point of verification (POV) ..........coeu...

Q[25]=0[24]+RL(G(Q[24],Q[23],Q[22])+Q[21]+ +0x21elcde6, 5);
Q[28]=0[27]+RL(G(Q[27],Q[26],Q[25])+Q[24]+ +0x455alded,20);

Q9 Tunnel sesmT —2m



If we add extra conditions that Q[10][i] = 0, Q[11][i] = 1

Q[ 8]=Q[ 7]+RL(F(Q[ 7],Q[ 6],Q[ 5])+Q[ 4]+x[ 7]+6xfd469501,22);

=Q[ 8]+RL(F(Q[ 8],Q[ 7],
Q[1e]= +RL(F( ,Q[ 8],

Q[11]=Q[10]+RL(
Q[12]=Q[11]+RL( Q[10]

Q[13]=Q[12]+RL(F(Q[12],Q[11],

Q[ 61)+Q[ 5]+
Q[ 7D+Q[ 6]+
Q[ 8] +Q[ 7]+

+Q[ 8]+
Q[1e])+ +

+0x698098d8, 7);
+0x8b44f7af,12);
+Oxffff5bbl,17);
+0x895cd7be, 22);
+0x6b901122, 7);

Q[14]1=Q[13]+RL(F(Q[13],Q[12],Q[11])+Q[10]+x[13]+0xfd987193,12);

Q[19]=Q[18]+RL(G(Q[18],Q[17],
Q[22]=Q[21]+RL(G(Q[21],Q[2@],

Q[16])+Q[15]+
Q[19])+Q[18]+

+0x265e5a51,14); 2 ¢
+0x02441453, 9); 1 c.
1c

Q[24]=Q[23]+RL(G(Q[23],Q[22],Q[21])+Q[20]+x[ 4]+Oxe7d3fbc8,20);

.......... Here is the point of verification (POV) ..........coeu...

Q[25]=Q[24]+RL(G(Q[24],Q[23],
Q[28]=Q[27]+RL(G(Q[27],Q[26],

F(X,Y,Z) = XY + X°Z

Q9 Tunnel sesmT —2m

Q[22])+Q[21]+
Q[25])+Q[24]+

+0x2lelcde6, 5);
+0x455al14ed,20);



We can modify Q[9] for different PoV result.

Q[ 8]=Q[ 7]+RL(F(Q[ 7],Q[ 6],
=Q[ 8]+RL(F(Q[ 8],Q[ 7],
Q[1e]= +RL(F( ,Q[ 8],

Q[11]=Q[10]+RL(
Q[12]=Q[11]+RL( Q[10]

Q[13]=Q[12]+RL(F(Q[12],Q[11],
Q[14]=Q[13]+RL(F(Q[13],Q[12],

Q[19]=Q[18]+RL(G(Q[18],Q[17],
Q[22]=Q[21]+RL(G(Q[21],Q[2@],
Q[24]=Q[23]+RL(G(Q[23],Q[22],

.......... Here is the point

Q[25]=Q[24]+RL(G(Q[24],Q[23],
Q[28]=Q[27]+RL(G(Q[27],Q[26],

F(X,Y,Z) = XY + X°Z

Q9 Tunnel sesmT —2m

Q[ 5]1)+Q[ 4]+x[ 7]+0xfd469501,22);
Q[ 61)+Q[ 51+ +0x698098d8, 7);
Q[ 7]1)+Q[ 6]+ +0x8b44f7af,12);
Q[ 8] +Q[ 7]+x[1@]+oxffff5bbl,17);

+Q[ 8]+x[11]+0x895cd7be,22);
Q[10])+ + +0x6b901122, 7);
Q[11])+Q[10]+x[13]+0xfd987193,12);

Q[16])+Q[15]+x[11]+Ox265e5a51,14); 2 c
Q[19])+Q[18]+x[10]+0x02441453, 9); 1 c.
Q[21])+Q[20]+x[ 4]+0xe7d3fbc8,20); 1 c
of verification (POV) ........cccivee...

Q[22])+Q[21]+ +0x21elcde6, 5);
Q[25])+Q[24]+ +0x455al14ed,20);



Factoring s



e The second fastest method

Q ua d ra't | C S | eve e Fermat’s factorization:

o a’?—b?*=0 modn

Tﬁ?ﬁlﬁm ’ %H@?@E%”ﬁl o (a+b)(@a—b)=0 modn

o O(VN) if searching a, b directly




We defined a factor base: p = {po, p1, P2, -, Pr(my} = {2,3,5, ... }
m(B) __ eri

And then we finding some integers r s.t. (r* mod N) = []; ;

Notice that
r2g2 — (TS)Z — 1—[7;(3) plf?ri H?(B) pieSi — HT'I(B) p'eri+esi.

l l

After collecting enough pair of r and its corresponding e,
our goal (finding a? = b?) can be changed to
find a linear combination of e vectors such that all elements are even.

Gaussian elimination under GF (2) rocks.

Quadratic Sieve FmiE - e



To find some integers r s.t. (r? mod N) = H”(B) D; °ri we want:

1. (r? mod N) is small that it's more likely to be fully factorlzed with our base.
2. r?is larger then N that we won't got trivial relations.
3. We also need a fast algorithm to test whether it is fully factorizable.

Choose (72 mod N) = f(r) = (x + [\/N])Z — N, with small x.
Condition 1, 2 are satisfied.

Notice that (r + kp)? = r% + 2rkp + k?*p? =r? (mod p)

We can solve f(r) = 0 (mod p) first, got two root a & 8.
Then mark all f(a + kp) and f(B + kp) has factor p.

Quadratic Sieve — Sieving xmwife » sz



Elliptic Curve

yERi A

ﬁ\

BRI | 72— |

Elliptic Curve factorization
method (ECM)

The third fastest method

Great for removing small
factors




Define a group EC,, with random elliptic curve under modulo n = pgq,
It is actually a direct product of group EC, X EC,.

P is a non-trivial point on EC,, and P, is its corresponding point on EC,,.

Assuming that order of EC,, is B-smooth, [k]P, = oo, [k]P is undefined,

where k is 1'[?(3) p; (i.e. product of small primes.)
It also means when calculating the point, it's slope will be u/v with v % p = 0.

Now if gcd(v, n) = p, then we find it.
If [k]P is well defined, which means both EC,, EC, aren’t smooth, try again.

Elliptic Curve Method smesmumg 1 +o—u
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Discrete logarithm



Brute force
A e &k = i ] 5l 2

Given y, find g* = y where g,y
are elements of a multiplicative
finite group, x € R.

N is the order of the group.

Brute force is O(N).




Baby/Giant step

BTN
WIS TS

The baby-step giant-step is a
meet-in-the-middle algorithm
for computing the discrete
logarithm.

Complexity is O(V/N).

yg'™e = g°




e Reduced to collision finding:

o g%hF = g4yPB

e Deterministic random walk

PO”ardIS rhO based on last value:

Z DB A FF O Tt AT o gfimybin = f(g%yF)
e Collision with histories:

o We entered a loop in O(VN)




e Floyd's cycle-finding algorithm

Pollard's rho o gmeyie =1(gh)

o ga2i+2yﬁzi+2 = f(f(gaziyﬁzi))

ZOBEE O Tz AT |

0 gai+1yﬁi+1 — ga2i+2yﬁzi+2 in 0( %)




Pohlig—Hellman

FhL—{EmEF THYEN T !

Order of the group N has k
factors N = [[¥n;

Solve g(x mod n;)N/n; — yN/ni

Reconstruct with CRT
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[Lab] Pohlig-Hellman



Sub exponential complexity

Index calculus N
rerequisite: a factor base, an

Jheo e [ efficient factor algorithm in
= s IREETER | |




We defined a factor base: p = {po, p1, P2, -, Pr(my} = {~1.2,3,5, ...

And then we finding some integers r s.t. g" = Hf(B) pl.e”'

Notice that

grgs — gr+s — 1—[7:(3) eTl Hn(B) pleSl — HZT(B) pieri'*esi.

After collecting enough pair of r and its corresponding e,

A linear transformation to standard basis gives log(p;).

n(B) esz
l

Finally, find s s.t. g°y =1I;

Index calculus = . gresis ) e

}

= x=-s+ Z?(B) es; log(p;)



