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螡ӣ㮆碉碍 T, [, 2
懯ᓒ

M := T[
'(M) = (T � R)([ � R)
/ := 2�R mod '(M)

獍槄ฎ (M, 2) ᐺ槄ฎ (M, /)

ᏦᏦ盢

M, 2 ᥝ笕᪃ ;+/(2,'(M)) = R牧䷱磪笕᪃疰᯿螡
犋簁 2 秇ࣁ '(M) ӥ䷱磪秇玱زᔰ牧篷ဩ薹ੂ
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涢挨 K2/ ⌘ K (mod M)

瞥薹౮ੜ㺔氂

獤獨涢挨
R K2/ ⌘ K (mod T)
k K2/ ⌘ K (mod [)
ٚአӾ㾴獵訏ਧቘ೪蚏㬵஑挨 K2/ ⌘ K (mod M)
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/ ⌘ 2�R (mod '(M))
) 2/ ⌘ R (mod '(M))
) 2/ = F'(M) + R 7Q` bQK2 F

= F(T � R)([ � R) + R
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涢挨 K2/ ⌘ K (mod T)

B7 ;+/UK- TV 4 R
! K2/ = KF(T�R)([�R)+R = (K(T�R))F([�R)K ⌘ K (mod T)
B7 ;+/UK- TV 4 T
! K2/ ⌘ y ⌘ K (mod T)

涢挨 K2/ ⌘ K (mod [)
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ݚ t = K2/牧匍ࣁ૪Ꭳ

t ⌘ K (mod T)
t ⌘ K (mod [)

మ穩 t 秇 M 䨝ฎग़੝
Ӿ㾴獵訏ਧቘޞ藗౯㮉ࣁ秇 M = T[ ӥਂࠔࣁӞ薹
t 秇 M 缛ෝ K ฎӞ㮆薹牧ᮎ疰ݝ胼ฎ犢ԧ
ಅ犥 K2/ ⌘ K (mod M)牧஑挨



X
X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
RRfRyy

*`vTiQ;`�T?v RRy
Sm#HB+ E2v 1M+`vTiBQM

_a�

_2H�iBQM iQ BMi2;2` 7�+iQ`Bx�iBQM

7�+iQ` M ! Q#i�BM T`Bp�i2 F2v

ইຎ౯㮉ݢ犥獤薹 M
疰ݢ犥殼茐ܻ๜ጱྍ詽叨ኞᐺ槄牧蝱ᘒ薹ੂੂ෈



X
X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
RkfRyy

*`vTiQ;`�T?v RRy
Sm#HB+ E2v 1M+`vTiBQM

_a�

_2H�iBQM iQ BMi2;2` 7�+iQ`Bx�iBQM

Q#i�BM T`Bp�i2 F2v ! 7�+iQ` M
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አڥ 7 獤薹 M

螡Ӟ㮆 t牧懯ᓒ v ⌘ tk (mod M)
አᮎ㮆ᄍᓒဩڥ 7 ತڊ v 秇ࣁ M ӥጱ樄ො礬 x
v ጱ秇樄ො礬䨝磪ࢥ㮆薹牧磪 R

k ጱ秚ሲ x 犋ฎ ±t
ইຎ x 犋ฎ ±t

xk ⌘ tk (mod M) ) (x + t)(x � t) ⌘ y (mod M)
R < gcd(M, x + t) < M ౲ R < gcd(M, x � t) < M 䨝౮缏
ᮎ疰౮ۑ獤薹 M

ইຎ x ฎ ±t牧疰ٚ螡Ӟ稞 t
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磪硳ሲጱᄍᓒဩ 7 ತ秇 M ӥ஑樄ො礬

螡Ӟ㮆 ;牧懯ᓒ ;2/�R ⌘ R (mod M)
2/ � R = F'(M) = ki`
蝡䰬 ;ki` ⌘ (;ki�R`)k (mod M) 疰䨝ฎӞ奲秇樄ො礬
;ki` ⌘ R ⌘ (±R)k (mod M)牧±R ૪妿ฎӞ奲秇樄ො礬ጱ薹
ইຎ ;ki�R` 6⌘ ±R牧疰ݢ犥አ㴄㴄拻ጱොဩ獤薹 M
;ki`, ;ki�R`, ;ki�k`, · · · ;` ᮷ತ犋ک疰ٚ螡Ӟ稞 ;
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眲ݶ U >QKQKQ`T?B+ V

眲ጱਧ嬝ݶ

7(t ⇤ v) = 7(t) ⇤ 7(v)
⇤ ز犥ฎ犨఺ጱӞ圵螀ᓒݢ

_a� ጱ犔ဩ

_a� ጱ犔ဩ磪 ?QKQKQ`T?B+ ጱ粬௔
1(KR)1(Kk) = K2

RK2
k mod M = (KRKk)2 mod M = 1(KRKk)

G2�/b iQ +?Qb2M +BT?2`i2ti �ii�+F
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|T � [| ॡੜ ! 72`K�i 7�+iQ`Bx�iBQM
T � R ጱ磧य़搡ࢩ碍盄ੜ ! SQHH�`/Ƕb T @ R �H;Q`Bi?K
T + R ጱ磧य़搡ࢩ碍盄ੜ ! qBHHB�KbǶb T Y R �H;Q`Bi?K
` � R ጱ磧य़搡ࢩ碍盄ੜ ! *v+HBM; �ii�+F
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ai`QM; S`BK2b

胼瞤䲆朼䌘搡ࢩ碍ੜጱ硭䢗ጱ搡碍౯㮉ݞ犢 ai`QM; S`BK2b
ᮎୌ捍 T- [ Ӟਧᥝ螡 ai`QM; S`BK2b XXX 㻟\
ٌ䋿褰秚叨ኞ犋䨝穉 ai`QM; S`BK2b 螭癩 (R)

ai`QM; S`BK2b

T @ R ?�b � H�`;2 T`BK2 7�+iQ`- /2MQi2/ ` U SQHH�`/ (k) V
T Y R ?�b � H�`;2 T`BK2 7�+iQ` U qBHHB�Kb (j) V
` @ R ?�b � H�`;2 T`BK2 7�+iQ` U *v+HBM; �ii�+F V
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T � R ฎӞ㮆 "@bKQQi? ጱ碍牧犖疰ฎ犢磧य़ጱ搡ࢩ碍ฎ "
ইຎ " 盄ੜ牧疰ݢ犥磪硳ጱ獤薹 M

T � R % R ⇥ k ⇥ · · ·"
) kR⇥k⇥···" = kF(T�R) ⌘ R (mod T)
) gcd(kR⇥k⇥···" � R, M) > R
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2 ॡੜ ! /B`2+i 2i? `QQi- #`Q�/+�bi �ii�+F
2 ॡय़ ! 盄眸ੂے
ଉ憎ጱ 2 䨝螡 kt + R 蝡圵୵ୗጱ搡碍牧ֺই
kRe + R = e88jd牧蝡䰬ࣁ狶 a[m�`2 �M/ JmHiBTHv 碻ݝ襑ᥝ
Re Y R 稞螀ᓒ
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ইຎ K, 2 ᮷盄ੜ牧ֵ஑ K < M R
2 ) K2 < M

ፗ矑ࣁ碉碍ӥ玲 2i? `QQi 疰ݢ犥螭ܻ K
ಅ犥౯㮉襑ᥝ狶 `�M/QK T�//BM;



X
X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
kefRyy

*`vTiQ;`�T?v RRy
Sm#HB+ E2v 1M+`vTiBQM

_a�

"`Q�/+�bi �ii�+F

አ 2 㮆犋ݶጱ M ጱݶፘੂے K牧Ӿ㾴獵訏ਧቘݢ犥ፗ矑薹
ࢧ K
犥 2 4 j 傶ֺ

8
><

>:

Kj ⌘ +R (mod MR)

Kj ⌘ +k (mod Mk)

Kj ⌘ +j (mod Mj)

lb2 *_h iQ ;2i +- Kj ⌘ + (mod MRMkMj)

Kj < MRMkMj ! Kj = + ! /B`2+i 2i? `QQi
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"QmM/ 7Q` / �bbmK2/ AMi2`p�H 7Q` � u2�` *Bi�iBQM
/ < R

jL R
9 LQ � RNNy (9)

/ < R
3L j

9�� y.k8  � < y.8 kyyk (8)
/ < L R��

k y.k8  � < y.8 kyy3 (e)
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G2i sy = { ty | 7(ty) ⌘ y (mod #), |ty|  s }
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(

;B,D(t) = tDLK�B7B(t) 7Q` y  B < K, y  D < �

?B(t) = tB7K(t) 7Q` y  B < i
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8ty 2 sy
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8|ty| < s, k;(ts)k < #K
pM ) |;(ty)| < #K
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MX
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GGG ತکጱ b?Q`i p2+iQ` 䄪㻟\
G2i G #2 i?2 +Q2{+B2Mi K�i`Bt 7Q`K2/ #v 7y(t), 7R(t), · · · - �M/
p #2 i?2 p2+iQ` 7QmM/ mbBM; GGG
匍ࣁᥝ挨ก p 笕᪃ k;(ts)k < #K

pM

૪Ꭳ p 䨝笕᪃ kpk  k M�R
9 /2i(G) R

M

ಅ犥౯㮉ݝᥝ虏 k M�R
9 /2i(G) R

M < #K
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LQiB+2 i?�i i?2 /2;`22 Q7 7B(t) Bb B- i?2`27Q`2 i?2 #�bBb Q7 G
7Q`Kb � HQr2` i`B�M;mH�` K�i`Bt
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究ਧ K, i,s

౯㮉ٌ䋿螭䷱究ਧ K, i,s ᥝฎग़੝
च๜Ӥ౯㮉మᥝ K, i ᩼ੜ᩼অ牧蝡䰬 H�iiB+2 䨝ੜӞ讨
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9 /2i(G) R

M < L�K
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Smb? i?2 #QmM/

౯㮉ݢ犥盄斕ฃጱ಩ s വ皞ک +L�k
� 7Q` bQK2 +QMbi�Mi +

螡 " = R
logL ᮎ s = R

9L�k
�

矑茐಩ [�+L�k
� , +L�k

� ] 獥౮ 9+ 㮆玟樌
؃戔 tB ฎྯ㮆玟樌ጱӾ讨牧ᮎ಩ಅ磪 7(t � tB) ጱ礬硩褸蚏
㬵疰ฎᒼ礯ԧ
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�M BMi2;2` L Q7 mMFMQrM 7�+iQ`Bx�iBQM
� `�iBQM�H MmK#2` �
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ai2T R @ 螡㷢碍

螡 K =
l
�k

�✏

m
, i =

j
�K( R

� � R)
k
牧懯ᓒ s =

⇠
L�k

� �✏

⇡

ai2T k @ 懯ᓒ虋圵 7

懯ᓒ

;B,D(t) = tDLK�B7B(t) 7Q` y  B < K, y  D < �

?B(t) = tB7K(t) 7Q` y  B < i
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ai2T j @ GGG

;B,D(ts), ?B(ts) ጱ +Q2{+B2Mi p2iQ`b 奲౮ጱ H�iiB+2 #�bBb "
䌘 " 狶 GGG �H;Q`Bi?K

ai2T 9 @ 螭ܻ ;

؃戔 p ฎ b?Q`i2bi p2+iQ` BM GGG `2/m+2/ #�bBb
ᮎ p ฎ礓㮆 ;(ts) ጱ +Q2{+B2Mi p2+iQ`牧ℂ p 螭ܻ ;(t)



X
X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
defRyy

*`vTiQ;`�T?v RRy
Sm#HB+ E2v 1M+`vTiBQM

_a�

*QTT2`bKBi? J2i?Q/ @ ᄍᓒဩྍ詽

ai2T 8 @ ತ礬

ತڊ ;(t) ጱಅ磪礬
䲒礚礬 ty ฎ玽笕᪃ gcd(L, 7(ty)) � L�牧䷱磪笕᪃ጱ㪐ധ
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૪Ꭳय़蟂獤ጱ懱௳牧穉ই礓㮆ࢴਧ໒ୗ
ก෈ K = K̃ + ty牧૪Ꭳ K̃牧๚Ꭳ ty 笕᪃ t  L R

2

ੂ෈ + ⌘ K2 ⌘ (K̃ + ty)2 (mod L)

ty 䨝ฎ 7(t) ⌘ (K̃ + t)2 � + (mod L) ጱੜ礬

*QTT2`bKBi? J2i?Q/

㷢碍戔ਧ傶 � = R, � = 2, + = R,s = L R
2

አ *QTT2`bKBi? J2i?Q/ ࢧ犥ತݢ ty牧ٚ懯ᓒڊก෈ K
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EMQrM >B;? "Bib Q7 T

L = T[牧搡碍 T = T̃ + ty牧૪Ꭳ T̃牧๚Ꭳ ty 笕᪃ |ty| < L R
9

ty 䨝ฎ 7(t) = T̃ + t (mod T) ጱੜ礬

*QTT2`bKBi? J2i?Q/

㷢碍戔ਧ傶 � = R
k , � = R, + = R,s = L R

9

አ *QTT2`bKBi? J2i?Q/ ࢧ犥ತݢ ty牧ٚ懯ᓒڊ搡碍 T
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kyRj , 6�+iQ`BM; _a� E2vb 7`QK *2`iB}2/ aK�`i *�`/b (R9)
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ก෈ K
墣ᒍ b = K/ mod M
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傶ࢩ K < M牧ಅ犥䋿率Ӥ䨝ض狶 ?�b? 簁盅 T�//BM;
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PKCS



PKCS

• PKCS ( Public Key Cryptography Standards ) ฎ獍槄ੂ嘨秂伛

• 
PKCS#15 ጱ秂伛 ک ℂ PKCS#1ڜਧԧӞ羬ګ
• ٌӾ PKCS#1 ฎ RSA Cryptography Standard



ASN.1

• ASN.1 ฎṛ褩ጱು虡秂伛

• ٍ誢ጱ䋿֢翥嘨憒㳷磪 : BER, CER, DER, PER, XER



PKCS#1 1.5 Signature 
https://tools.ietf.org/html/rfc2313

Step 1 : Message Digest

M

H(M)

HASH

Sign



• ASN.1 ฎ翥嘨碍硁ጱ໒ୗ牧蝡愊夵袅ԧֵአጱ hash ᄍᓒဩ

H(M)ASN.101 FF … 00FFD = 00

padding

Step 2 : Data EncodingSign

PKCS#1 1.5 Signature 
https://tools.ietf.org/html/rfc2313



Step 3 : RSA encryption

D

d
% n  = S

Sign

PKCS#1 1.5 Signature 
https://tools.ietf.org/html/rfc2313



Step 1 : RSA decryptionVerify

S

e
% n  = D

PKCS#1 1.5 Signature 
https://tools.ietf.org/html/rfc2313



Step 2 : Data DecodingVerify

• 襑ᥝ parse 蝡㮆໒ୗ玲ڊ H(M)

• 蝡㮆秂伛䷱磪藯ᥝெ讕 parse

• ইຎ e ॡੜӬ䷱磪ྋ嘦ጱ parse牧疰磪秚䨝㯔蝨墣ᒍ

H(M)ASN.101 FF … 00FFD = 00

PKCS#1 1.5 Signature 
https://tools.ietf.org/html/rfc2313



Step 3 : Message digesting and comparison

M'

H(M)'

H(M)

Verify

compare

PKCS#1 1.5 Signature 
https://tools.ietf.org/html/rfc2313



Bleichenbacher RSA Signature Forgery ( 2006 )



Bleichenbacher RSA Signature Forgery ( 2006 ) 
https://mailarchive.ietf.org/arch/msg/openpgp/5rnE9ZRN1AokBVj3VqblGlP63QE

• ݈圸֢ BB06

• 朼䌘 PKCS#1 1.5 ( RFC 2313 )

• RSA 墣ᒍ㯔蝨

06



Bleichenbacher RSA Signature Forgery ( 2006 ) 
https://mailarchive.ietf.org/arch/msg/openpgp/5rnE9ZRN1AokBVj3VqblGlP63QE

• 䋿֢耬ᵅ : ݢ犥磪ग़訏ጱਁࣁز盅ᶎ

• parse ጱ碻狡ፗ矑玲ڊ盅ᶎࢴਧ裾ଶጱ H(M)

• ䷱磪䲒礚盅ᶎ螭磪䷱磪䩚ᥜ

H(M)ASN.101 FF … 00FF00 Garbage



• 
犥 forge signatureݢe = 3 ጱ眐丆ӥ ࣁ
• 琲手䯤蝨 ED 虏 ED ጱӣ稞ො犋᩻螂 n Ӭ笕᪃犥ӥ໒ୗ

S

3
% n

= H(M)ASN.101 FF … 00FF00 Garbage

Bleichenbacher RSA Signature Forgery ( 2006 ) 
https://mailarchive.ietf.org/arch/msg/openpgp/5rnE9ZRN1AokBVj3VqblGlP63QE



H(M)ASN.101 FF … 00FF Garbage00

D ( length d ) G ( length g )

2t�15 G+

total length t

(x + y)3 x3 3x2y+

2g � D+�2d+g

3xy2 y3+ +=

Bleichenbacher RSA Signature Forgery ( 2006 ) 
https://mailarchive.ietf.org/arch/msg/openpgp/5rnE9ZRN1AokBVj3VqblGlP63QE



x = 2 t � 15
3

y = (D � 2d) � 2g

3 � 22(t � 15)
3

Bleichenbacher RSA Signature Forgery ( 2006 ) 
https://mailarchive.ietf.org/arch/msg/openpgp/5rnE9ZRN1AokBVj3VqblGlP63QE



x = 21019

y = (D � 2288) � 234

3

• ؃戔

• Key 裾ଶ傶 3072 bit

• Garbage 裾ଶ傶 2072 bit

• ֵአ SHA-1 ጱ扖牧D ጱ裾ଶฎ 288 bit


• 磧盅 ED = x + y 疰ฎ౯㮉䯤蝨ڊጱݳဩ墣ᒍ

Bleichenbacher RSA Signature Forgery ( 2006 ) 
https://mailarchive.ietf.org/arch/msg/openpgp/5rnE9ZRN1AokBVj3VqblGlP63QE



RSA Signature Forgery in python-rsa ( 2016 )

CVE-2016-1494



RSA Signature Forgery in python-rsa ( 2016 ) 
https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/

• 䋿֢耬ᵅ :  padding bytes ݢ犥ฎ犨఺ਁز

ፗ矑玲ᒫԫ㮆 0x00 ䷱磪䲒礚Ӿ樌ጱ padding bytes



• 
犥 forge signatureݢe = 3 ጱ眐丆ӥ ࣁ
• 琲手䯤蝨 ED 虏 ED ጱӣ稞ො犋᩻螂 n Ӭ笕᪃犥ӥ໒ୗ

• ED3 ጱ盅翖ฎ ASN.1 + H(M)

• ED3 ጱ獮翖ฎ \x00\x01

H(M)ASN.101 ?? … 00??00

S

3
% n

=

RSA Signature Forgery in python-rsa ( 2016 ) 
https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/



0S

S3

ፓ秂

0 0 1

0 0 0 1

1 1 0 1

match

RSA Signature Forgery in python-rsa ( 2016 ) 
https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/



0S

S3

ፓ秂

0 0 1

0 0 0 1

1 1 0 1

match

RSA Signature Forgery in python-rsa ( 2016 ) 
https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/



0S

S3

ፓ秂

0 0 1

0 0 0 1

1 1 0 1

mismatch

RSA Signature Forgery in python-rsa ( 2016 ) 
https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/



0S

S3

ፓ秂

1 0 1

1 1 0 1

1 1 0 1

match

RSA Signature Forgery in python-rsa ( 2016 ) 
https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/



0S

S3

ፓ秂

1 0 1

1 1 0 1

1 1 0 1

match

RSA Signature Forgery in python-rsa ( 2016 ) 
https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/



0S

S3

ፓ秂

1 0 1

1 1 0 1

1 1 0 1

01013 = 1111101

RSA Signature Forgery in python-rsa ( 2016 ) 
https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/



01 … …00
3

= 923f … 68 04

bc 2876e450… =
3

• ᥝ虏 ED3 ጱ獮翖ฎ \x00\x01 ݝᥝ಩ \x00\x01... 樄ӣ稞ො

• 磧盅ٚ಩樄ਠӣ稞ොጱ꧊ጱ盅翖矦౮獮ᶎᓒڊ㬵ጱ盅翖

• 疰ݢ犥౮ۑᛔ૩䯤蝨ݳဩ墣ᒍԧ

RSA Signature Forgery in python-rsa ( 2016 ) 
https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/



H(M)ASN.101 ?? … 00??00

923f … bc 28

3

=

RSA Signature Forgery in python-rsa ( 2016 ) 
https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/



A Decade After Bleichenbacher '06, RSA 
Signature Forgery Still Works ( 2019 )



A Decade After Bleichenbacher '06, RSA 
Signature Forgery Still Works ( 2019 ) 

https://i.blackhat.com/USA-19/Wednesday/us-19-Chau-A-Decade-After-Bleichenbacher-06-RSA-Signature-Forgery-Still-Works.pdf

• 碉㮆໒ୗࢴਧฎ n 蝡讕裾

• አ Symbolic Execution ݄ತݢک犥犨఺㫂लጱ蟂獤磪ग़裾



A Decade After Bleichenbacher '06, RSA 
Signature Forgery Still Works ( 2019 ) 

https://i.blackhat.com/USA-19/Wednesday/us-19-Chau-A-Decade-After-Bleichenbacher-06-RSA-Signature-Forgery-Still-Works.pdf

• 䋿֢耬ᵅ : padding bytes ݢ犥ฎ犨఺ਁز

H(M)ASN.101 ?? … 00??00

CVE-2018-15836Openswan 2.6.50



CVE-2018-16152strongSwan 5.6.3

A Decade After Bleichenbacher '06, RSA 
Signature Forgery Still Works ( 2019 ) 

https://i.blackhat.com/USA-19/Wednesday/us-19-Chau-A-Decade-After-Bleichenbacher-06-RSA-Signature-Forgery-Still-Works.pdf

• 䋿֢耬ᵅ :

• Algorithm Parameter ݢ犥ฎ犨఺ਁز

• Algorithm OID 盅ᶎݢ犥磪ग़訏ጱਁز

H(M)01 FF … 00FF00 ASN.100

03 20 03 0c Algorithm Parameter 04 10Algorithm OID



CVE-2018-16150axTLS 2.1.3

A Decade After Bleichenbacher '06, RSA 
Signature Forgery Still Works ( 2019 ) 

https://i.blackhat.com/USA-19/Wednesday/us-19-Chau-A-Decade-After-Bleichenbacher-06-RSA-Signature-Forgery-Still-Works.pdf

• 䋿֢耬ᵅ :

• 
盅ᶎࣁز犥磪ग़訏ጱਁݢ
• Algorithm Identifier ݢ犥ฎ犨఺ਁز

H(M)01 FF … 00FF00 ASN.100

03 20 03 0c Algorithm Identifier 04 10

Garbage



Defense against RSA Signature Forgery



How to defense?

• አٌ犢ጱ墣ᒍᄍᓒဩ牧穉ই藯 ECDSA

• አๅय़ጱ e牧穉ই 65537

• parsing based → comparison based

H(M)ASN.101 FF … 00FF00

H(M)ASN.101 FF … 00FF00

compare
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*`vTiQ;`�T?v RRy
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.a�

aB;M

螡Ӟ㮆 F 2 {R, · · · , [ � R}
懯ᓒ ` = (;F mod T) mod [
懯ᓒ b = F�R(>(K) + t`) mod [
(`, b) 疰ฎ墣ᒍ
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.a�

o2`B7v

懯ᓒ r = b�R mod [
懯ᓒ mR = >(K) · r mod [
懯ᓒ mk = ` · r mod [
懯ᓒ p = (;mRvmk mod T) mod [
涢挨 p ฎ玽缛ෝ `
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.a�
LQM+2 �ii�+F
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*`vTiQ;`�T?v RRy
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.a�

Sm#HB+ LQM+2

ইຎ LQM+2 F ᤩᎣ螇ԧ牧ᮎ疰ݢ犥ፗ矑ᓒڊ T`Bp�i2 F2v t
t = `�R · (bF � >(K)) mod [
ಅ犥 LQM+2 F ஠殾狒ੂ
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*`vTiQ;`�T?v RRy
.B;Bi�H aB;M�im`2

.a�

_2T2�i2/ LQM+2

ইຎ᯿蕦ֵአ LQM+2 F牧疰ݢ犥ᓒڊ F牧簁盅ᓒڊ t
犥ӥ懯ᓒ᮷ฎࣁ KQ/mH�` [ ӥ

bR = F�R(>(KR) + t`)
bk = F�R(>(Kk) + t`)

) bR � bk = F�R(>(KR)� >(Kk))

) F = (>(KR)� >(Kk))(bR � bk)
�R

ಅ犥ᴻԧ஠殾狒ੂ牧螭襑ᥝ犋胼᯿蕦牧犖疰ฎአ褰秚叨ኞ
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*`vTiQ;`�T?v RRy
.B;Bi�H aB;M�im`2

.a�

_X GX _Bp2bi �M/ _X .X aBHp2`K�M- ǳ�`2bi`QM;ǶT`BK2b M22/2/
7Q` `b�\-Ǵ BM h?2 RNNd _a� G�#Q`�iQ`B2b a2KBM�` a2`B2b-
a2KBM�`b S`Q+22/BM;b- RNNdX
CX JX SQHH�`/- ǳh?2Q`2Kb QM 7�+iQ`Bx�iBQM �M/ T`BK�HBiv
i2biBM;-Ǵ BM J�i?2K�iB+�H S`Q+22/BM;b Q7 i?2 *�K#`B/;2
S?BHQbQT?B+�H aQ+B2iv- pQHX de- TTX 8kRĜ8k3- *�K#`B/;2
lMBp2`bBiv S`2bb- RNd9X
>X *X qBHHB�Kb- ǳ� T Y R K2i?Q/ Q7 7�+iQ`BM;-Ǵ J�i?2K�iB+b
Q7 *QKTmi�iBQM- pQHX jN- MQX R8N- TTX kk8Ĝkj9- RN3kX
JX CX qB2M2`- ǳ*`vTi�M�HvbBb Q7 b?Q`i `b� b2+`2i 2tTQM2Mib-Ǵ
A111 h`�Mb�+iBQMb QM AM7Q`K�iBQM i?2Q`v- pQHX je- MQX j-
TTX 88jĜ883- RNNyX
"X .2 q2;2`- ǳ*`vTi�M�HvbBb Q7 `b� rBi? bK�HH T`BK2
/Bz2`2M+2-Ǵ �TTHB+�#H2 �H;2#`� BM 1M;BM22`BM;- *QKKmMB+�iBQM
�M/ *QKTmiBM;- pQHX Rj- MQX R- TTX RdĜk3- kyykX



X
X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
RyyfRyy

*`vTiQ;`�T?v RRy
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.a�

aX J�Bi`� �M/ aX a�`F�`- ǳ_2pBbBiBM; rB2M2`Ňb �ii�+FĜM2r r2�F
F2vb BM `b�-Ǵ BM AMi2`M�iBQM�H *QM72`2M+2 QM AM7Q`K�iBQM
a2+m`Biv- TTX kk3Ĝk9j- aT`BM;2`- kyy3X
*X@uX *?2M- *X@*X >bm2?- �M/ uX@6X GBM- ǳ� ;2M2`�HBx�iBQM Q7
/2 r2;2`Ƕb K2i?Q/-Ǵ BM kyyN 6B7i? AMi2`M�iBQM�H *QM72`2M+2 QM
AM7Q`K�iBQM �bbm`�M+2 �M/ a2+m`Biv- pQHX R- TTX j99Ĝj9d-
A111- kyyNX
�X LBi�D- ǳ.BQT?�MiBM2 �M/ H�iiB+2 +`vTi�M�HvbBb Q7 i?2 `b�
+`vTiQbvbi2K-Ǵ BM �`iB}+B�H AMi2HHB;2M+2- 1pQHmiBQM�`v
*QKTmiBM; �M/ J2i�?2m`BbiB+b- TTX RjNĜRe3- aT`BM;2`- kyRjX
JX �b#mHH�?- *`vTi�M�HvbBb QM i?2 JQ/mHmb L4 Tk[ �M/
.2bB;M Q7 _�#BM@HBF2 *`vTiQbvbi2K qBi?Qmi .2+`vTiBQM
6�BHm`2X
S?. i?2bBb- S?. i?2bBb- lMBp2`bBiB Smi`� J�H�vbB�- kyR8X
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*`vTiQ;`�T?v RRy
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.a�

JX E�K2H �`B{M- aX �#m#�F�`- 6X umMQb- �M/ JX �b#mHH�?-
ǳL2r +`vTi�M�HviB+ �ii�+F QM `b� KQ/mHmb M4 T[ mbBM; bK�HH
T`BK2 /Bz2`2M+2 K2i?Q/-Ǵ *`vTiQ;`�T?v- pQHX j- MQX R- TX k-
kyRNX
LX �pB`�K- aX a+?BMx2H- CX aQKQ`QpbFv- LX >2MBM;2`-
JX .�MF2H- CX ai2m#2- GX o�H2Mi�- .X �/`B�M- CX �X >�H/2`K�M-
oX .mF?QpMB- 2i �HX- ǳ{._PqL}, "`2�FBM; {hGa} mbBM;
bbHpk-Ǵ BM k8i? {la1LAs} a2+m`Biv avKTQbBmK U{la1LAs}
a2+m`Biv ReV- TTX e3NĜdye- kyReX
>X "ƺ+F- CX aQKQ`QpbFv- �M/ *X uQmM;- ǳ_2im`M Q7
#H2B+?2M#�+?2`Ňb Q`�+H2 i?`2�i U{_P"Ph}V-Ǵ BM kdi?
{la1LAs} a2+m`Biv avKTQbBmK U{la1LAs} a2+m`Biv R3V-
TTX 3RdĜ39N- kyR3X
1X _QM2M- _X :BHH?�K- .X :2MFBM- �X a?�KB`- .X qQM;- �M/
uX u�`QK- ǳh?2 N HBp2b Q7 #H2B+?2M#�+?2`Ƕb +�i, L2r +�+?2
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*`vTiQ;`�T?v RRy
.B;Bi�H aB;M�im`2

.a�

�ii�+Fb QM iHb BKTH2K2Mi�iBQMb-Ǵ BM kyRN A111 avKTQbBmK QM
a2+m`Biv �M/ S`Bp�+v UaSV- TTX 9j8Ĝ98k- A111- kyRNX
.X CX "2`Mbi2BM- uX@�X *?�M;- *X@JX *?2M;- GX@SX *?Qm-
LX >2MBM;2`- hX G�M;2- �M/ LX o�M aQK2`2M- ǳ6�+iQ`BM; `b�
F2vb 7`QK +2`iB}2/ bK�`i +�`/b, *QTT2`bKBi? BM i?2 rBH/-Ǵ BM
AMi2`M�iBQM�H *QM72`2M+2 QM i?2 h?2Q`v �M/ �TTHB+�iBQM Q7
*`vTiQHQ;v �M/ AM7Q`K�iBQM a2+m`Biv- TTX j9RĜjey- aT`BM;2`-
kyRjX
JX L2K2+- JX avb- SX ap2M/�- .X EHBM2+- �M/ oX J�iv�b-
ǳh?2 `2im`M Q7 +QTT2`bKBi?Ƕb �ii�+F, S`�+iB+�H 7�+iQ`Bx�iBQM Q7
rB/2Hv mb2/ `b� KQ/mHB-Ǵ BM S`Q+22/BM;b Q7 i?2 kyRd �*J
aA:a�* *QM72`2M+2 QM *QKTmi2` �M/ *QKKmMB+�iBQMb
a2+m`Biv- TTX RejRĜRe93- �*J- kyRdX
qBFBT2/B�- ǳ1HHBTiB+ +m`p2 ě qBFBT2/B�- i?2 7`22
2M+v+HQT2/B�XǴ ?iiT,ff2MXrBFBT2/B�XQ`;frfBM/2tXT?T\
iBiH241HHBTiB+Wky+m`p2�QH/B/4NkdNkRjNR- kyRNX
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*`vTiQ;`�T?v RRy
.B;Bi�H aB;M�im`2
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(PMHBM2c �++2bb2/ R8@.2+2K#2`@kyRN)X
6X o�HbQ`/�- ǳ"H2B+?2M#�+?2`Ƕye bB;M�im`2 7Q`;2`v BM
Tvi?QM@`b�-Ǵ J�v kyReX
aX uX *?�m- ǳ� /2+�/2 �7i2` #H2B+?2M#�+?2`Ňye- `b� bB;M�im`2
7Q`;2`v biBHH rQ`Fb-Ǵ


