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m d:=e ! mod p(n)
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RSA hNEE=R

m A mZBX ¢
m 12 c= m® mod n

=1
m 22 m=c? mod n
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RSA 1EREY

Beza m°® = m (mod n)

R R/ )\ R

m 70 hlBREE
m® = m (mod p)
m® = m (mod q)

L] : d|::|

O]

IR ERE R HEERTTEE m* = m (mod n)
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RSA 1EREY

d=e! (mod o(n))
=ed=1 (mod p(n))
= ed = kp(n) 4+ 1 for some k
=kip—1)(g—1) +1
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RSA 1EREY

BREE m* = m (mod p)

if gcd(m, p) =1

v med — pk(p—1)(g—1)+1 _ (m(p—l))k(q—l)m =m (mod p)
if gcd(m, p) = p

- m*¥=0=m (mod p)

A% A2 = m (mod q)

By the same argument
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RSA 1EREY

B B x=m"> IREEAN

x=m (mod p)

x=m (mod q)

n K xE n BEZD

s PEIFRIEREESHEFIER n = pg NMEEME—FE
m x & n FR mZ2—ER% > ABFLRBE=EM T

m FTLA m® = m (mod n) » 1558
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Relation to integer factorization

factor n — obtain private key

n NRFFIRI LA A n
s MATAIBZRANRIDEREL R - EMAERENX
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Relation to integer factorization

obtain private key — factor n

n MRBFIE—ERENRIVEEE FEERENE n TRIRAS
iR > ARFAIFEE D AR n
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Relation to integer factorization

A f o n

m Z—1F x> 58 y=x* (mod n)
[ EFU %B'ﬂﬂ/ﬁg—fg fj:j?:l__l Y1t 7_1‘5 n _FE/‘JFFﬁF*E Z
n y WERARESANER - B ; IR 2 AZ +x

n AR z AZ £x
m Z=x(mod n) = (z+ x)(z— x) =0 (mod n)
m1l<gad(nz+x)<ndl1l<ged(nz—x)<nEIL
n ARFLERIN D EE n

m IR z & x> MBE—X x
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Relation to integer factorization

BERNEER F & n TMSRAR

mE—E g 5TE g2 =1 (mod n)

med— 1= kp(n) =2

m B35 27 = (g2 ? (mod n) MEE2—4EERHE

B g2 =1=(£1)? (mod n) > +1 BEE—BERHRIER
s AR 2 £ 41 A UBBIREENSED R »

n g2 g R BE—R g
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Factoring Tools

m http://www.factordb.com/index.php
m https://github.com/DarkenCode/yafu
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G R ( Homomorphic )

= fix) * ly)

=TEN—fEEEIT

RSA B9FE/A
m RSA BY3EEE homomorphic BY4FIE

B E(m1)E(m2) = m{m5 mod n= (mymy)® mod n= E(mymy)

m Leads to chosen ciphertext attack
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How to pick large primes p, g

m |p— g X/]V — fermat factorization
m p— 1 NRKERESER/) — Pollard’s p - 1 Algorithm
m p+ 1 NEXREREER/] — Williams's p + 1 Algorithm
n r— 1 IERXREREIR/)Y — Cycling Attack
B rep— 1 NEAKERH
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Strong Primes

s BEIEAEETETE R BV IRERNEE I MMM Strong Primes
m Bf%E:E p, g —EZE%# Strong Primes ... 157
n HEBEEEEASLE Strong Primes 182 [1]

m p- 1 has a large prime factor, denoted r ( Pollard [2] )

m p + 1 has a large prime factor ( Williams [3] )
m r- 1 has a large prime factor ( Cycling Attack )
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Pollard’'s p - 1 Algorithm

m p— 1 2—1{E Bsmooth & » W E M EHRANERFEE B
= U1R B 1R/ SR AR EI DR n

p—1]1x2x---B

= ged(2PCB 1 n) > 1
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Pollard’'s p - 1 Algorithm

def pollard(n):

a = 2

b =2

while True:
a = pow(a, b, n)
d = gcd(a - 1, n)
if 1 < d < n: return d
b += 1
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How to choose public exponent e

m e X/JV — direct eth root, broadcast attack
me XK — INEERIE

n ER e @ 2+ 1 EREFANEE » a0
216 1 1 = 65537 » BARIEM Square and Multiply FFREE

=Waday

16 + 1 iEE
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Square and Multiply

def SquareAndMultiply(x, y):
if y == 0: return 1
k = SquareAndMultiply(x, y // 2) **x 2
return k * x if y % 2 else k
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Direct eth Root

m WR m, e BERN > {EB m< ne = me < n
m EEEEEUTEY eth root AT LARIE m
m PRBAFPIZEE N random padding
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Broadcast Attack

AL
=t

RIEREIE T A H 1A

s FH e [BARE/ n IIZRIEERY m > &

o] m
n M e =3 &I
m> =c (mod n)
m> =c (mod ny)
m> =c3 (mod n3)

Use CRT to get ¢, m®> = ¢ (mod nynyn3)

3

m> < ninon3 — m~ = ¢ — direct eth root
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How to choose private exponent d

n BRLE dOAEEMEN > 20 e EHRAY

m d X/J\ — Wiener's attack, Boneh-Durfee's attack, - - -
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RRERNEE/N d HRE

Bound for d | Assumed Interval for v | Year | Citation
d < LN No ~ 1090 | [4
d< Lni— 0.25 < v < 0.5 2002 | [5
d< Nz 0.25 <~ < 0.5 2008 | [6
d< Ni™ 0.25 <~ < 0.5 2009 | [7
d < \/‘? N No ~ 2013 | [8
d < LN No ~ 2015 | [9
d < %Nﬁ—7 0.25 < ~v < 0.5 2019 | [10]

Table: Comparison of the bounds on d for RSA modulus N = pq [10]
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Wiener Attack

\Wiener Attack

m ed= kp(n)+1

S
Al

d <

Wl K

kKl 1
d 2 d?
k . __
éagﬁsmW@@ﬁ@@=

=

S| @

« BEFA ¢ MRESE - HP—E &
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Wiener Attack

Wiener Attack (cont.)

e =pn)=(p-D@-1)=n-—p-2+1

p° + (ed_ n—1)+n=0
FE—IT_KAHIEIAZF p > BEERE p 244 n BNEFER]

l\X/|_
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Wiener Attack - {12 = U EN3E 77 4

13 1
g — —
17 14

= NIRBEEDELE [0, 1, 0, 3]

-

0
CO:O:I
1 1
:O — = —
C1 —|—1 1
1 3
1+3 4
1 13
s 14+ 1L 17
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Wiener Attack -

{xEx d n%

e k| |ed—nk

n d| nd
- |14 kp(n) — nk
N nd
~ k(n—(n)) -1 3k\/_ — 1 3k\/_
N nd nd nd

1 1

<

< -
nad 2
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Wiener Attack -

THIMERRE— N PRI
m BREX p= g~ /n

n—@(n)=n—(p—1)(g—1)

=n—pqg+p+q-—1
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Wiener Attack -

R ARIE— T oRRIEOAIE (cont.)

ko(n) = ed — 1 < ed < o(n)d

1
:>k<d<§n

Bl
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Wiener Attack -

RS ARIE— R RIAIIR (cont.)

1
d< §n%

—2d < 3d < ni

1>1
2d
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Wiener Attack -

Legendre’'s theorem in Diophantine approximations

A aeR,2cQ WHWME ‘a—%‘<ﬁ
AR L =2 ozEI’JHQEQ ER o

MRIEE (EEE

=« BIREEHE |- & < L
n HELMEE o= a=kb=d
s il A B2 € MIRBUEDE - 1938

Q|
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Wiener Attack - ISEI{EXEE

n STEINEED BT - SEMEREMEIFE > TE O(log(e))
n B— R BEARFZE 0(1)
n IFEIEME: O(log(e))
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Chosen Ciphertext Attack

B —1[& oracle #5ftZ P] LA EIBAX
BEMHEIEAEERE AR ENEX ¢

Bk

m {FH oracle 82 2¢c 1§ 2m

m 2 1. 2m=m (mod n)
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. SB Oracle Attack

m Least Significant Bit Oracle Attack

m B—1E oracle #5th & A] LAYF ! BA MRV SR ALAR{E bit
m 8l Chosen Ciphertext Attack {E R EEZE 1 bit
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. SB Oracle Attack -

B E—

Oracle

oracle
2¢c > 2m

. B EEAIEDE

N 12m|,
__2m -

2:_2mj2:0, if m e

0, 3)

5, )

it £ 05 1 Wik m 7 1 ZAIEZIA
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LSB Oracle Attack - B#)/E—

Oracle

m AR me [0, 7)
- {__4m_,,_2 4m|, =0, if me[0,2)
Am| .|, = (4m—n)J2—1 if m e :%,%)
n IRIBHRIEAIABE bit & 03k 1 ¥Haw m £ 7 ZBIEZ18
n IR me[3,n) [EE
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LSB Oracle Attack - B#)/E—

R 2

n FRA] PA%E/N—FRYEE
s BRGREE_D T

» TR O(log(n)) K oracle

it
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LSB Oracle Attack - B&/ &

Oracle

oracle .
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LSB Oracle Attack - B&/ &

Oracle

(2-1)ec oracle o1,

2_1m — 2_1X() + x1 + 2y2

_2_1X0 + x1 + 2)/2Jn (mod 2)
_2_1X()J n + X1 (mod 2)

r

= x1 =r— |27 x|, (mod 2)
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LSB Oracle Attack - B&/ &

Oracle

(2-2)°c oracle 52,

2_2m — 2_2X0 -+ 2_1X1 + Xo + 2y3
_2_2Xo + 2_1X1 + Xo + 2)/3Jn (mod 2)
_2_2X() + 2_1X1J n+ Xo (mod 2)

r

= xo=r—[27%x +2 x|, (mod 2)
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LSB Oracle Attack - B&/ &

== A
ﬁ-l- 25

m X 1t%‘5< m EIlJE

5 @ bit

m y UFR m BERIERSMAY bit BREMEZHKSE i & bit

s FRA DAY

—1& bit » TFE O(log(n)) X oracle
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LSB Oracle Attack - CTF

m Google CTF QUALS 2018 - PERFECT-SECRECY
m TokyoWesterns CTF 4th 2018 - mixed-cipher
m HITCON CTF 2018 - Lost-Key
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Bleichenbacher 1998 (BB98)

m 7M48—1E Real World #If5]-F Bleichenbacher 1998 HFAJFEX

m th2@—7F& Chosen Ciphertext Attack » i&XHJ oracle 2 4afth
S BT IS BB A B S (T BRE byte 2ARE 0x0002

m ={EI5IE1R{§ Padding Oracle Attack » EEHEF{R4a VIR T(

IEARIEHE

n SEKE PKCS#1 vl.5

& £ 0 1 S

Figure: PKCS #1 v1.5
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Bleichenbacher 1998

Oracle

SC

ec oracle o i ERY

o]

= BB ERERER

1{E bytes &A= 0002

s FTAAIRMRFESRIVAIEE » VTR 2B <sm % n < 3B
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Bleichenbacher 1998

¥R (cont.)

m sm = kn+ (sm%n) for some unknown k

2B < sm%n < 3B

= 2B <sm— kn < 3B
2B + kn 3B+ kn

— <m<K

S S
n HEATFIAINE k> BEIFIrIAZ EFRE FIEERY A
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Bleichenbacher 1998

¥R (cont.)

s ZEZEMAAEEN k> ABMEBEF—T Kk HVED

2B<sm— kn < 3B
sm— 3B sm— 2B

it

= < k<
n n

n BMANERAIIAXZME 0 < m < n
n FRARLBI AR EERY m BOEEEIHERR k BUEE
s BH k RIS EHRFTEY m RIS E

it
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Bleichenbacher 1998

% s = 1 1&TVIERE

VANl —
m kK RA[gEE O

m FTEY m BUEEE

2B< m< 3B

fil

0O 2B 3B n
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Bleichenbacher 1998

B25% s = 10 {8 IEFE

“FEBE m ERVEE » EERENX oracle 15EIRYFTED
St A RELE m FAVAIRERVEEE

il
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Bleichenbacher 1998

£ /= =
%v%wz\\l:l _F

]

m B oracle ILELEF B ENEE

s m RS EM RG] » B R E—1E

’t
A
[
>t
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Bleichenbacher 1998

m 2016 : DROWN: Breaking TLS Using SSLv2 [11]

m 2018 : Return Of Bleichenbacher Oracle Threat (ROBOT)
[12]

m 2019 : The 9 Lives of Bleichenbacher's CAT [13]

s BT T RERESEREMNG R
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\ AY

Coppersmith Method - 5 REFX L

Given

m A monic polynomial f(x) = X0 ...
m An integer N of unknown factorization

m An upper bound X

Goal

m Find all [xp| < X satisfy f{xg) =0 (mod b)
m Where b is a divisor of N, and b > NP

FilES

T /0N

I\'f\-\

m EEEE EFL = find small modular root
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Coppersmith Method - |RIE

TAE R =R A%

m Let Xy = {X() | f(XO) =0 (mod b), |X0| < X}
m Find a function g such that Vxg € Xp, g(xp) = 0

ﬁi‘/'\ AR S~

m 5TH mod b FHUIRIREE - MERAVEEHE/) 7 » BEEAA
B2 AR

n WRFFIREFLE—1E g(x) > MMEREEUE FKLRRINRF Ax)
£ mod b FRAERAINR—IRFY > EEEE FRIRFZ M
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Coppersmith Method - |RIE

g(x) 1RepfE 2R

m Pick two integers m, t

m Construct a collection of polynomial from f{x)

(gi,j(X) — ><ij_i7d(X) for0<i<m 0<j <0

fi(x) = < - .
hi(x) = X'f7(x) for 0 < i<t

] Satisfy \V/Xo = Xo, g,'J(Xo) — h,'(Xo) =0 (mod bm)

HR—IERE mod b = 0 BYEERE
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Coppersmith Method - |RIE

Sl 2iE g(x)

m Construct an integer linear combination g(x)

n—1
g(x) =) aifi(x), for a; € Z
=0

Where n=mo + t

TR =

T /0N

m IB%ERE f HAL coefficent vector » Z[E &858 f LAY lattice
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Coppersmith Method - |RIE

ANR |g(x0)| < b™ BIEE
n HFIBIER fi(x) BWMAE fi(xo) =0 (mod b™) » g(x) timiE

B Vxy € X

= g(Xo) =0

{g(xo) =0 (mod b™)

g(x0)| < b

n BB g(x) LPAIAR > EFEAMZESHMENEE X
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Coppersmith Method - |RIE

A {[E] ] RE %

= Vx| < X, [g0X)]| < 7% = lg(x0)| < b

TR
 EE/NEREKMIERREEETE lattice ¥ short vector
n SEENKIE s BB > Shortest Vector Problem @ ARE AN,

] LLL JERAREIRE 1
m S ||g(xX)|| 18 g(xX) BY coefficient vector BY norm
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Coppersmith Method - |RIE

Proof of the previous statement

m Let ¢; be the coefficients of g(x), then V|xg| < X

‘g(XO)‘ — Z CI)aO < Z ‘CIX()‘
< Z\c,x'\ — \/(Z i XI])?2 <\/ Z dk:

Vil < 7

R TABRSR - BRNEBRTNEEEE—T
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Coppersmith Method - |RIE

LLL F2ZIHY short vector Z5057?

m Let L be the coefficient matrix formed by fy(x), f1(x),---, and
v be the vector found using LLL

= RETER v RBE [ls0X)] < 2

n—1

s B4 vERE [|v] <27 det(L):
= FTIABRPIRER 277 det(L)r < 22 < 2 BB T
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Coppersmith Method - |RIE

Compute det(L)

m Notice that the degree of fi(x) is /, therefore the basis of L
forms a lower triangular matrix

m So the det(L) is simply the product of all entries on the
diagonal

det(L) _ N%ém(m—l—l)X%n(n—l)
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Coppersmith Method - |RIE

s BEERRATE m, t, XEBEEZ/D

m 2R FEIEE m, t B/ \EeF > 56 lattice Z/\—Fh
Xﬁﬂmﬂﬁﬂiﬁ ST M BERR RN R PO 2

n BRI LUEE— 28 > [EBRIF(ERE
am=| 5| t=|om(}-1)|, x= iy

s BEEIAT—EFNER < MR O0<e< 18 AIUER
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Coppersmith Method - |RIE

BEHRE
BERRIBRE 2°7 det(L)F < M7
n 1B m, . X, det(L) fRIESM—BIRLAT T
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Coppersmith Method - 4245

m A monic polynomial f{x) = x° 4 - -
m An integer N of unknown factorization

m A rational number 3

Coppersmith Method

2
m Find all |xp| < %NBT_E satisfy f{xg) =0 (mod b)
m Where b is a divisor of N, and b > NP
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Coppersmith Method - 4245

Push the bound

2

m BT ARER ZAVIE X 1#EEE cN'= for some constant ¢
m 3= Iog,\, A X = 1NBT

 RELR [ N eN'F ] IRk 4c & fE
n BEx x; 2B EEENRE > AMEFRA Ax— x;) BIIEURE
Rl

s AT RIBFI R &

%I.;
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Coppersmith Method - 4245

m A monic polynomial f{x) = x° 4 - -
m An integer N of unknown factorization

m A rational number 3

Coppersmith Method

2
m Find all x| < cN'F satisfy fixg) =0 (mod b)
m Where b is a divisor of N, and b > NP
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Coppersmith Method - JE&E AT 5

Em= 2| t=|om(E—1)| > 5E X= | N5

Step 2 - 5TEHETE f

m 5TE

gij(x) = X¥N""f(x)for 0<i<m, 0<j<6
hi(x) = X’fm(x) for0 < i<t
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Coppersmith Method - JE&E AT 5

Step 3 - LLL

m gii(xX), hi(xX) B coefficient vetors 2BRXHY lattice basis B
m ¥ B LLL algorithm

Step 4 - 2]R g

m {R5% v /& shortest vector in LLL reduced basis
m AP v 2FME g(xX) BY coefficient vector » 1t v iIBIR g(x)
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Coppersmith Method - JE&E AT 5

Step 5 - ¥R

m I g(x) IFRBTE
n BEIR x B2BWE gcd(N, fix)) > N » BB mMENEE
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Stereotyped messages

EAAE RIS - U EERERET

B m = i+ xo > B M > K& xo TR x < Ne
BN c=me = (Mm+ x0)¢ (mod N)

xo B (x) = (Mm+ x)¢ — c (mod N) B/\ME

Coppersmith Method

n ZEEGES b=10=ec=1X= /\/%
m FH Coppersmith Method RIPA¥%[E] xo » FBETE

T

|-

HAESE m
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Known High Bits of p

n N=pg  BE p=p+x’ B b K& x TE |xo| < N3
B xp B (x) = p+ x (mod p) BI/\R

Coppersmith Method

BYRES F=1,0=1,c=1,X=Ns

=
m FH Coppersmith Method BILAX[E] xo » BETELEE p
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Coppersmith Method

Real World Example

m 2013 : Factoring RSA Keys from Certified Smart Cards [14]
m 2017 : The Return of Coppersmith’s Attack (ROCA) [15]
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Elliptic Curves over Finite Fields

m Elliptic Curves FliE degree 5% 3 BN AL
s B E(K) RZET equation E over field K FTZALEY group
n AZSERIEEREREH Elliptic Curves over Finite Fields

Al
A

y?=x3-Xx y’=x-x+1

Figure: Elliptic Curves over Real Numbers [16]
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Elliptic Curves Cryptography

p BPMUREEZIN v = X + ax+ b EEIFZTNRY equation i
5|+

= ZREMELENMBHRNES {(x ¥y’ =X +ax+ b}

n ZERMREBER —EINEMATASEEI—E group 7
s EAETEEEMES mERFINTE

-R
/-
p
L/\ P+Q

Figure: Addition on Elliptic Curves
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Elliptic Curves Discrete Logarithm Problem (ECDLP)

m 2a—1{BETE Elliptic Curve £RIEL P
miGsP=P+P+---+P>3Ks
%,_/

s times

n EEREAVMERE - RBEWEEIEERIER

m EEMEIERREZ Discrete Logarithm Problem BY group A,
Elliptic Curves _EBY group
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Elliptic Curves Cryptography

I ZRIFEI DLP RYZES R 48R XAk ECDLP
Diffie-Hellman — Elliptic Curves Diffie-Hellman
ElGamal — ECElIGamal

DSA — ECDSA

TS 2l —HERTRY R AR
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Elliptic Curve
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General Attack on ECDLP

m n7= E(K) BJ order » | @ n s KEVEFE £

Attack

Expected Running Time

Exhaustive Search

Baby-Step, Giant-Step

Pollard’s O(3m)
Pohlig Hellman O(+/1)
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How RSA Digital Signature works

RSA T e] AR ZAREMUZZE
BA m

iy X d

ME S=m
BRE v=25° mod n 2EBEN m
A& m< n> FALAEF L= 5M hash 72418 padding

mod n
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Random Signature Forgery

m RSA FAENRIRBMEZERMEEZ0AERERIIZRE
45 (m,s) AILAMBEH (mX, s¥) for some k
m 5= (mY)*=(mN)? FIASRERR AN
n (BN AERIASE BRI
m B ¥ textbook RSA HEH > A hash A padding Tl T
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Bleichenbacher 2006 (BB06)

m T 4B—1RE Real World 8951 F Bleichenbacher 2006 FEAJERSC

m ET¥} PKCS#1 v1.5 (RFC 2313) #&ZLAY Signature Forgery
n BER —RIINTTERNE
m 2016 : RSA Signature Forgery in python-rsa [17]

m 2019 : A Decade After Bleichenbacher '06, RSA Signature
Forgery Still Works [18]
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BB06 Zx A




PKCS



 PKCS ( Public Key Cryptography Standards ) &/~ s 2 iS22
o HITE T —ZFIE PKCS#1 Fl| PKCS#15 HYIE%E
e Hrh PKCS#1 & RSA Cryptography Standard




o ASN.1 2 S FERVHRIEZE
e BEEMEIE4RIERAIA : BER, CER, DER, PER, XER



PKCS#1 1.5 Signature

Step 1 Message Digest



PKCS#1 1.5 Signature

o ASN.1 Z4RIBEIRAIET\ - BHE4CER 7 (R hash JERE

KN - Kl KN K3 B K3 K3 K0 KT
| |

v
padding

Step 2 : Data Encoding
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Step 3 1 RSA encryption



PKCS#1 1.5 Signature

Step 1 1 RSA decryption



PKCS#1 1.5 Signature

o FEE parse EfEZTVEXL H(M)
o EEEERARERE parse
e 11K e KVNBZEIEHER parse > B EZAERE

AR
KN - Kl KN E3 BN K3 K3 K5 K0

Step 2 : Data Decoding
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—»> Ccompare

\Verity Step 3 Message digesting and comparison
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Bleichenbacher RSA Signature Forgery ( 2006 )

https://mailarchive.ietf.org/arch/msg/openpgp/5rnE9ZRN1AokBVj3VqgbIGIP63QE

« Y 781E BBO6
e $1¥ PKCS#1 1.5 (RFC 2313)

e RSA 5 1/iE
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https://mailarchive.ietf.org/arch/msg/openpgp/5rnE9ZRN1AokBVj3VgbIGIP63QE

o E{ETR[E : IAE ZERAFEIERE
e parse BVAFEEEE T 12 EE € & ER HM)
s REAMBEREERRXEBRMN

K2 I I I I I I
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https://mailarchive.ietf.org/arch/msg/openpgp/5rnE9ZRN1AokBVj3VgbIGIP63QE

o 7£ e = 3 BYIER FAILA forge signature
o EFli8IE ED 2 ED =K A n BmEN FEI(

3

% s g0
- 1 N S I S KN TN TN
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https://mailarchive.ietf.org/arch/msg/openpgp/5rnE9ZRN1AokBVj3VgbIGIP63QE

total length t

*
I |
3 1 K I G I
I |
. '

(x +y)°

D (length d) G (length g)
2t—15 _2d+g 4+ 28. D + G
x> + 3x%y | |+ 3xy* + Y




Blelchenbacher RSA Slgnature Forgery ( 2006 )

ttps://mai org/arch/msg/openpgp/5rnE9Z BVj3VgblGIP63QE

(D = 2%) .28

Y = 2t — 15)

3.273
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https://mailarchive.ietf.org/arch/msg/openpgp/5rnE9ZRN1AokBVj3VqgbIGIP63QE

o {EREx
o Key RE A 3072 bit
e Garbage EE 4 2072 bit
o {E/H SHA-1 BU5E » D FRE=Z 288 bit
e 1% ED=x+y MERMBELNEIEERE

X = 21019
(D _ 2288) . 234
B 3

Y
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CVE-2016-1494



RSA Signature Forgery in python rsa (2016 )

https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python

o Z{EGE[A : padding bytes R EEEFTT

00
if [0:2] !'= b( '\x00\x01"):
raise ( 'Verification failed')
try:
— .index(b( ‘\x00"'), 2)
except :
raise ( 'Verification failed')

HiZENEE & 0x00 ;2 BfEEHEHRY padding bytes
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https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/

o 7£ e = 3 MBI FAIIU forge signature

o EfliEiE ED & ED =R A A#8# n HimE A THEI(
o ED3HJEKRE ASN.1 + H(M)
» ED3HJRI#k = \X00\x01

3

%r .
S T T T 11T




RSA Signature Forgery in python-rsa ( 2016 )

https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/




RSA Signature Forgery in python-rsa ( 2016 )

https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/




RSA Signature Forgery in python-rsa ( 2016 )

https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/

-

mismatch
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https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/

-
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https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/
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--

01013 = 1111101



RSA Signature Forgery in python-rsa ( 2016 )

https://blog.filippo.io/bleichenbacher-06-signature-forgery-in-python-rsa/

o E:E EFD3WFIZRE \x00\x01 REIE \x00\x01... =K 7
s FEBIEAT=XHNENZSIABRIEE L KAVE R
e MAIARINECBES ERE [

3
BN - EEEEEEE




RSA Signature Forgery in python-rsa ( 2016 )

3
ST
2 [ T 00 [
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Signature Forgery Still Works ( 2019 )

0

blackhat



A Decade After Bleichenbacher '06, RSA
Signature Forgery Still Works ( 2019 )

https://i.blackhat.com/USA-19/Wednesday/us-19-Chau-A-Decade-After-Bleichenbacher-06-RSA-Signature-Forgery-Still-Works.pdf

o EERINE

T2 niEZEE

/

-

Symbolic Execution ¥ ZI A AERELENE DB Z &

Name - Version Overly lenient Practical exploit under small e

axTLS -2.1.3 YES YES
BearSSL - 0.4 No
BoringSSL - 3112 No
Dropbear SSH - 2017.75 No
GnuTLS -3.5.12 No

LibreSSL - 2.5.4 No

libtomcrypt - 1.16

MatrixSSL - 3.9.1 (Certificate)
MatrixSSL - 3.9.1 (CRL)

mbedTLS -2.4.2
OpenSSH - 7.7

OpenSSL -1.0.2(

Openswan - 2.6.50 *

PuTTY - 0.7

strongSwan - 5.6.3 *

wolfSSL -3.11.0




A Decade After Bleichenbacher '06, RSA
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https://i.blackhat.com/USA-19/Wednesday/us-19-Chau-A-Decade-After-Bleichenbacher-06-RSA-Signature-Forgery-Still-Works.pdf

CVE-2018-15836

o E{Ef:[4 : padding bytes AIAEEFEFIT

ST T e T




A Decade After Bleichenbacher '06, RSA
Signature Forgery Still Works ( 2019 )

https://i.blackhat.com/USA-19/Wednesday/us-19-Chau-A-Decade-After-Bleichenbacher-06-RSA-Signature-Forgery-Still-Works.pdf

CVE-2018-16152

o EFIRE :
e Algorithm Parameter AJIA B EEFTT

2 —

e Algorithm OID ZH F] AR ZERHIIF IT

K3 Kl K3 B 3 K

Algorithm OID g Algorithm Parameter




A Decade After Bleichenbacher '06, RSA
Signature Forgery Still Works ( 2019 )

https://i.blackhat.com/USA-19/Wednesday/us-19-Chau-A-Decade-After-Bleichenbacher-06-RSA-Signature-Forgery-Still-Works.pdf

CVE-2018-16150

o B{FHAR: :

o IJAE ZERINFITERHE
e Algorithm Identifier R A2 1EEF T

K3 Kl K3 B 3 K v

T~

Algorithm Identifier




Defense against RSA Signature Forgery



How to defense?

o HEMMINEEEE A » LR ECDSA
e HEKHY e » EEUN 65537

* parsing-based — comparison based

K3 KN K3 B K3 K3 0 KN -
KN KN K3 BN K5 K8 K5 TN -

—> compare
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Parameter Generation

Hash Function H

1
[oH

N-bit prime g

L-bit prime p > {£1F q|p — 1

multipicative order @ g B g€ {2,--- ,p— 1}
S 2 (p,q,9) FIEEREZ(EREBEERZIFESHEHN

B DR R D
1L
o] [t

&
=3

gl I
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Key Generation

m E—1[E private key x€ {1,--- ,q— 1}
m 5T& public key y =g mod p
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Sign

ﬁ:ﬁa

EI ke{l 7q_1}
8 r=(g“ mod p) mod g
8 s=kY(H(m) + xr) mod g

E/‘rl‘\-::

r, s) MERE

~—~ nOiF i
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Verity

i

i

i O i ik
T
T

i

D 5%

WA QS

w=s1 mod g

B uy=H(m)-w mod g

up = r-w mod g

v=(g"'y*? mod p) mod g
v EGER r
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Public Nonce

m A03R Nonce k #2187 » IR AE B I private key x
mx=r1.(sk—H(m)) mod g
m A Nonce k WhZBIRER
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Repeated Nonce

m NREBEFH Nonce k> MUFILAE L k> A1BE D x
m DU FETE#HIZTE modular g T

s; = k *(H(my) + xr)

sy = k™ H(H(my) + xr)
= 51— 5 = k H(H(m1) — H(my))
= k= (H(m1) — H(my))(s1 — $2) ™"

m PIDARR T IVRIRE, » EFEAEEER » WERBEHES
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