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whoami

• Kaibro 

• Web 🐶 

• 電競選⼿手 / 抓蟲獵⼈人 

• Balsn / DoubleSigma



Outline

• Basic 

• Information Gathering 

• PHP Feature 

• Common Vulnerabilities



Basics



What is Web ?





`Frontend Backend



`Browser Server



`看得到的 看不到的
HTML, Javascript, CSS Apache, PHP, MySQL, NodeJS



URL Components

http://kaibro.tw:9478/foo/bar?size=big#hello

Scheme

Authority

Path

Query

Fragment



HTTP Protocol

• 瀏覽器輸入網址後，中間發⽣生啥事？ 
 
 
 
 

               http://kaibro.tw



HTTP Request

HTTP Response

Browser Server

HTTP Protocol



HTTP Request

HTTP Response

Browser Server

HTTP Protocol



HTTP Protocol - Raw Request

  GET / HTTP/1.1 
  Host: kaibro.tw 
  User-Agent: Mozilla/5.0 ... Firefox/56.0 
  Cookie: sessionid=54875487 
  Connection: close



HTTP Method

  GET / HTTP/1.1 
  Host: kaibro.tw 
  User-Agent: Mozilla/5.0 ... Firefox/56.0 
  Cookie: sessionid=54875487 
  Connection: close

HTTP Method



HTTP Method

• HTTP Method (Verb) 

- 代表請求⽬目的 

- 常⾒見見有 GET、POST、HEAD、PUT、……



HTTP Method

• GET 
 

• POST

               http://kaibro.tw/?id=9487

  username

  ************
Login             http://kaibro.tw/





POST Request

  POST / HTTP/1.1 
  Host: kaibro.tw 
  User-Agent: Mozilla/5.0 ... Firefox/56.0 
  Content-Type: application/x-www-form-urlencoded 
  Content-Length: 31 
  Connection: close  
 
  username=kaibro&password=123456



POST Request

  POST / HTTP/1.1 
  Host: kaibro.tw 
  User-Agent: Mozilla/5.0 ... Firefox/56.0 
  Content-Type: application/x-www-form-urlencoded 
  Content-Length: 31 
  Connection: close  
 
  username=kaibro&password=123456

HERE



CRLF Newline

  POST / HTTP/1.1\r\n 
  Host: kaibro.tw\r\n 
  User-Agent: Mozilla/5.0 ... Firefox/56.0\r\n 
  Content-Type: application/x-www-form-urlencoded\r\n 
  Content-Length: 31\r\n 
  Connection: close\r\n  
  \r\n 
  username=kaibro&password=123456



Request Path

  GET / HTTP/1.1 
  Host: kaibro.tw 
  User-Agent: Mozilla/5.0 ... Firefox/56.0 
  Cookie: sessionid=54875487 
  Connection: close

Request Path



HTTP Version

  GET / HTTP/1.1 
  Host: kaibro.tw 
  User-Agent: Mozilla/5.0 ... Firefox/56.0 
  Cookie: sessionid=54875487 
  Connection: close

HTTP Version



HTTP Header Pairs

  GET / HTTP/1.1 
  Host: kaibro.tw 
  User-Agent: Mozilla/5.0 ... Firefox/56.0 
  Cookie: sessionid=54875487 
  Connection: close

HTTP Header (Key: Value)



HTTP Request

HTTP Response

Browser Server

HTTP Protocol



HTTP Response

  HTTP/1.1 200 OK 
  Date: Sat, 12 Oct 2019 03:21:42 GMT 
  Server: Apache/2.4.29 (Ubuntu) 
  Content-Length: 31 
  Connection: close 
  Content-Type: text/html; charset=UTF-8 

  <html><body>Hello</body></html>



Status Code

  HTTP/1.1 200 OK 
  Date: Sat, 12 Oct 2019 03:21:42 GMT 
  Server: Apache/2.4.29 (Ubuntu) 
  Content-Length: 31 
  Connection: close 
  Content-Type: text/html; charset=UTF-8 

  <html><body>Hello</body></html>



Status Code

• 2XX: 正常 

• 3XX: 重導向 

• 4XX: Client端爛掉 

• 5XX: Server端爛掉





403 
Forbidden







Response Body

  HTTP/1.1 200 OK 
  Date: Sat, 12 Oct 2019 03:21:42 GMT 
  Server: Apache/2.4.29 (Ubuntu) 
  Content-Length: 31 
  Connection: close 
  Content-Type: text/html; charset=UTF-8 

  <html><body>Hello</body></html>



Response Body

  HTTP/1.1 200 OK 
  Date: Sat, 12 Oct 2019 03:21:42 GMT 
  Server: Apache/2.4.29 (Ubuntu) 
  Content-Length: 31 
  Connection: close 
  Content-Type: text/html; charset=UTF-8 

  <html><body>Hello</body></html>



Cookie

• 網站在訪客電腦留留下的⼩小段訊息 

• ⽤用途 

- 彌補 HTTP 無狀狀態 (Stateless) 的不⾜足 

- 提升⽤用⼾戶體驗 

- 記錄登入資訊 (e.g. Session ID)





Cookie & Session

• 如何判斷⼀一個請求是來來⾃自哪個使⽤用者 ? 

• 如何避免使⽤用者 A 假冒成使⽤用者 B ? 

• Server 如何判斷使⽤用者已經登入 ?



Cookie & Session

• Cookie 存放 Session ID  (號碼牌) 

• Session (飲料) 存放 ID 對應的資料 
 
 
 
 

Name Value

SESSIONID meow

Client (Cookie)

ID SESSION

seadog …

seacat …

meow user=kaibro

hotdog …

Server



Cookie & Session

• Cookie 存放 Session ID  (號碼牌) 

• Session (飲料) 存放 ID 對應的資料 
 
 
 
 

Name Value

SESSIONID meow

ID SESSION

seadog …

seacat …

meow user=kaibro

hotdog …

Server

難以竄改

Client (Cookie)



Cookie-based Session

• 簡單說就是把 Session 放在 Cookie 裡 

- Data 經過加密 

- 難以竄改 (算法 & Key 未知)



Cookie-based Session



Essential Tools

• Hackbar 

• Burp Suite







Information Gathering



Recon (Reconnaissance)
• 資訊偵查 

• 針對⽬目標搜集資訊 

- IP Range 

- Open Port (Service) 

- Sub Domain 

- Directory / Path Enumeration 

- Fingerprinting



Recon (Reconnaissance)
• 指紋辨識 

- Server Header 

- URL Route / Path 

- Error Message (HTTP 4xx / 5xx) 

- Cookie / Session ID 

• Fingerprinting Tool :  Wappalyzer



Server: IIS 10.0
ASP.net: 4.0.30319 



Wordpress path



Tomcat 7.0.56



Certificate

• 憑證綁定域名 

- Domain Enumeration 

- crt.sh (憑證透明度查詢)







Information Leak

• Sensitive Information 

- Username / Password 

- Source Code 

- URL Route / File path 

- Config 

- . . . . . .



Why Leak?
• Backup files / version control 

- www.tar.gz 

- .git / .svn 

• Temporary files  
- .index.php.swp 

- index.php~ 

• Others 
- robots.txt 

- .DS_Store



robots.txt

• 老梗 

• 給搜尋引擎爬蟲看的 

• 記錄不想被收錄的路路徑 

- 網站後台 

- 敏感⽬目錄



Backup files

• 週末下班前，順⼿手備份 

- backup.zip 

- www.zip 

- www.tar.gz 

- index.php.bak



Temporary files

• 編輯器暫存檔 

- .index.php.swp 

- index.php~ 

- #index.php# 

• 可還原 Source Code



.git / .svn / .hg
• 版本管理理系統 

• 線上部署時未移除 

• 可還原 Source Code 

• Tool 

- github.com/denny0223/scrabble 

- github.com/lijiejie/GitHack





.DS_Store

• Mac 上的常⾒見見隱藏檔 

• 記錄資料夾⽂文件相關資訊 

• 可以列列舉資料夾內的檔案名稱 

• Tool 

- github.com/lijiejie/ds_store_exp



AWS S3 Bucket

• AWS 雲端儲存服務 

• 權限設定錯誤 (Public) 

- 枚舉 Bucket Name 

- buckets.grayhatwarfare.com 

• Tool:  github.com/sa7mon/S3Scanner

Case study: https://medium.com/@protector47/how-i-earned-1-500-in-just-15-mins-due-to-amazon-s3-bucket-misconfiguration-953b28242f95

https://medium.com/@protector47/how-i-earned-1-500-in-just-15-mins-due-to-amazon-s3-bucket-misconfiguration-953b28242f95


AWS S3 Bucket

• Bucket Name 是全域唯⼀一的 

• Endpoint format 

          [bucket name].[region].amazonaws.com 

          [region].amazonaws.com/[bucket name]     (2020廢除) 

• Example: s3-us-east-2.amazonaws.com/kaibro/secret.txt





Google Hacking

•

• ⽤用 Google 來來打站 

• 搜尋⽀支援多種語法 

- site:ntu.edu.tw login 

- site:tw ext:sql password 

- . . . . . .





GitHub Hacking

• GitHub :  全球最⼤大男性交友平台 

• ⼤大家都喜歡上傳密碼、Secret Key 

• 第三⽅方套件⽩白箱找洞洞洞洞





Case Study: GitLab Leak

Public Repo



Case Study: GitLab Leak



Common Tools
• Port Scan 

- NMAP 

- Masccan 

• DNS Discovery 

- Sublist3r 

- Amass

• Directory / File Scan 

- dirseach 

- DirBuster 

• Asset identification 

- Shodan 

- Censys



PHP





Introduction

• Hacker Friendly 

• 很多開發者常疏忽的⿊黑魔法 

• 到處都是 PHP 網站 

- 例例如: 台科⼤大、交⼤大⾸首⾴頁 

- Wordpress, Drupal, Joomla



My First PHP Bug

NULL == 0 

NULL <  -1



My First PHP Bug

NULL == 0 

NULL <  -1

bool(true) 

bool(true)



My First PHP Bug

NULL == 0 

NULL < -1

bool(true) 

bool(true)



Weak Type

• Auto Type Casting 
 
 
 
 
 
 

"1" + "2" int(3)

"5" + 5.5 float(10.5)

"30cm" == 30 bool(true)

false == NULL bool(true)



經典例例⼦子

  $hash = "0e666666666666666666666666666666";
  if(md5($_GET['secret']) == $hash)
      echo "YOU WIN!";



經典例例⼦子

  $hash = "0e666666666666666666666666666666";
  if(md5($_GET['secret']) == $hash)
      echo "YOU WIN!";

Solution:   /?secret=240610708



md5("240610708")

"0e462097431906509019562988736854"



Why?

• (number) e (number) 

- 科學記號 
 
 "0e87" == "0e78"

0 == 0

bool(true)







• md5([]) == NULL

• strcmp([], []) == NULL

• strlen([]) == NULL

• file_put_contents("a.php", ["<?","php", " phpinfo();"])
- 先拼接，再寫入

- <?php phpinfo();

More Magic !



經典例例⼦子

    $pass = $_GET['pass'];
    if( strcmp($pass, $secret) == 0 )
        echo "YOU WIN!";



經典例例⼦子

    $pass = $_GET['pass'];
    if( strcmp($pass, $secret) == 0 )
        echo "YOU WIN!";

Solution:   /?pass[]=x



經典例例⼦子 again

    $name = $_POST['name'];
    $r = $db->find($name);
    if($r->pass === md5($_POST['pass']))
        echo "Login success";

How to bypass?



經典例例⼦子 again

    $name = $_POST['name'];
    $r = $db->find($name);
    if($r->pass === md5($_POST['pass']))
        echo "Login success";

如果⽤用⼾戶不存在 . . .



經典例例⼦子 again

    $name = $_POST['name'];
    $r = $db->find($name);
    if($r->pass === md5($_POST['pass']))
        echo "Login success";

$r->pass    NULL



經典例例⼦子 again

    $name = $_POST['name'];
    $r = $db->find($name);
    if($r->pass === md5($_POST['pass']))
        echo "Login success";

Solution:   name=nonexist&pass[]=x



More Magic !
• Array Bracket

- $array[87] === $array{87}

• Double Quote Evaluation

- $msg = "Hello, $name"

- $msg = "${@phpinfo()}"

• Case Insensitive

- <?pHP sYStEm(ls);





https://php.net/manual/



How to find bugs?

• Garbage In, Garbage Out 

• 由上到下:  從使⽤用者輸入往下追到危險函數 

• 由下到上:  從危險函數往上追到使⽤用者輸入



How to find bugs?
• Input 

- $_GET / $_POST / $_REQUEST  

- $_COOKIE / $_SESSION 

- $_SERVER 

- $_FILES 

- $_ENV 

- . . . . . . 



How to find bugs?

• Dangerous functions 

- system 

- shell_exec / exec 

- popen / proc_open 

- assert 

- passthru

- create_function 

- *_replace 

- include / include_once 

- requre / require_once 

- . . . . . .



How to find bugs?

• Dangerous functions 

- system 

- shell_exec / exec 

- popen / proc_open 

- assert 

- passthru

- create_function 

- *_replace 

- include / include_once 

- requre / require_once 

- . . . . . .
p.s. eval 不是 function



Lab 0x01 - Sushi 🍣



Common Vulnerabilities



Weak Password



Weak Password
• 系統預設密碼未更更改 

- admin / admin 

- tomcat / s3cret 

• 密碼過於簡單 

- admin / 123456 

- root / hello123



「dadada」



Insecure Direct Object References
• 平⾏行行權限管控不當 

- /user/1001/changePassword 

- /user/1002/changePassword 

• 垂直權限管控不當 

- /user/getAccount 

- /admin/getAccount





change 22886 to 0.01





Injection
• 輸入被拼接到指令、查詢語句句，導致非預期⾏行行為 

- Command Injection 

- CRLF Injection 

- SQL Injection / NoSQL Injection 

- XPath Injection 

- Template Injection 

-  . . . . . . 



Command Injection

• 執⾏行行的系統指令部分可控

  system("ping -c 1 " . $_GET['ip']);



Command Injection

• 執⾏行行的系統指令部分可控

  system("ping -c 1 " . $_GET['ip']);

正常輸入:   8.8.8.8



Command Injection

• 執⾏行行的系統指令部分可控

  system("ping -c 1 " . $_GET['ip']);

不正常輸入:   8.8.8.8 ;ls -al



Command Injection

• 執⾏行行的系統指令部分可控

  system("ping -c 1 " . $_GET['ip']);

不正常輸入:   8.8.8.8 ;ls -al 任意執⾏行行指令！



常⾒見見玩法

• ping 8.8.8.8 ; ls

• ping 8.8.8.8 | ls

• ping 8.8.8.8 && ls

• ping 8.8.8.8 $(sleep 5)

• ping 8.8.8.8 `sleep 5`



Bypass Space

• cat${ISF}/etc/passwd

• cat</etc/passwd

• {cat,/etc/passwd}

• ....



Bypass Keyword
• String Concat

- A=fl;B=ag; cat $A$B;

• Empty Variable

- cat f${x}ag

• Environment Variable

- $PATH => "/usr/local/..."

- ${PATH:0:1} => '/'



Lab 0x02 - me0w 🐈



CRLF Injection

  HTTP/1.1 302 Moved Temporarily\r\n 
  Server: Apache/2.4.29 (Ubuntu)\r\n 
  Content-Length: 31\r\n 
  Connection: close\r\n 
  Location: http://kaibro.tw\r\n 
  \r\n 
  <html><body>Hello</body></html>

回憶⼀一下 HTTP Response



CRLF Injection

  HTTP/1.1 302 Moved Temporarily\r\n 
  Server: Apache/2.4.29 (Ubuntu)\r\n 
  Content-Length: 31\r\n 
  Connection: close\r\n 
  Location: [可控]\r\n 
  \r\n 
  <html><body>Hello</body></html>

如果某個 Response header 可控 . . . 



CRLF Injection
  HTTP/1.1 302 Moved Temporarily\r\n 
  Server: Apache/2.4.29 (Ubuntu)\r\n 
  Content-Length: 31\r\n 
  Connection: close\r\n 
  Location: a\r\n 
  Set-Cookie: JSESSIONID=kaibro\r\n 
  \r\n 
  <html><body>Hello</body></html>

寫入 a%0d%0aSet-Cookie: JSESSIONID=kaibro



CRLF Injection
  HTTP/1.1 302 Moved Temporarily\r\n 
  Server: Apache/2.4.29 (Ubuntu)\r\n 
  Content-Length: 31\r\n 
  Connection: close\r\n 
  Location: a\r\n 
  Set-Cookie: JSESSIONID=kaibro\r\n 
  \r\n 
  <html><body>Hello</body></html>

寫入 a%0d%0aSet-Cookie: JSESSIONID=kaibro

Session Fixation



CRLF Injection
  HTTP/1.1 302 Moved Temporarily\r\n 
  Server: Apache/2.4.29 (Ubuntu)\r\n 
  Content-Length: 31\r\n 
  Connection: close\r\n 
  Location: a\r\n 
  \r\n 
  <script>alert(1)</script>\r\n\r\n 
  <html><body>Hello</body></html>

寫入 a%0d%0a%0d%0a<script>alert(1)</script>



CRLF Injection
  HTTP/1.1 302 Moved Temporarily\r\n 
  Server: Apache/2.4.29 (Ubuntu)\r\n 
  Content-Length: 31\r\n 
  Connection: close\r\n 
  Location: a\r\n 
  \r\n 
  <script>alert(1)</script>\r\n\r\n 
  <html><body>Hello</body></html>

寫入 a%0d%0a%0d%0a<script>alert(1)</script>

Header

Body



CRLF Injection
  HTTP/1.1 302 Moved Temporarily\r\n 
  Server: Apache/2.4.29 (Ubuntu)\r\n 
  Content-Length: 31\r\n 
  Connection: close\r\n 
  Location: a\r\n 
  \r\n 
  <script>alert(1)</script>\r\n\r\n 
  <html><body>Hello</body></html>

寫入 a%0d%0a%0d%0a<script>alert(1)</script>

Header

Body

XSS



SQL Injection Basic

• Structured Query Language 

• 存取、修改關連式資料庫 (realation dataase) 中的資料 

- e.g. MySQL, MSSQL, Oracle, PostgreSQL, . . .





背後可能怎麼實作?



SELECT * FROM admin  
WHERE username = 'input' AND password = 'input'



SELECT * FROM admin  
WHERE username = 'kaibro' AND password = 'test'



SELECT * FROM admin  
WHERE username = 'admin'or 1=1-- ' AND password = 'test'





SELECT * FROM admin WHERE username = 
'admin'or 1=1-- ' AND password = 'test'

閉合單引號 註解



SELECT * FROM admin WHERE username = 
'admin'or 1=1-- ' AND password = 'test'



Lab 0x03 - No Password



HW 0x01 - Unexploitable



HW 0x02 - Safe R/W



HW 0x03  
預習SQL



Q & A


