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Basic concepts

e ELF

e x64 calling convention
e Stack frame

BOF - Buffer Overtflow
Shellcode

Lazy binding - GOT Hijacking
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Basic Concepts



cLF

Fxecutable and Linkable Format



cLF

e Executable and Linkable Format
o HITTE ex. exe

e Section

o HITHFE mapping ] RAM _E (virtual memory)

e text .bss .data .rodata .got .plt .fini ..



ELF - Workflow (static)
foinary

|
| |

R User mode

Kernel mode
sys_execve() load_elf_binary()

| |

do_execve() > search_binary_handler()




ELF - Workflow (dynamic linking)
foinary

| | | |

| |

R User mode

Kernel mode
sys_execve() load_elf_binary()

| |

do_execve() > search_binary_handler()




ELF - section

e bss - FINARMIBICENZTIHEE (global variable)
o data - FEYIIGICIERIZ I EEN

e rodata - IFIELE (read-only) &l

o text - fFINAR=1RAY code




ELF - section

/ .bss
int a:

int b = 100; > .data

int main(){
int c:
puts( |"I love pwning.'"|= - .rodata
return 0:

text



ELF - Protections

°|E -

Cosition-Independent Executable

NX - No-eXecute

Canary - stack protector

RELRO - Relocation Read-Only
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X64

e 8 pbytes alignment

e Stack Ox10 bytes alignment



x64 Assembly

» Registers
e RAX RBX RCX RDX RDI RSI - 64 bit
e EAX EBX ECX EDX EDI ESI - 32 bit
e AX BX CX DX DI SI -16 bit

e AX->AH AL - 8 bit




x64 Assembly

e Registers

e RSP - Stack Pointer Register

e }5[0) stack JEiIm (8E)

e RBP - Base Pointer Reqgister

e I5[0) stack Eim (FE)

e RIP - Program Counter Reqister

e I5ME I ITIESinstructionfi &




x64 Assembly

* jmp (Jump)

o KEREILE I A(address) # 1T

e Imp A =movV rip, A

e cqll

o ¥ call ERBIREZZEZHITH M—1TIa<UE push %l stack _
EEHAT

e call A =push next_rip
MoV rip, A

MEEEN:

3B




x64 Assembly

e |[eqve

e =R Z caller By stack frame -

°* MOV rsp, rbp
pop rop

o ret (return)

* poprip



x64 calling convention

* PQss parameters
e rdi, rsi, rdx, rcx, r8, r9, (stack)
e rdi, rsi, radx, r10, r8, r9, (stack)

e raX - store return value

W

e X64 - reqister &

W

e x86 - stack 1#




Stack Frame



Stack Frame

rsp
e Function Prologue
e Function Epilogue
e Stack frame
goJe)

e |ocal variables
e [rbp] =old rbp (caller rbp)

e [rbp + Ox8] = Return Address

Low address

Saved rbp

Return Address

Arguments

High address

stack frame
of func




low address

func:
push rbp
MoV rbp, rsp
sub rsp, 0Ox7/0

mov eax, 0x]
leave
ret

main:
push rbp
MoV rbp, rsp
mov rdi, 1234
MOV rsi, 666 'SP >
call func
mov eax, 0  // address = 0x40071A stack frame of main
leave
ret

high address



low address

func:
push rbp
MoV rbp, rsp
sub rsp, 0Ox7/0

mov eax, 0x]
leave
ret

main:
push rbp
MoV rbp, rsp
mov rdi, 1234
MOV rSi, 666 'SP >
rp — call func
mov eax, 0  // address = 0x40071A stack frame of main
leave
ret

high address



low address

func:
push rbp
MoV rbp, rsp
sub rsp, 0Ox7/0

MoV eax, OX] Call func = push next-rip

leave jmp func
ret

main:
push rbp
MoV rbp, rsp
mov rdi, 1234
MOV rsi, 666 'SP >
rp — call func
mov eax, 0  // address = 0x40071A stack frame of main
leave
ret

high address



func:

Main:

rip —

low address

push rbp
MoV rbp, rsp
sub rsp, 0Ox7/0

MoV eax, OX] Call func = push next-rip

leave jmp func
ret

push rbp
MoV rbp, rsp rsp

>
mov rdi, 1234 0x40071A

MoV rsi, 666
call func
mov eax, 0  // address = 0x40071A stack frame of main
leave
ret

high address



func:

rp — push rbp

Main:

low address

MoV rbp, rsp
sub rsp, 0Ox7/0

MoV eax, OX] Call func = push next-rip

leave jmp func
ret

push rbp
MoV rbp, rsp rsp

>
mov rdi, 1234 0x40071A

MoV rsi, 666
call func
mov eax, 0  // address = 0x40071A stack frame of main
leave
ret

high address



func:

rip — mov rbp, rsp

Main:

low address

push rbp

sub rsp, 0Ox7/0

mov eax, 0x]
leave
ret

v o R
MoV rbp, rsp P
mov rdi, 1234 0x40071A

MoV rsi, 666

call func .

mov eax, 0  // address = 0x40071A stack frame of main

leave

ret rbop " I

high address



low address

func:
push rbp
MoV rbp, rsp
rip — sub rsp, 0x70

mov eax, 0x]
leave
ret

Main:

push rbp rop > ISp .
MoV rbp, rsp

MOov I’di, 1234 Ox40071A
MoV rsi, 666
call func
mov eax, 0  // address = 0x40071A stack frame of main
leave
ret

saved rbp

high address



low address

func:
push rbp
MoV rbp, rsp
sub rsp, 0Ox7/0

'SP >

rip —» -

Prologue finished
MoV eax, 0X]

leave
=

stack frame
of func

Main:

push rbp I’bp >
MoV rbp, rsp

MoV I’di, 1234 Ox40071A
MoV rsi, 666
call func
mov eax, 0  // address = 0x40071A stack frame of main
leave
ret

saved rbp

high address



low address

func:
push rbp
MoV rbp, rsp
sub rsp, 0Ox7/0

'SP >

rip — mov eax, Ox]
leave
ret

stack frame
of func

Main:

push rbp I’bp >
MoV rbp, rsp

MoV I’di, 1234 Ox40071A
MoV rsi, 666
call func
mov eax, 0  // address = 0x40071A stack frame of main
leave
ret

saved rbp

high address



low address

func:
push rbp
MoV rbp, rsp
sub rsp, 0Ox7/0

'SP >

mov eax, 0x1 leave = mov rsp, rbp
rip — leave pop rbp
ret

stack frame
of func

Main:

push rbp I’bp >
MoV rbp, rsp

MoV I’di, 1234 Ox40071A
MoV rsi, 666
call func
mov eax, 0  // address = 0x40071A stack frame of main
leave
ret

saved rbp

high address



low address

func:
push rbp
MoV rbp, rsp
sub rsp, 0Ox7/0

mov eax, 0x1 leave = mov rsp, rbp
rip — leave pop rbp
ret

stack frame
of func

Main:

push rbp rop > ISp .
MoV rbp, rsp

MoV I’di, 1234 Ox40071A
MoV rsi, 666
call func
mov eax, 0  // address = 0x40071A stack frame of main
leave
ret

saved rbp

high address



low address

func:
push rbp
MoV rbp, rsp
sub rsp, 0Ox7/0

mov eax, 0x1 leave = mov rsp, rbp
leave pop rbp
rp — ret

stack frame
of func

main:

push rbp
MoV rbp, rsp rsp N
MoV I’di, 1234 Ox40071A
MoV rsi, 666
call func
mov eax, 0  // address = 0x40071A stack frame of main
leave
ret

saved rbp

high address



low address

func:
push rbp
MoV rbp, rsp
sub rsp, 0Ox7/0

mov eax, 0x]
leave
rp — ret

ret = pop ri
oRTr stack frame

of func

main:

push rbp
MoV rbp, rsp rsp N
MoV I’di, 1234 Ox40071A
MoV rsi, 666
call func
mov eax, 0  // address = 0x40071A stack frame of main
leave
ret

saved rbp

high address



low address

func:
push rbp
MoV rbp, rsp
sub rsp, 0Ox7/0

Epilogue finished
MoV eax, Ox]
leave

ret

stack frame
of func

main:
push rbp
MoV rbp, rsp
MoV I’di, 1234 Ox40071A
MoV rsi, 666 'SP >
call func |

rip — moveax,0  // address = 0x40071A stack frame of main
leave
ret

saved rbp

high address
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ENnvironment

e Ubuntu 18.04

o |libc-2.27

o XxX64




Overflow



Overflow

e Buffer Overflow

e Stack Overflow

e Heap Overflow

= = 238 A EZARZ LRI E R

il

e Important data, Secret

e Return address



BOF

Buffer Overflow



Buffer Overflow

rsp -

e | ocal variables

e Data on stack
gole g

saved rbp

return address

high address



Buffer Overflow

'SP

\

—
O
O
v

e | ocal variables

e Data on stack

saved rbp

return address

high address



Buffer Overflow

e gets( buf)

e gets( 1

/K*ﬁﬁﬁﬁ_ﬁ/\ﬁi

Mt

'SP

=
O
O

\

v

low address

saved rbp

return address

high address



Buffer Overflow

e gets( butf)

'SP

rop

v \

low address

saved rbp

return address

high address



Buffer Overflow

e gets( butf)

e Qverflow!

'SP

=
O
O

\

v

low address

saved rbp

return address

high address



Buffer Overflow

o IEHMUM stack ERIEEE

e int ¢ = Oxdeadbeef
e intd=0xfaceb00c

e long e = 0x4141414141414141

'SP

—
O
Xe,

\

v

low address

saved rbp

return address

high address



Buffer Overflow

C| | &5
| B

10N

://_’\\l:
N\
- ~

low address
T me e
rop > _

high address



Buffer Overflow

e Control Flow

e Return address

'SP

=
O
O

\

v

low address

saved rbp

return address

high address



Buffer Overflow

e Control Flow

e Return address

'SP

goJe)

v \

low address

high address



Buffer Overflow

'SP

\

—
O
O
v

o ret

* rip = 0x4141414141414141

e Control rip

high address



Buffer Overflow

'SP

o ret

® rip = UxAlAlAA LA

goJe)

high address



Canary

stack protector



Canary

'SP >

e Function prologue BTt stack BRI HITHF
REMAAE B18 8 bytes 7E saved rbp Bl > EE—1&
byte A null byte

e Function epilogue IFEE/FES— segment
1B E canary 182 &8 B2 00 2K 1 8l
=554 overflow » FHHEIZT IES return » B A canary
B4 EF2T( (Abort) saved rbp

return address

]—2XH) canary [EE

Ol
O

e B/ININIT canary K@

high address



Canary

rsp >

Ox15b2b7eab93d0900

0x15b2b7eab93d0900
gole g

saved rbp

return address

high address




Canary

rsp > _
Ox15b2b7eab93d0900
e QOverflow

0x6161616161616161

rtna >
aaQaaaaa
aaaaaqaaa

high address



Canary

oo . I
o Ox15b2b7eab93d0900 = Ox6161616161616161

0x6161616161616161

rtna >
aaQaaaaa
aaaaaqaaa

high address



Canary

Ox15b2b7eab93d0900

e (Ox15b2b7eab93d090L
-K¥* s;vex

aaaaaaad

aaaaaaaa

high address
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Shellcode



Shellcode

int main(){
puts( "Hello World!" );

return 0:

Compiler

Machine Code

55
48
00
a3
b8
00

48
8d
00
fe
00
5d

89
3d
00
ff
00
o

e5
Of
e8
ff
00



Shellcode

Compiler
. | 55
int main(){ 48
48
puts( "Hello World!" ); "~ e8
b8
return 0; >d

1 c3

Assembler
push

89 e5 mov
8d 3d 9f 00 00 00 Tlea
a3 fe ff ff call
00 00 00 00 mov
pop

ret

rbp

rbp, rsp

rdi, [rip+0x9f]
550 <puts@plt>
eax, 0x0

rbp



Shellcode

Compiler Assembler
- - 55 rbp
int main()4 48 89 e5 rbp, rsp
§ Wy |48 8d 3d 9f 00 00 00 rdi, [rip+0x9f]
puts( "Hello World!" ); e8 a3 fe ff ff 550 <puts@plt>
b8 00 00 00 00 eax, 0x0
return 0; 5d rbp

s c3

Let’s write this!



Shellcode

push
mov
lea
call
mov

pPop
ret

rbp

rbp, rsp

rdi, [rip+0x9f]
550 <puts@plt>
eax, 0x0

rbp

Assembler

55
48
48
e8
b8
5d

89 e5

8d 3d 9f 00 00 00
a3 fe ff ff

00 00 00 Q0



Linux syscall



Syscall

e System call

e IR kernel {)B38AY interface

e %86 - https://syscalls.kernelgrok.com/

e x64 - https://blog.rchapman.org/posts/Linux_Suystem Call _Table for x86 64/



https://syscalls.kernelgrok.com/
https://blog.rchapman.org/posts/Linux_System_Call_Table_for_x86_64/

Syscall

read( 0, buf, 0x100 )
e |nstruction - syscall

Xor rdi, rdi

e rax - syscall number mov rsi, 0x601000 // buf
mov rdx, 0x100

e Arguments - rdirsi rdx r10 r8 r9 mov eax, 0
syscall

e Return value - rax



Shellcode

® EXecve
e int execve( const char *pathname, char *const argv[], char *const envp[];

e Spawn a shell

o execve( “/bin/sh”, NULL, NULL)



Shellcode

int execve( const char xpathname, » rd1 = address of “/bin/sh”
char xconst argvi[], » rsi1 = 0x0
| char *xconst envp[] ); » rdx = 0x0
rax = 0x3b

mov rax, 0x68732f6e69622f // “/bin/sh\0”
push rax
mov rdi, rsp
Xor rsi, rsi
Xor rdx, rdx
mov rax, 0x3b

syscall



Shellcoge

rsp -

e NX - disable

e Return to shellcode

saved rbp

return address

high address



Shellcoge

e Qverflow

saved rbp

return address

high address



Shellcoge

o WMEBEEE payload (shellcode)

o Stack is executable

saved rbp

return address

high address



Shellcoge

Ox7fffffffe790 ——

e Shellcode is at Ox/fffffffe/90

saved rbp

return address

high address



Shellcoge

Ox7fffffffe790 ——

e EZ= return address Y shellcode B9 &

saved rbp

Ox7fffffffe790

high address



Shellcoge

rip » Ox7fttftite 790 g

o ret

e rip = Ox7ffFffffe790

saved rbp

Ox7fffffffe790

high address



Shellcoge

rip » Ox7fttftite 790 g

e Pk F shellcode #H47

e Get shelll

saved rbp

Ox7fffffffe790

high address



Shellcoge

rip » Ox7ffttffte/90

e Pk F shellcode #H47

e (et she

saved rbp

Ox7fffffffe790

high address



NX

No-execute



NX

e NO-Execute

e Data segment NEZEBHITHEIR

e stack heap

® |\W-

- -

e Code segment BE#1T1ERR » (BARE AT

* r-X




NX

Start

0x00400000
0x00600000
0x00601000
0x000071t5c39819000
0x000071t5c39a00000
0x000071t5c39c00000
0x000071t5c39¢c04000
0x000071t5c39¢c06000
0x000071t5c39c0a000
0x000071t5c39e26000
0x000071t5c39e31000
0x000071t5c39e32000
0x000071t5c39e33000
0x00007ffdb0184000
0x00007ffdb0ff6000
0x00007ffdb0T1+8000
OxTfFffffffff600000

End

0x00401000
0x00601000
0x00602000
0x000071t5c39a00000
0x000071t5c39c00000
0x000071t5c39¢c04000
0x000071f5c39c06000
0x000071t5c39c0a000
0x000071t5c39¢c31000
0x000071t5c39e28000
0x000071t5c39e32000
0x000071t5c39e33000
0x000071t5c39e34000
0x00007ffdb0fa5000
0x00007ffdbOf18000
0x00007ffdb0ffa000
Oxffffffffff601000

Name

/home/yuawn/binary

/11b/x86_64-1inux-gnu/libc-2.27.
/11b/x86_64-1inux-gnu/libc-2.27.
/11b/x86_64-1inux-gnu/libc-2.27.
/11b/x86_64-1inux-gnu/libc-2.27.

mapped

/11b/x86_64-1inux-gnu/ld-2.27.so0

mapped

/11b/x86_64-1inux-gnu/ld-2.27.so
/11b/x86_64-1inux-gnu/1d-2.27.so

mapped

[vvar]
[vdso]
[vsyscall]

text

.bss

SO
SO
SO
SO



DEMO



ASLR

Address Space Layout Randomization



ASLR

e Address Space Layout Randomization

o kernel

ETIT

o FREFREANT > base EEMEHEHY

e |ibrary
e stack

e heap



Pl

Position-Independent Executable



Pl

- code & data section map #l virtual address BFEY ASL

SRHITI2R code base HBAE » FBIEE 0x400000

R o



Lazy Binding



L azy Binding

e Dynamic linking B9 2T\ » BEE{FRAZEIAY library function PIgEEBITIMIZE!
AEREAEHRBITEY

A

e Lazy binding #H A Z T2 E—XIFN library function B » A8 EKE—R
=+ libc function BN & (function address)iE1T binding » AEA GOT &
1B 4NN L function BIE31E GOT RAERUE -




GOT

Global Offset Table



GOT

=T RN A S AT EH

ik

o library N EESAEARE » compiler £4R
1Y library function address o

o GOT Af#1% library function (U B RIJFE1Z[ES! - T lazy binding YRR » —
FIEASSHNEENE > MaesTEANR plt Y code °




L azy Binding

00000000004003e0 <.plt>:
4003e0: push  QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003fbh: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

400700: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT
0x0 puts@plt+6
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



L azy Binding

00000000004003e0 <.plt>:
4003e0: push  QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003fbh: jmp 4003e0 <.plt>

400412: call 4003f0 <puts@plt>

400700: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT
0x0 puts@plt+6
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



L azy Binding

00000000004003e0 <.plt>:
4003e0: push  QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003T0 <puts@plt>:
400310: jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003 fh: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

400700: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT
0x0 puts@plt+6
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



L azy Binding

00000000004003e0 <.plt>:
4003e0: push  QWORD PTR [rip+0x200c22] # 601008 <got+0x8>
4003e6: jmp QWORD PTR [rip+0x200c24] # 601010 <got+0x10>

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22] # 601018 <puts@got>
400316 push 0x0
4003 fh: jmp 4003e0 <.plt>

GOT

. 0x601010 0x0 puts@pLt+6
4004f2: call 4003f0 <puts@plt>

0x601020 printf@plt+6 read@plt+6

0x601030 write@plt+6 system@plt+6
400700: call 4003f0 <puts@plt>



L azy Binding

00000000004003e0 <.plt>:
4003e0: push  QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003T0 <puts@plt>:
400310: jmp QWORD PTR [rip+0x200c22]
400316: poush  0x0
4003fh: jmp 4083e0_<.plt>

4004f2: call 4003f0 <puts@plt>

400700: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT
0OXU puts@plt+6
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



L azy Binding

00000000004003e0 <.plt>:
4003e0: push  QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22]
4003f6: push  0x0
4003fbh: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

400700: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT
0x0 puts@plt+6
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



L azy Binding

00000000004003e0 <.plt>:
4003e0: push  QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003fb: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

400700: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT
0x0 puts@plt+6
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



L azy Binding

00000000004003e0 <.plt>:
4003e0: push QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003fbh: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

400700: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT
0x0 puts@plt+6
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



L azy Binding

00000000004003e0 <.plt>:
4003e0: push QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003fbh: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

400700: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT
0x0 puts@plt+6
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



L azy Binding

00000000004003e0 <.plt>:
4003e0: push QWORD PTR [rip+0x200c22] # 601008 <got+0x8>

4003e6: jmp QWORD PTR [rip+0x200c24] # 601010 <got+0x10> —» d1l runtime resolve Xxsave

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22] # 601018 <puts@got>
400316 push 0x0
4003fbh: jmp 4003e0 <.plt>

GOT

0x601010 0x0 puts@plt+6

4004f2: call 4003f0 <puts@plt> _
0x601020 printf@plt+6 read@plt+6

0x601030 write@plt+6 system@plt+6
400700: call 4003f0 <puts@plt>



L azy Binding

00000000004003e0 <.plt>:
4003e0: push QWORD PTR [rip+0x200c22] # 601008 <got+0x8>

4003e6: jmp QWORD PTR [rip+0x200c24] # 601010 <got+0x10> —>» d1l runtime resolve Xxsave

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22] # 601018 <puts@got>
400316 push 0x0
4003fbh: jmp 4003e0 <.plt>

GOT

0x601010 0x0 Ox7Tfff7a649c0

4004f2: call 4003f0 <puts@plt> _
0x601020 printf@plt+6 read@plt+6

0x601030 write@plt+6 system@plt+6
400700: call 4003f0 <puts@plt>



L azy Binding

00000000004003e0 <.plt>:
4003e0: push QWORD PTR [rip+0x200c22] # 601008 <got+0x8>

4003e6: jmp QWORD PTR [rip+0x200c24] # 601010 <got+0x10> —>» d1l runtime resolve Xxsave

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22] # 601018 <puts@got>
400316 push 0x0
4003fbh: jmp 4003e0 <.plt>

GOT

0x601010 0x0 < _I0 puts>

4004f2: call 4003f0 <puts@plt> _
0x601020 printf@plt+6 read@plt+6

0x601030 write@plt+6 system@plt+6
400700: call 4003f0 <puts@plt>



L azy Binding

00000000004003e0 <.plt>:
4003e0: push  QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003fbh: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

400700: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT
Ox0 < I0 puts>
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



L azy Binding

00000000004003e0 <.plt>:
4003e0: push  QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003fbh: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

400700: call 400310 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT
Ox0 < I0 puts>
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



L azy Binding

00000000004003e0 <.plt>:
4003e0: push  QWORD PTR [rip+0x200c22] # 601008 <got+0x8>
4003e6: jmp QWORD PTR [rip+0x200c24] # 601010 <got+0x10>

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22] # 601018 <puts@got>
400316 push 0x0
4003 fh: jmp 4003e0 <.plt>

GOT

4004f2: call 4003f0 <puts@plt>

0x601020 printf@plt+6 read@plt+6

0x601030 write@plt+6 system@plt+6
400700: call 4003f0 <puts@plt>



L azy Binding

Ox7ffff7a649c0 < I0 puts>

00000000004003e0 <.plt>:
4003e0: push  QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

# 601008 <
<got+0x10>

00000000004003T0 <puts@plt>:
400310: jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003 fh: jmp 4003e0 <.plt>

# 601018 <puts@got>

GOT

0x601010 0x0 <_I0_puts>

4004f2: call 4003f0 <puts@plt> _
0x601020 printf@plt+6 read@plt+6

0x601030 write@plt+6 system@plt+6
400700: call 4003f0 <puts@plt>
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GOT Hijacking

00000000004003e0 <.plt>:
4003e0: push QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003fbh: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT
0x0 puts@plt+6
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



GOT Hijacking

00000000004003e0 <.plt>:
4003e0: push QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003fbh: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT

0x0
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



GOT Hijacking

00000000004003e0 <.plt>:
4003e0: push QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003f0 <puts@plt>:
400310 jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003fbh: jmp 4003e0 <.plt>

400412: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT

0x0
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



GOT Hijacking

00000000004003e0 <.plt>:
4003e0: push QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003T0 <puts@plt>:
400310: jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003 fh: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT

0x0
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



GOT Hijacking

00000000004003e0 <.plt>:
4003e0: push QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003T0 <puts@plt>:
400310: jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003 fh: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

GOT

0x0
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



GOT Hijacking

00000000004003e0 <.plt>:
4003e0: push QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003T0 <puts@plt>:
400310: jmp QWORD PTR [rip+0x200c22]
400316 push 0x0
4003 fh: jmp 4003e0 <.plt>

4004f2: call 4003f0 <puts@plt>

# 601008 <got+0x8>
# 601010 <got+0x10>

# 601018 <puts@got>

0x601010
0x601020
0x601030

Jump to Oxdeadbeef!
rip =

GOT

0x0
printf@plt+6 read@plt+6

write@plt+6 system@plt+6



GOT Hijacking

00000000004003e0 <.plt>:
4003e0: push QWORD PTR [rip+0x200c22]
4003e6: jmp QWORD PTR [rip+0x200c24]

00000000004003T0 <puts@plt>:
400310: jmp QWORD PTR [rip+0x200c22]

400316 push 0x0
4003fh: jmp 4003e0 <.plt>

4004 sits@plt>

# 601008 <got+0x8>
# 601010 <got+0x1@

.9.

0x601010
0x601020
0x601030

Jump to Oxdeadbeef!
rip =

GOT

0x0
printf@plt+6 read@plt+6

write@plt+6 system@plt+6
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