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e ROP

e ret2plt
e ret?libc
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ROP

Return Oriented Programming Attack



ROP gadgets



ROP gadget

o REXFIFTTRY code

o Z5EZ retinstruction

NN

il

FEmMAZRY /S 0

o call,jmp .. FEMAI A

e How to find the gadgets?

e https://qithub.com/JonathanSalwan/ROPgadget

e https://qithub.com/sashs/Ropper

o FENIX



https://github.com/JonathanSalwan/ROPgadget
https://github.com/sashs/Ropper

ROP
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ROP

mov rax, 100
e Overflow mov I"bX, 66
add rax, rbx

e NX - Shelleede



low address

Gadget 2:
ret
Gadget 3:
add rax, riox
ret
main:
ret
Gadget T
mov rax, 100
=)

high address



low address

Gadget 2:
MoV rbx, 66
ret
Gadget 3:
add rax, rbox AAAAAAAA
ret
main:
leave AAAAAAAA
ret
AAAAAAAA
Gadget T
mov rax, 100
ret

high address



MoV rox, 66
=)

add rax, rbx
ret

leave
=l

mov rax, 100
ret

low address

Gadget 1

Gadget 2

Gadget 3

high address



low address

MoV rox, 66
=)

add rax, rbx
ret

leave
rlp —> ret 'SP >

Gadget 1

Gadget 2
mov rax, 100

ret Gadget 3

high address



rip —+ 

MoV rox, 66
=)

add rax, rbx

ret

leave

ret

mov rax, 100
ret

rsp

low address

Gadget 1

Gadget 2

Gadget 3

high address



low address

MoV rox, 66
=)

add rax, rbx
ret rax = 100

leave
=l

Gadget 1

'SP >
Gadget 2
mov rax, 100

rp — ret Gadget 3

high address



low address

MoV rbx, 66

ret
add rax, rox
ret
Control return address again.
leave
ret
Gadget 1
Sp
- Gadget 2
movV rax, 100
rp — ret Gadget 3

high address



low address

rip — MoV rbox, 66
ret

add rax, rbx
ret

leave

ret
Gadget 1

Gadget 2

mov rax, 100 'SP >
ret Gadget 3

high address



rp —

MoV rox, 66
ret

add rax, rbx

ret

leave

ret

mov rax, 100
ret

rbx = 66

rsp

low address

Gadget 1

Gadget 2

Gadget 3

high address



low address

MoV rox, 66
=)

rp — add rax, rbx

ret
leave
ret
Gadget 1
Gadget 2
mov rax, 100
Gadget 3
ret rsp g

high address



rp —

MoV rox, 66
=)

add rax, rbx

ret

leave

ret

mov rax, 100
ret

rax = 100 + 66 = 166

'SP

low address

Gadget 1

Gadget 2

Gadget 3

high address



Control Register



ROP

e Control Register

e Gadget - pop <reg>; ret



Return

'SP >

pop rax
ret




rip — pop rax rsp g
ret




rax = Oxfaceb0O0c

pop rax
POP rax
rip — ret Oxfaceb00c
'SP >

Gadget



“E4E ROP

POpP rax

POP rax

ret Oxfaceb00c
Gadget

'SP >

rip — Gadget



o FEEAZICEM|TEIZ A I ER gadget i H Z ret

& gadget » ZEREITRA B

o (REXTF(E

o TEINE

JAvaxlavay

) xor rax, rax; ret £ inc rax; ret » 5cig rax 53

= > pop rdi; ret 2 mov rax, rdi; ret - 425 H %S

=N~

OH

dhill
o

%275 pop rax: ret gadget tSHE R BEIAITE

) rax 1

T—EN—Z2EENE

——

MoV rax, <z a1

EAY payload




ROP

o {Z1f overflow » BUE{A BT control rip BIRIIE T :

o NX EHYIERF » BT DAIEE 1T execve( "/bin/sh" , 0,0 ) HY

shellcode AEHIEH rip BEZE shellcode -

o {B NX HREF - RInJBAE#E ROP AT\ @ LT
execve("/bin/sh”,0,0) 17489 ROP Chain °




ROP

Shellocode
int execve( const char xpathname, » rdi1 = address of "/bin/sh"
char xconst argv|[], » rsi1 = 0x0
char xconst envpl[] ); » rdx = 0x0

\ 4
rax = 0x3b



ROP

NX - Shellocode

int execve( const char xpathname, » rdi1 = address of "/bin/sh"
char xconst argv|[], » rsi1 = 0x0
char *xconst envp[] ); » rdx = 0x0

\ 4
rax = 0x3b



ROP

ROP!
int execve( const char xpathname, » rdi1 = address of "/bin/sh"
char xconst argv[], > rsi = 0x0
char xconst envpl[] ); » rdx = 0x0

\ 4
rax = 0x3b



rax
rbx
rcx
radx
rdi
rsi

ROP

rsp




rax
rbx
rcx
radx
rdi
rsi

ROP

'SP

{240 pop rdi; ret It gadget
i} 0x400686



rax
rbx
rcx
rdx
rdi
rsi

ROP

rsp

rip = 0x400686

>

pop rdi
ret



rax
rbx
rcx
radx
rdi
rsi

ROP

0x601000

rsp

rip

>

pop rdi
ret



rax
rbx
rcx
radx
rdi
rsi

ROP

0x601000

rsp

rip

> NOop rdi



rax
rbx
rcx
radx
rdi
rsi

ROP

0x601000

rsp

v

rip

>

Pop rsi
ret



rax
rbx
rcx
radx
rdi
rsi

ROP

rsp

0x601000
0x6873216e69622f

v

rip

>

pPop rsi
ret



rax
rbx
rcx
radx
rdi
rsi

ROP

0x601000
"/bin/sh"

rsp

v

rip

>

pPop rsi
ret



rax
rbx
rcx
rdx
rdi
rsi

ROP

0x601000
"/bin/sh"

rsp

pop rdi
0x601000
Pop rsi
" /bin/sh\0"
mov [rdi], rsi
pop rdx; pop rsi
0
0
pOp rax
Ox3b

syscall

rip

& " /bin/sh" &
1221 0x601000 KU E

>

mov [rdi], rsi
ret



rax
rbx
rcx
radx
rdi
rsi

ROP

["/bin/sh"]
"/bin/sh"

rsp

v

rip

>

mov [rdi], rsi
ret



rax
rbx
rcx
radx
rdi
rsi

ROP

.
["/bin/sh"]
"/bin/sh"

SP

v

rip

>

pop rdx

pPop rsi
ret



rax
rbx
rcx
radx
rdi
rsi

ROP

0x0
["/bin/sh"]
"/bin/sh"

rsp

v

rip

>

pop rax

pPop rsi
ret



rax
rbx
rcx
radx
rdi
rsi

ROP

0x0
["/bin/sh"]
0x0

'SP

v

rip

>

pop rax

pPop rsi
ret



rax
rbx
rcx
radx
rdi
rsi

ROP

0x0
["/bin/sh"]
0x0

'SP

\

rip

>

POP rax
ret



rax
rbx
rcx
radx
rdi
rsi

ROP

0x3b

0x0
["/bin/sh"]
0x0

rsp

v

rip

>

POP rax
ret



rax
rbx
rcx
radx
rdi
rsi

ROP

0x3b

0x0
["/bin/sh"]
0x0

rsp

v

rip

>

syscall



ROP

0x601000 execve( "/bin/sh",0,0)
POp rsi
o oin/eh\O" Get Shell!
rax = 0x3b
rhx = mov [rdi], rsi
rcx = op rdx: pop rsi
rdx = 0x0 R
rdi = ["/bin/sh"] )
rsi = 0x0
0
pop rax
Ox3b :
rip
syscall ” SUSCO”

'SP >




rax
rbx
rcx
rdx
rdi
rsi

ROP

0x3b

0x0
["/bin/sh"]
0x0

'SP

pop rdi
0x601000
POp rsi
"/bin/sh\0"
mov [rdi
e
0
0
POp rax
Ox3b

syscall

execve("/bin/sh”

rip

>

syscall



Demo



ret2plt

return to .plt



ret2plt

e NRMEEENITAINEIMME functloni_bmry » B4l > binary X5A puts() » I
eI Ei=H ROP F2 8 Ex{FRE » MiARR ROP EiEERIIITA

e £ PIE BARVIER T » BIMEARENZE library function address (& ASLR) » tA] LAER

return % .plt E3{FAIEE function » EEHUEENTES ret2plt o




ret2plt

e write( 1, "Hello World" ,12)




ret2plt

pop rdi
e puts( "Hello World") ["Hello World"]

puts@plt



ret2plt

pop rdi

e system('/bin/sh") ["/bin/sh"]

system@plt



ret2plt

‘90 pop rdi

e system(”/bin/sh” ["/bin/sh"]

system@plt



Demo



ret2libc

return to libc



ret21ibc

e Return to libc

o fHERESAN library # map ZIAIREHEFELAThLE (base address) » BIBRTIAET
B4 libc # function BINIE - BAEFER library FAYRR T o




ret21ibc

o A4 bypass ASLR » ¥ H libc FIfEIE base

=1 libc

e B3 information leak J&)E @ Bk memory ERIAS » JERY
segment By address

L -

o |tt address & EREHEAY base address 1 E—EE[I 21E offset (R[Ek
RN libc offset R[E))




ret21ibc

° - offset = base address

;II

o 40 > JBIRH printf@got HIINA A 0x7fd0f9e57e80 » TEAN libc M A% 2.27 » B LA
HBERRE DT (readelf -s &) 1540 printf function £ library FRY offset & 0x64e80 -

H¥E offset & KE LR 1T libc BYfEHE base address & Ox7fd0f9df3000 =
Ox/td0t9e57e80 - Ox64e80

e A base 127l LAIEENN_E offset B9 VIS EIEAT function BY address » 2K call B
& ROP %%
—] N

e system() = libc_base address + system _offset
= Ox/Td019dt3000 + 0x41440
= Ox/1d019e42440




Demo



Demo

Information leak



Stack Pivoting

stack migration



Stack pivoting

« ROP HBEIR E’J%?F%EET‘” £ £/ ROP Chain » AIET A E AT ZHE5IEZE
> PIAERIEE E RBEZEE R rip (function pointer $%) - 1275 RN ZERITFK
ROP pay ood 0

o {HHEWEEMMHTAEHIZEEME ROP payload » ItEAFRILAE iEE AR/ DY
gadget Y » 2K stack 2 ZE ROP payload B & - BiE1T ROP » IHEAENA
stack pivoting 8% stack migration o




Stack pivoting

REZETE

o
N\

e |eave: ret

o overflow BFiE rbp 1ERE ROP Chain BY address - 8 >

—

e return address 1E

leave; ret gadget

e pOp rsp; ret

o FHHHEEE TIHRM gadget




Stack pivoting

| i
ro
i

high address



Stack pivoting

rsp
AAAAAAAA
trigger }2x\/&[A » {£8E overflow 16 bytes
e R BE[IIFZZ! return address
rop

AAAAAAAA

AAAAAAAA

high address



Stack pivoting

rsp
2t EE BT LA B 295 & ROP payload BYZE[E
AAAAAAAA
0Ox601090
rop

AAAAAAAA

AAAAAAAA

high address



Stack pivoting

rsp

AAAAAAAA

0x601090

N\

rop

high address



Stack pivoting

rsp

AAAAAAAA

0x601090

N\

rop

high address



Stack pivoting

rsp

leave
ret

AAAAAAAA

0x601090

N\

rop

high address



Stack pivoting

rsp

leave —— mov rsp, rbp
ret pop rbp

AAAAAAAA

0x601090

N\

rop

high address



Stack pivoting

leave —— mov rsp, rbp
ret pop rbp

AAAAAAAA

0x601090

N\

rsp > rbp

high address



Stack pivoting

leave —— mov rsp, rbp

ret pop rbp
AAAAAAAA
0x601090
rop \:

rsp

high address



Stack pivoting

leave
ret
AAAAAAAA
Ox601090
rop \:

rsp

high address



Stack pivoting

leave
ret
AAAAAAAA
Ox601090
rop \:

'SP

high address



Stack pivoting

leave
ret
AAAAAAAA
Ox601090
rop \:

'SP

high address



Stack pivoting

leave
ret
AAAAAAAA
0Ox601090
rop \:

'SP

high address



Stack pivoting

leave —— mov rsp, rbp

ret pop rbp
AAAAAAAA
0x601090
rop \:

'SP

high address



Stack pivoting

leave —— mov rsp, rbp
ret pop rbp

AAAAAAAA

0x601090

N

gole >
rsp

high address



Stack pivoting

goJe) » Oxdeadbeef

leave —— mov rsp, rbp
ret pop rbp

AAAAAAAA

0x601090

N\

'SP >

high address



Stack pivoting

goJe) » Oxdeadbeef

leave
ret

AAAAAAAA

0x601090

N\

'SP >

high address



Stack pivoting

goJe) » Oxdeadbeef

ROP!!!

AAAAAAAA

0x601090

N\

'SP >

high address



Stack pivoting

goJe) » Oxdeadbeef

system( " /bin/sh" )

AAAAAAAA

0x601090

N\

rsp

high address



Stack pivoting

goJe) » Oxdeadbeef

Get shell!

AAAAAAAA

0x601090

N\

rsp

high address



Stack pivoting

goJe) » Oxdeadbeef

Get shell!

AAAAAAAA

0x601090

N\

rsp

high address



Demo



retZ2csu

returnto  libc csu init



retZcsu

LN

o Y __libc_csu_init BRTLHR » A compiler 4gZEEHBY function o

o EEfBE—RER code  RIBESEIEH register WBEZRE > LAK control flow °



retZcsu

~libc csu init

4006d2:
4006d4:
4006d7 :
4006d9:
4006db:
4006e2:
4006e3:
4006ea:
4006eb:
4006ee:
4006T1:
40064 :
400618 :
4006fc:
400701 :
400704 :
400706
400708:
40070f :
400710:
400713:
400716:
400719:
40071d:
400721:
400724 :
400726:
40072a:
40072b:
40072c:
4007 2e:
400730:
400732:
400734 :

41
41
49
41
41
4c
55
48
53
41
49
4c
48
48
e8
48
74
31
Of
1)
4c
4c
44
41
48
48
75
48
5b
5d
41
41
41
41
c3

57
56
89
55
54
8d

8d

39
389
29
83
cl
7
85
20
db
1f

89
89
89
ff
83
39
€a
83

5¢C
5d
S5e
5f

d7

25
2d

fd
f6
e5
ec
fd
fd
ed

84

fa
f6
ef
14
c3
dd

ca

2e

2e

08
03
ff

00

01

08

07 20 00

07 20 00

ff

00 00 00

00000000004006d0 < 1libc csu init>:
400600 :

push
push
mov
push
push
lea
push
lea
push
mov
mov
sub
sub
sar
call
test
je
Xor
nop

mov
mov
mov
call
add
cmp
jne
add
pop
pop
pop
pop
pop
pop
ret

rls

rlg

rls, rdx

rl3

rl2

rl2, [rip+0x20072e]

rbp

rbp, [rip+0x20072e]

rbx

ri3d, edi

rl4, rsi

rbp, r12

rsp, 0x8

rbp, 0x3

4004f8 < init>

rbp, rbp

400726 < libc_csu_init+0x56>
ebx, ebx

DWORD PTR [rax+rax*1l+0x0]

rdx, rl5

rsi, rl4

edi, rl3d

QWORD PTR [rl12+rbxx8]
rbx, 0x1

rbp, rbx

400710 <_ libc_csu_1init+0x40>
rsp,0x38

rbx

rbp

ri2

ri3

rlg

rils



retZcsu

e gadget

4006d2:
4006d4:
4006d7 :
4006d9:
4006db:
4006e2:
4006e3:
4006ea:
4006eb:
4006ee:
4006T1:
40064 :
400618 :
4006fc:
400701 :
400704 :
400706
400708:
40070f :
400710:
400713:
400716:
400719:
40071d:
400721:
400724 :
400726:
40072a:
40072b:
40072c:
4007 2e:
400730:
400732:
400734:

41
41
49
41
41
4c
55
48
53
41
49
4c
48
48
e8
48
74
31
Of
1)
4c
4c
44
41
48
48
75
48
5b
5d
41
41
41
41
c3

57
56
89
55
54
8d

8d

39
389
29
83
cl
7
85
20
db
1f

89
89
89
ff
83
39
€a
83

5¢C
5d
S5e
5f

d7

25
2d

fd
f6
e5
ec
fd
fd
ed

84

fa
f6
ef
14
c3
dd

cd

2e

2e

08
03
ff

00

01

08

07 20 00

07 20 00

ff

00 00 00

00000000004006d0 < 1libc csu init>:
400600 :

push
push
mov
push
push
lea
push
lea
push
mov
mov
sub
sub
sar
call
test
je
Xor
nop

mov
mov
mov
call
add
cmp
jne
add
POpP
pop
pop
pop
pop
pop
ret

rls

rl4

rls, rdx

rl3

rl2

rl2, [rip+0x20072e]

rbp

rbp, [rip+0x20072e]

rbx

rl3d, edi

rl4, rsi

rbp, r12

rsp, 0x8

rbp, 0x3

4004f8 < init>

rbp, rbp

400726 < libc_csu_init+0x56>
ebx, ebx

DWORD PTR [rax+rax*1l+0x0]

rdx, rl5

rsi, rl4g

edi, rl3d

QWORD PTR [rl2+rbx*8]
rbx, 0x1

rbp, rbx

400710 <_ libc_csu_1init+0x40>
rsp,0x38

rbx

rbp

rl2

rl3

rl4

rls



retZcsu

400710: 4c 89 fa mov rdx, r15

400713: 4¢c 89 f6 mov rsi,rl4

400716: 44 89 ef mov edi, rl3d

400719: 41 ff 14 dc call QWORD PTR [rl12+rbx*8]
40071d: 48 83 c3 01 add rbx, 0x1

400721: 48 39 dd cmp rbp, rbx

400724: 75 ea jne 400710 < libc_csu_1nit+0x40>
400726: 48 83 c4 08 add rsp,0x8

40072a: 5b pop rbx

40072b: 5d pop rbp

40072c: 41 5c pop ri2

40072e: 41 5d pop rl3

400730: 41 5e pop ri4

400732: 41 5f pop rls

400734: c3 ret



retZcsu

o FEBIEH rbp rbx r12 r13 r14 r15 registers BB > BKZE gadget BB > r13r14 r15 > 9
B ERI =22 rdi rsi rdx » 5B DR 1RV E] pop rdx gadget » ROP 1R 2
255 = A2 B IS RE -

o3

o 14| 112 rbx RIETE(ER

015 A

B call [r124rbx*8] o

DIII

ﬁ
o
5
|
|
—
3
(D
%4
—t
@,
N\
(D
51
R

o 5 rbx 554 0 15 rbp 5%4 1 £ call 5T18{F rbx =
EBHTRERIELE pop register » WUCATERIER - ﬁ“UT = ?OP :




ret/Zcsu

400710: 4c 89 fa mov rdx, r15

400713: 4c 89 f6 11[0}Y; rsi,rl4

400716: 44 89 ef mov edi, rl3d

400719: 41 ff 14 dc call QWORD PTR [rl2+rbx*8]
40071d: 48 83 c3 01 add rbx, 0x1

400721: 48 39 dd cmp rbp, rbx

400724: 75 ea jne 400710 < 1libc csu 1nit+0x40>
400726: 48 83 c4 08 add rsp, 0x8

40072a: 5b pop rbx

40072b: 5d pop rbp

40072c: 41 5c pop rl2

40072e: 41 5d pop rl3

400730: 41 5e pop rl4

400732: 41 5f pop rls

400734: c3 ret



Casino++

HW



HW - Casino++

e Same source code.
e N X enabled

e Just pwn it again!



Thanks! _yuawr




