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Qutline

e Heap intro
e Common Concept
e UAF (Use-After-Free), double free
e heap overflow
e one gadget, hooks
e Heap Exploitation
e fastbin attack
e Tcache
e heap overlap, unsorted bin attack

e yunsafe unlink




ENnvironment

e Ubuntu 16.04

o |ibc-2.23

e Ubuntu 18.04

o libc-2.27

e x64
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ptmalloc?

e ptmalloc? - glibc
e tcmalloc - google

e jemalloc



Malloc

o FHZDNECEZD > IRFTE

e void *ptr = malloc( size )
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workflow of malloc

£—REH1T malloc

kernel
Size >=128KB
>
>
Size < 128KB



low address

Main arenda

text

data .bss

132 KB

C HiEamalloc < 128 KB » FE3Ebrk » ——
N

kernel& 45 132 KB BJheap segment (rw) -
f8.2 main arena °

e ASLR - heap base

high address



struct malloc_state

{

aalellaNelgsiale

int flags;

mfastbinptr fastbinsY[NFASTBINS];
mchunkptr top;

mchunkptr last_remainder;
mchunkptr bins [NBINS * 2 - 2];

e struct malloc state main arena
unsigned int binmap [BINMAPSIZE];

° glibC-2.23/m0|‘OC/mO”OC.C struct malloc_state *next:

struct malloc_state *next_free;

INTERNAL_SIZE T attached_threads;

INTERNAL_SIZE T system_mem;
INTERNAL_SIZE_ T max_system_mem,;



chunk o

o glibc BfFECIERE EEERIFE RIS (data structure) chunk header

e Allocated chunk

e malloc EZ|P—1RE2IBEERNAE chunk chunk

e Free chunk chunk header

e Top chunk

e size alignment

o OXIOBYIZEN > malloc OXISEEZ! 0x20 B/ o

o E{Echunkf{hic|BEa /4 header(0x10) + data




chunk header



Allocated chunk

® prev_size

=88 BN E free chunk » Bll428%:%size -

dlocoted chunk FUEIF AT dota - | prev sze/data | sie NP

o

+ [
IR
ol

CU

N VAS

e chunk size with 3 flags

e PREV_INUSE(P) : E—1@& chunk 2&{FRH

e |S MMAPED(M) : chunk @& 3&E1® mmap & 2K

e NON_MAIN_ARENA(N) : 5% chunk @& AREFS main areno



Free chunk

® prev_size

== gEE - JBygnE » BllACT%5
PR v reechonc MR e N N
e+ Bsalocared chunk BB data

o EAERCIEEE N—1RAY P flag &0 user data

e fd : $5[0][E]— bin FAEYAEI—I1R chunk (linked list)

e bk : $gM@[E— bin FRY1E —IR chunk (linked list)




Top chunk

| prev sze/data | sie NP

e ZEE—malloci® > FI NRIZERA top chunk >
D ECZE BRI ILAE top chunk tIE D EL -

= [BEH

e free Top chunk EB4BsC R EE - —BRchunkF >
A A2 fastbin BI& 82 Top chink merge >
top chunk P B 431 °
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e [OIX free chunk BRI 4L 8

o FEIE size A/ BB :

e fast bin
e small bin
e |arge bin

e yunsorted bin



Fast bin

Size < 0x90 buytes

e bin FKIE size 204 > 0x20, 0x30, 0x40 ...

e global max_fast = 0x80

o free 5T AZF

Singly linked list > fd 35@A]—1@ > bk ;2

<1

JAN

LIFO (Last in, First out)

2 chunk P flag 5%2h% O

el

ﬂ}



Small bin

e C(Circular doubly linked list

o {{XiE size 2|4 62 {AEbin

e 0x20, 0x30 ~ Ox310

e 0x20 ~ 0Ox80 By A/)\EA fast bin E

[T
IEq
2
—>1-

S | 5 Rl fast bingismall bin

e F|FO (Firstin, First out)

o free IBIFZHE F—1ifichunk P %40




L arge bin

e Circular doubly linked list ({fik3E A/ NERHEF)

prev_size/data

e sjze >=1024 bytes (0x400) fd

e 63 Dbins fd nextsize

o AHENRIAZZ source code

e header user data

e fd nextsize

e bk nextsize



Jnsorted bin

e C(Circular doubly linked list

e free BY chunk size X2 fast bin BF » A EIZINEIEEN bin & > Z555%]
unsorted bin o

—++ >

e malloc fast bin size K/\BF& 57 fast bin list 483 » B2 /B H|= & unsorted bin
1 o WFE—tx A NB[EE > BEAEFEI AR/ NRIRAEA/NY chunk BIIJZl[E]Z#
T NaYES D & ED unsorted bin - HEBR A BIIE top chunk T H A [EE -
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Vulnerability
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Heap Overflow



Heap overtlow

e 7£ heap segment 354 HY overflow

En=IEN _i/é’:n:ﬂ; a0
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e A stack overflow A8 » stack overflow B1&
i stack ERY return address » 12§l rip o

e Mheap overflow B2 ZEE heap FIVF B BEZ » SNEAE chunk SRR Z2—1E
object struct » &3 heap overflow overwrite 5}53@”17%53 » oy =18 H chunk
header » 7455 glibc malloc free BERERE B IEWH] » EEIE—THIFIA -




UAF

use ofter free



UAF

e free( ptr)

e free 5% pointer &K1 ptr jBZE ( ptr = NULL ) » 2 dangling pointer o

o SRIAE—1E pointer 15& — 1R E A IEINIIEC RS (dangerous)

o MRIBABEMEFENSLT  BEEHNBELE - PIME—T A48 exploit RYFIA -

e 2R information leak » ZFEX57EBHY data °

e Struct Type Confusion

e Double free Bi2RAFE dangling pointer FTLAERY free —tREA&TENAY chunk » —tx P A&
RI5ERE—TRIFA o




UAF - information leak

¢ free ri_|1f5 EJ size B9 fastbin » fd 5@ heap » WERIFFE UAF » #51tE chunk user data E1H 2R 8 F0] /5 1E5 AN
H{E > #FBEIH fd 3 leak H heap address °

e malloc —IRIE fastbin size B3 cqunk free IM{EMAE B unsorted bin AR » By o1& unsorted bin
H 535 @ unsorted bin BY fd B2 b 2 —1& libc address » B3Z UAF E1H fd 2K leak & libc address » g,
2 malloc E[E]3E18 chunk > Eﬂl_ﬁﬂz DR fd FHZE o
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Fastbin attack



Fastbin attack

o fastbin £ & double free B » Him&EIRTE linked list Z5—1[E chunk & ZFH IR
Bl E free 18R chunk ©

o E1F1E double free - BIRIDAEE free(A) free(B) free(A) I TNAEBLILEE -

e NZXH malloc Itt fastbin size B » %! chunk A » MIERF chunk A KEF1E
free chunk linked list B > #I5E A dota IS8 fd » 32 FAKELE malloc [
1% > B =XBI|FOEZZ]F1AE08Y address °

% ?ﬂ>’




Fastbin attack

void *A = malloc( Ox68 );
void *B = malloc( 0x68 );
free( A);

free( B ): Top chunk

free( A);




Fastbin attack

A

void *B = malloc( 0x68 );
free( A);

free( B);

Top chunk

free( A);




Fastbin attack

void *A = malloc( 0x68 );
void *B = malloc( 0x68 );
HEE@D)
free( B);

free( A);

Top chunk




Fastbin attack

void *A = malloc( 0x68 );

void *B = malloc( 0x68 ); NULL
HEE@D)
free( B);

free( A);

Top chunk




Fastbin attack

void *A = malloc( 0x68 );
void *B = malloc( 0x68 );
free( A);
free( B);

free( A);

Top chunk




Fastbin attack

void *A = malloc( 0x68 );

void *B = malloc( 0x68 );

N
free( A); Cfd |

HGCE@=D)

free( A);



Fastbin attack

void *A = malloc( 0x68 );

void *B = malloc( 0x68 );

N
free( A); 00 [

HGCE@=D)

free( A);



Fastbin attack

void *A = malloc( 0x68 );
void *B = malloc( 0x68 );
free( A);
HCE@=D)

free( A);

N
— I




Fastbin attack

void *A = malloc( 0x68 );
void *B = malloc( 0x68 );
free( A);
HCE@=D)

free( A);

-




Fastbin attack

char *s = malloc( 0x68 );

read( 0, s, 0Ox68 ); /
o |
—EHEE S

EE—

Ox/1

malloc( Ox68 )

malloc( Ox68 )

void *fake = malloc( 0x68 )



Fastbin attack

char *s = malloc( 0x68 );

read( 0, s, 0x68 );

N
malloc( 0x68 ) - A |

malloc( Ox68 )

void *fake = malloc( 0x68 ) okt



Fastbin attack

char *s = malloc( 0x68 );

read( 0, s, 0x68 );

N
Malloc( Ox68 ) —

malloc( Ox68 )

void *fake = malloc( 0x68 ) o

0x666




Fastbin attack

char *s = malloc( 0x68 );

read( 0, s, 0x68 );

N
Malloc( Ox68 ) —

malloc( Ox68 )

void *fake = malloc( 0x68 ) o

0x666

[
_fd |

[E]—I% chunk
15 0F chunk A BBR
allocated £ freed N2 NEE © ©



Fastbin attack

char *s = malloc( 0x68 );

read( 0, s, 0x68 );

TEEC [ e
malloc( 0x68 ) - |

malloc( Ox68 )

void *fake = malloc( 0x68 ) okt

0x666

¥ s BA data KFEEEE 7 fd » AIDLARAGE S AL



Fastbin attack

char *s = malloc( 0x68 );

read( 0, s, 0x68 );
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malloc( Ox68 )

malloc( Ox68 )

void *fake = malloc( 0x68 ) okt

0x666



Fastbin attack

char *s = malloc( 0x68 );

read( 0, s, 0x68 );

malloc( Ox68 )

W o
—

malloc( Ox68 )

void *fake = malloc( Ox68 ) okt

0x666



Fastbin attack

char *s = malloc( 0x68 );

read( 0, s, Ox68); '
i 0x666 —
malloc( Ox68 ) fake = 0x666 + Ox10 —

T

malloc( Ox68 )

void *fake = malloc( 0x68 )



Fastbin attack

. |
char *s = malloc( 0x68 ): write eVerUWhere.
read( O, s, 0Ox68); ,

i Ox666 —
malloc( 0x68 ) fake = Ox666 + Ox10 — -

malloc( 0x68 )

void *fake = malloc( 0x68 )



Fastbin attack

char *s = malloc( 0Ox68 ); wWrite eve

read( O, s, 0Ox68);

NULL
malloc( 0x68 ) , ®

malloc( 0x68

dlloc( Ox68 )
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Fastbin attack - constraints

e malloc WiF fE@ME chunk size IEAIERE ©

o 7T BiEHLE + Ox8 KUttt H1AiEsize

o SWHILFMEIEME size ZBENE

o IRNNFIATIERVA] RIS

e address alignment weakness

e |ibc address hardcode

o THE size BF4EX 4 bytes int -



Demo



HOOKS



HOOKS

o glibc FR{FTEFFZ function hooks » FEWEEAFUIREEZR! arbitrary write SUERE > hooks &
—E1RIFIIEABIZE - KiE control flow e

e  malloc_hook
e free hook
e  redlloc hook &

o TEH{T:Z function BF » B5IR:% function hook B1E » BIE{E function pointer Bk_EEHI{T -

o %55 fastbin attack EZIAIF hooks HfiE I BRI fake chunk » 3 overwrite hooks BY{E -




HOOKS

vold
__libc_malloc (size_ t bytes)
{

mstate ar_ptr;

vold skvictim;

void x(xhook) (size t, const void )
= atomic forced read ( malloc hook):

if (__builtin_expect (hook '= NULL, 0))
return (xhook) (bytes, RETURN_ADDRESS (0));



HOOKS

vold
__libc_malloc (size_t bytes)
{

mstate ar_ptr;

vold skvictim;

void|x(xhook) ] (size t, const void )

= atomicC orced read ( malloc hook):

if (__ bui
return




HOOKS

vold
__libc_malloc (size_t bytes)
{
mstate ar_ptr;
e malloc hook = 0xcOffee volid *victim;
void x(xhook) (size t, const void )
e trigger malloc() = atomic forced read ( malloc hook):

if (__builtin_expect (hook != NULL, 0))
| return (xhook) (bytes, RETURN_ADDRESS (0));
e rip = OxcOffee



One gadget

Mmagic gadget



One gadget

o HiBEENHIIT execve( "/bin/sh" , argVv[],envp[]) » Bk EEENFE shell |

e magic gadget

7= 1

o H—LERIIIE (constraints) EEE ©

o =IZHE hooks RIFEH o

e https://github.com/david942j/one_gadget



https://github.com/david942j/one_gadget

One gadget

vold
__libc_malloc (size_ t bytes)
1

mstate ar_ptr;

vold sxvictim;

e _malloc_hook = one_gadget void *(*hook)

(size t, const void )
= atomic forced read ( malloc hook):
if (__builtin_expect (hook != NULL, 0))

e trigger malloc() return (xhook) (bytes, RETURN_ADDRESS (0));



One gadget

vold
__libc_malloc (size_t bytes)
{
mstate ar_ptr;
vold sxvictim;
* rip = one_gadget void x(xhook) (size t, const void x*)
= atomic forced read ( malloc hook):
e Shell if (__builtin_expect (hook '= NULL, 0))

return (xhook) (bytes, RETURN_ADDRESS (0));



One gadget

vold
__libc_malloc (size
1
mst
o rlp:one_gadget % (*kxhook) (size t, const void )
= atomic forced read ( malloc hook):
. Shell if (__builtin_expect (hook != NULL, 0))

return (xhook) (bytes, RETURN_ADDRESS (0));



Demo



Tcache

poer-thread cache



Tcache

e glibc >= 2.26

e Ubuntu 1710 7 1@

HTHOEE > 32F performance




Tcache

typedef struct tcache_perthread_struct

1
char counts[TCACHE MAX BINS];

tcache_entry xentries[TCACHE_MAX_BINS];
} tcache_perthread_struct;

e F—Z malloc B > B —IRICIERE - 175 tcache perthread_struct » —{& thread —1

tcache _perthread struct e

o IRIE size BAEREAR/NE tcache

L

19 chunk g8={E FH tcache

e smallbin X/N\EE




Tcache

typedef struct tcache_entry
{

struct tcache_entry *xnext;
} tcache_entry;

o DU fastbin 2KER - free SUHTTI;K +T;<H$Z§|J fastbin 4 » MEIEI¥ER size BY
Tcache 52 > &5m 7 BT » B free F@ BN ZE fastbin &2 o

o fastbin B9 fd B15[@E1E chunk BYEE » = header » T tcache fd Ell-235[0] user
data o




Tcache

H= /AN

e malloc BFES T tcache BY -

HEEw - B

tcache

& tcache &ZF » MIRZNEY bin

tcache

o ¥IPX fastbin 2KER » &5

=15 bin

BV » tcache

Axay
O
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B HX -
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N 0 tcahce BAZET SUHERZ

AR/ chunk B

KHY bin
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FIaTK ©

={E bin

AYIIERFE B bin

» 7
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=t

12

S

{EELAE o




e FTRUEE > MR 7 22

EHEIAIS chunk » 1832 size » MBEERITEECIE

Bt S EEITAIRIRIG

o 232 EE tcache_perthread _struct




o RFTRAEE > MR 7 ZE:

o AEH{AIS chunk » 1A% size > MBEEERTEREC|E

o BHLEETUEIRRS -

A E3E2[E tcache perthread struct
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Some Heap Technique



Heap Overlap



Heap overlap

ﬂ
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o FHiWMEIVIAIE chunk size I AT, > LAKRITF malloc free BNAE @ {15 A [ERY chunk 2&%
overlap) BYIEHZ °

o 1% chunk A By data B2 chunk B BRI B EfH EE

e chunk B FIEEE—1@ struct » B char* data pointer » 7R Z function pointer » BIIR]BAE#E chunk A
FelaiE > overwrite data pinter ZEZEEZEE » overwrite function pinter BRI hijack control flow °

o BIMEHE—FHAIE chunk header » 18i& heap chunk » It B RE B IRIE] o



Heap overlap

o E{EEHIF - RA—E byte BY heap overflow » B:Z byte WEARBTIE R AEE NULL byte 0x0 -

e Off-by-one null byte overflow
e "The poisoned NUL byte" - Google Project Zero

e https://googleprojectzero.blogspot.com/2014/08/the-poisoned-nul-byte-2014-edition.html

o HERETBREBZZLENRE » WESF size BIfEFa9FchESl » —L& libc function 2 1EFZ B &) append
null byte BNBITERRIEFAZEFE °



https://googleprojectzero.blogspot.com/2014/08/the-poisoned-nul-byte-2014-edition.html

EEZX » AJDAEIR ° |



Heap overlap

e free( B)
e free( A)
e malloc( 0x28 )
e malloc( 0x88 )
e malloc( 0x48 )
e free(B)
e free( C)

e malloc( 0x258 )




Heap overlap

e free( B)
e free( A)
e malloc( Ox28 )
e malloc( 0x88 )
e malloc( Ox48 )
e free( B)
e free( C)

e malloc( 0x258 )




Heap overlap

e free( B)
e free( A)
e malloc( 0x28 )
e malloc( 0x88 )
e malloc( 0x48 )
e free( B)
e free( C)

e malloc( 0x258 )




Heap overlap

e free( B)

e free( A)

e malloc( Ox28 )

e malloc( 0x88 )

e malloc( 0x48 ) GAP
e free(B)

e free( C)

e malloc( 0x258 )




Heap overlap

e free( B)
e free( A)
%chI allocate B chunk B »

e malloc( 0x28 ) FESTAR fake prev_size »

bypass & » RA7ATEE malloc(0x88) B
e malloc( 0x88 ) =7 corrupted size vs. prev_size
e malloc( 0x48 ) 0x100  GAP
e free(B)
e free( C)

e malloc( 0x258 )




Heap overlap

e free( B)

e free( A)

e malloc( Ox28 )

e malloc( 0x88 )

e malloc( 0x48 ) 0x100  GAP
e free(B)

e free( C)

e malloc( 0x258 )




Heap overlap

e free(B)

e malloc( Ox28 )

e malloc( 0x88 )

e malloc( 0x48 ) 0x100  GAP
e free(B)

e free( C)

e malloc( 0x258 )




Heap overlap

tfree(s) I

e free( A)

e malloc( Ox28 )

e malloc( 0x88 )

e malloc( 0x48 ) 0x100  GAP
e free(B)

e free( C)

e malloc( 0x258 )




Heap overlap

+ free(B) I -

e free( A)

e malloc( Ox28 )

chunk C & small bin
fmE F—IREd inuse (P)

F—IEE free chunk
o 0x100  GAP
malloc( 0x48 ) 1BIE prev_size & fit X

e malloc( 0x88 )

e free( B)
e free(C)

e malloc( 0x258 )




Heap overlap

e free(B)

e free( A)

e malloc( Ox28 )
e malloc( 0x88 )

e malloc( 0x48 ) Ox10Q . . . .GAP

e free(B)
e free( C)

e malloc( 0x258 )




Heap overlap

* free(8) I

e free( A)

e malloc( Ox28 )
e malloc( 0x88 )
e malloc( 0x48 )
e free( B)
e free(C)

e malloc( 0x258 )




Heap overlap

P el I

e free( A)

e malloc( 0x28 )

e malloc( 0x88 ) OVerlﬂp!
e malloc( 0x48 )

e free(B)

e free(C)

e malloc( 0x258 )




Heap overlap

T chunk D FRZ51%1E data pointer, function pointer Z >

(IR chunk B BY data BILAZEE chunk B 2 overwrite >

o bR
Al
ZIEEESSE -
o DEE TR heap » U

It fastbin attack=

Javaxlavasy

D free 182 overwrite fd >




Heap overlap

:| 'fj"f‘

favaxFavay

data pointer, fun

B #Y data rJAIE ﬁ-

qiE;

Ld

<Twrite

D free 8 overwrite fd >




Jnsafe Unlink



unsafe unlink

° dgub|g linked list - unlink #define unlink(AV, P, BK, FD) {
FD = P—>fd;
BK = P->bk;
e unlink( p) if (__builtin_expect (FD—>bk != P || BK—>fd = P, 0)) \
malloc _printerr (check_action, "corrupted double-linked list", P, AV);
else {
e p->fd = bk FD—>bk = BK;
BK—>fd = FD;
e p->bk =1d

o HEUHE > B

y

/

BRIERBIRE | » 1B%iE p BN fd, bk » B3 unlink » R BA¥Y memory E A > 40 -

e D = p->fd = free@GOT - 0x18

e BK =p->bk = one_gadget

e FD->bk = (free@GOT - 0x18 + 0x18) = *free@GOT = p->bk = one_gadget

e *free@GOT = one_gadget



unsafe unlink

#define unlink(AV, P, BK, FD) {

FD = P—>fd;
’IIﬂ(ll:lPl-}bk'llllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.
- if (__builtin_expect (FD—>bk != P || BK—>fd != P, 0)) \ -
- malloc_printerr (check _action, "corrupted double-linked 1list", P, AV); =
llll@-bg@I{IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

FD—>bk = BK;
BK—>fd = FD;

o BIILINTHEE > EuzE doubly linked list BYTEEE I -

o IEBAEEEMIEMLIR

e PN FM—ENL—EEREP

e PN IF—EINT—EEZP




unsafe unlink

o BRARMNMARLINEERZED > [CRIRZ X

o FIRRIT

e 240 address |E MFENE p 1612 > 22X &p R R

e p 4 data pinter RILAZRE A » S B [EER A




unsafe unlink

e FD =p->fd = &p - 0x18
e BK =p->bk = &p - 0x10

o UNUETM/EEIAEE

e FD->bk = *((&p - 0x18) + Ox18) == p

e BK->fd = *((&p - OX10) + Ox10) == p

e unlink 2= {EFHY FD->bk = BK, BK->fd = FD
e BK->fd =*((&p - Ox10) + Ox10) = FD = &p - Ox18

e p=4&p-0x18



unsafe unlink

e p=4&p-0x18

o Z1EH:

- S hE

¥} data pointer p B A > BRI DABZEE p > overwrite Af-

X ABIZE HZEHIE A » ZE write everywhere BIRIER o




Unsorted bin attack



Jnsorted bin attack

e HTAREMNABIRE R

e ¥ unsorted bin BY bk 1EEY, address - 0x10 » B malloc 1B[EX/\BY size » address AVit 5 =4ZIE _E libc AY
address : #5[8) main_arena | o

o HZHEMMEIRZSEE > AIAARERE—THIA -

o UWAF—1EHHIE F—ERARIEF -

e information leak

o H[E heap exploit IZIGIEHC



Something Good

e how2heap - https://github.com/shellphish/how2heap

e Angelboy - https://www.slideshare.net/AngelBoy

e pwnable.tw



https://github.com/shellphish/how2heap
https://www.slideshare.net/AngelBoy1
http://pwnable.tw

Summary
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“See you in final CTF! &
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