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ﬁ%ﬂ.fé | Information Security

» Confidentiality (f&=314)
e Integrity (SEEE4)

e Authentication (FZ2Z&4)



Security Through Obscurity (STO)

* Nobody will ever find it.



. Nebodswwill el it

e Security experts have rejected this view as far back as
1851, and advise that obscurity should never be the only
security mechanism.
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Never write your own
encryption algorithm
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This is a "Hazardous Materials” module. You should ONLY use it if you're 100% absolutely sure

that you know what you're doing because this module is full of land mines, dragons, and

dinosaurs with laser guns.

>>> from cryptography.hazmat.backends import default_backend
>>> from cryptography.hazmat.primitives.asymmetric import | rsa
>>> private_key = rsa .generate_private_key(

public_exponent=65537,

Key _s1ze=2048,

backend=default backend()

Cryptography : . hy.io/en/latest/hazmat/primitives/



https://cryptography.io/en/latest/hazmat/primitives/

Tools

. - Python’s Wonderful Networking Tools

. - A factorization tool

. - Number theory

. - A library for symbolic mathematics.

. - Multiple-precision arithmetic & number theory
. - A large database of factor

. / - Computer algebra system

. / - Crypto algorithms


https://github.com/Gallopsled/pwntools
https://sourceforge.net/projects/yafu/
https://github.com/hellman/libnum
https://www.sympy.org/en/index.html
https://gmpy2.readthedocs.io/en/latest/
http://factordb.com/
http://www.sagemath.org/
https://cocalc.com/
https://pypi.org/project/pycrypto/
https://cryptography.io/en/latest/installation/

Classical Cryptography



EE}Z | Exclusive or (XOR)

e XOR 7= Involutory function

e (AeB)eB = A
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‘Eﬁ% | Caesar cipher

2 0 11 8 18 1 14 17 4 3
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,‘\Ei }: A b *"‘EHE-_E\J | Vigenére cipher

e —If Caesar Cipher

e Key HHFBEEF



nj iﬁl\*ﬁ | Frequency analysis
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https://en.wikipedia.org/wiki/Index_of_coincidence
https://github.com/hellman/xortool
https://quipqiup.com/

— A'l&f‘f}‘ﬁ%jg | One time pad (OTP)

ONETIMEPAD = 14 13 04 19 08 12 04 15 00 O3
UDCKSQUEOP = 20 03 02 10 18 16 20 04 14 15

08 16 06 03 00 02 24 19 14 18

IQGDACYTOS



—:ﬂ'l&%ﬁ%ZF | One time pad (OTP)

e HEZHEREESEI Truly random key ZKjN%; (Caesar, XOR .. )
e Key RI{EA—X » AxAIE °

o AFEH F—EAY Key T—E{NZAEIETRA -



—:ﬂ'l&%ﬁ%ZF | One time pad (OTP)

o XEMHZ—EMIBX—IREN key ... SLELBUEEA
e truly random AZEIR

o —RIEBIBARNAT » BEREZRIEALSHKRERE Q0



Many time pad

® M1 & OTP = C1
e C1 ® OTP = M1

® Cl1 ©® M1 = OTP 2227



Many time pad
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[LAB] N-Time pad



Pseudo Random Number
Generator



LCG | Linear congruential generator
o Sit1 = (aSi+ b) mod N :

¢ (/R high order bit

e (E/"% 1low order bit


https://tailcall.net/blog/cracking-randomness-lcgs/

XORShift

o EHREIR » I2TVIHREE

@ X ®= X K q;
e X ®= Xx > b;

e X ®&= Xx <K (3

o DT
I x &1F bit vector, ofl« RIAERY GF(2) MAYFEPEEA



LFSR | Linear feedback shift register

o H1F23)IRME : seed

o4 SO

o — R — & bit
e t shift —1&
o I AV bit [EIK xor FI/EMNNE

o O :
o I x &F bit vector, © Il « AILAERL GF(2) FEVE[ESEA


http://practicalcryptography.com/cryptanalysis/modern-cryptanalysis/lfsrs-and-berlekampmassey-algorithm/

LFSR | Linear feedback shift register

x4

X3

X2

X1

n Hy; = GF(2)|z]/p(x),
coefficients 100101  p(z) = 2® + 22 + 1

0 S[0]=00001] &= 0+ 0+ 0+0+1
4
6 S[6]=01010/ 2 = 0+2°+ 0+z+0
S[7] =10100
8 S[El=01101] 2= 0+2°+a”+0+1
9| Slo]=11010/2® =&+ 2%+ 0+z+0
11| S[11]=o00111|z = 04 O0+a?+z+1
12:::12 = 0+z°+z°+z+0

13| S[13] =11100|zB8 =z + 23 + 22+ 0+ 0




nne Twister
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https://zh.wikipedia.org/wiki/%E6%A2%85%E6%A3%AE%E6%97%8B%E8%BD%AC%E7%AE%97%E6%B3%95

CS P R N G | Cryptographically secure pseudo-random number generator

o MRETEMAIEIEE
e 0,1 MIRAIEER ~1/2

o MBS 2B
o BEBANSEXBEEEEUER 1/2 WEEERT—@ bit

o HEHEIE
o ARIEEIRIYE



Modern Cryptogarphy



Iﬁ,{'&‘ﬁ‘}ﬁ%% | Modern Cryptography

o« ¥TFETUINE
. [Z1RZRHE (Block Ciphers)
e BRZHE (Stream Ciphers)

» FEEHIVINE



¥j*ﬁiﬁj_]ﬂ‘3‘} | Symmetric encryption

T~
*AAV-
WI:)I::(;JE[ai ﬁ K ﬁ
" *(#&@)! %
SiZe3e) C:’#g(g)l\(/fgl—

FLAG{
Wow_ Kai

SiZe3e}_




3F¥j*l_tj]u‘:'§ | Asymmetric encryption

HA

FLAG{
Shrimpco
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ﬁ% | Block cipher

B 1 2

RERANX

I

[&]




T2
Eiﬁfﬁ‘ ﬁ% | Block cipher




BRI 224518 | Feistel structure [RNEEG_G

Plaintext Ciphertext

o M=M= IRIEIE =B

o IEZWHE Key HIIEFRFAILANIERES

o F FIDAZIE ] —AEAL PR EN » AUhE PIEERY

e (4|4 : SPN * Hash » Neural Network ..

Ciphertext Plaintext

e [EF : FEAL, DES, Blowfish, TEA, ..




SN TRZ4E | pes

® Block size : 64 bits (8 bytes)

® Keyspace : 56 bits



= EERINEIRZEE | soes

® Block size : 64 bits (8 bytes)

® Keyspace : 168 bits

® Enc(p): EK3(Dr2(EKi(p)))
® Dec(c): Dxi(Ex2(Dxr3(c)))



Encryption

Plaintext

Decryption
Ciphertext
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Ciphertext

Plaintext

Key
(48 bits)

Input
(32 bits)




SbOX | Substitution box

® Sbox (14, 4, 13, 1, 2, 15, 11,

® Qutput = sbox[ input ]



PboXx | Permutation box

f » -~ 9 - . - - -

Permutation
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EPS =

Sy

SHINZBRIZZE | Aes

® Block size : 128 bits (16 bytes)

® Keyspace : 128, 192, 256 bits
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Ei%‘:"ﬁ-‘l ﬁ% | Block cipher

16 bytes BAX 16 bytes &

O

16 bytes B Y 16 bytes A






16 bytes{E =\xe5\xbo



30 bytes BAX

—

16 bytes BAX 14 bytes BA3Z + 2 bytes padding (1E %)

16 bytes B2 16 bytes X



IE 78 | PrCs#7 Padding

FA
FA
FA
FA
FA
FA

To avoid padding, you could use “Ciphertext stealing (CTS)”.

CE
CE
CE
CE
CE
CE

BO
BO
BO
BO
BO
06

FA 07 07
08 08 08

OC DE AD FF

OC DE AD 02
0C DE

0C
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08
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06
07
08

01
02
02
02
05
06
07
08



B 352 0%

7%11"5* _t | mode of operation

® ECB (Electronic codebook)

® CBC (Cipher-block chaining)



ECB | Electronic codebook

A + BAX + BBX

#X + #EX + #EX









Cut & Paste

» Wr3EERAA
» EFNIEFRITAE—BER ERE
» [EAMRSEBEDRET ERIRENTFTZE 2R

» ECB th—i%
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Cut & Paste




CBC | Cipher-block chaining

HAS A
v v




CBC | Cipher-block chaining

B B
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Padding Oracle Attack

« INEBHIZR :
{8 PKCS#7 {E Padding B CBC Block Cipher

' ‘ 2
MR —

padng ER —> 200K

paddng 8 —  S0ERROR



Padding Oracle Attack
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Padding Oracle Attack
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Padding Oracle Attack
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Padding Oracle Attack
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Decrypt Fall ...

Invalid Padding




Padding Oracle Attack
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Padding[-1] @ 7 => 1
Padding[-1] =6




Padding[-1] @ 7 => 1
Padding[-1] =6




Padding Oracle Attack
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Padding Oracle Attack
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Padding Oracle Attack
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Plaintxt[-1] ® Ox62 => 7
Plaintxt][-1] = 0x62 @ 7

Plaintxt[-1] = ‘€’

Next : Ox65 @ 8 => Ox6d




Padding Oracle Attack
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Padding Oracle Attack
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Padding Oracle Attack

i

1F 41 69 F3 8C D6 54 C1
CD 28 EF /2 F 06 FD 60
0864 08e6d | 08k  08eE 08eE 08k | 08eE | O8aE




Padding Oracle Attack

i
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e 06 06 06 06 06 06




Padding Oracle Attack
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Padding Oracle Attack

CD 28 EF 72 7F 06 FD 60

e




Padding Oracle Attack

IV 75 EO A1 0B 69 24 C6 E7 22\ CD 28 EF 72 7F 06 FD 60

G
—

75 EO A1 0B 69 24 C6 E7

I AN AN Y AN A AN A AN Y AN A A

Trash

Decrypt Fail ... Invalid Padding



Padding Oracle Attack
%

IV 75 EO A1 0B 69 24 C6 85 &
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Padding Oracle Attack

IV 75 EO A1 0B 69 24 A5 223 CD 28 EF 72 7F 06 FD 60
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Padding Oracle Attack
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Padding Oracle Attack

i

CD 28 EF /2 F 06 FD 60
73 =0 AT 0B 69 24 C6 =¥
08®5F 08a@5C 08@4E 08®28 0847 08a7A 08®6B 08®69




Padding Oracle Attack

i

CD 28 EF /2 F 06 FD 60
73 =0 AT 0B 69 24 C6 =¥
W T F O r a C




Padding Oracle Attack

EH?(‘WTF Orac‘l e |06/06|06|06|06|06
2 |CD 28 EF 72 7F 06 FD 6011F 41 69 F8 8C D6 54 C1




[0x09] Cathub Party
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RC4 | Rivest Cipher 4

e XNIARNES PRGA

(1+1) % 256 ->| ]

* KSA & PRGA

» Bl

WEP, WPA-TKIP, SSL/TLS




RC4 | Rivest Cipher 4

 KSA : Key schedule algorithm

def KSA(key):
S = list(range(256))
] =0
for 1 in range(256):
j = (j + S[i] + key[i % len(key)]) % 256
S[i], SI[j] = SI[jl, SI[il]
return S



CTR | Counter

Nonce + Counter

* H Block cipher EHZmm &
 Nonce 1HE I3 1[E Blocksize B IV
* Nonce ARIEEFH




CTR | Counter

C8763FFF00000001 2oy L] o o 001001000 C8763FFF00000003




CTR | Counter

C8763FFF00000001 2oy L] o o 001001000 C8763FFF00000003




(AL 7o ENES | sit Fiip

C8763FFF00000001

12

o1

64

6D

69

OE

3D

30

admin=0



(AL 7o ENES | sit Fiip

C8763FFF00000001

12

23

34

45

56

6/

o1

64

6D

69

OE

3D

admin=1



Nonce Reuse & Counter Reset

Fixed Nonce (counten
Nonce [E[EHEEE B,

EE{FFH Nonce EZF Key Stream JME o

KeyStream

KS+1 = PA1 ® CA: IR (Peounter) "?

PB1=KS1 & CB+ ‘EK(CCounter)






== rEU |>Z| %& | One-way compression function

Input

» AIMRBEZNELER

s BERREUARECIHLERN Input

Output



f; \PZI%Q | Hash function



?ﬁ&;%@%& | Hash function

o FFH4RH (len) “
T 9
2’\ ‘

o Bytes #4271

» Bit HZ4(E 1 Y \

* LCG




i'IT_,z_I_" ,%,’%E;%@%ﬁ | Cryptographic Hash function

* Pre-Iimage resistance
o B0y AR x

 Second pre-image resistance
o BANy=H(x1) #EHKE x2 {#1F y == H(x2)

e Collision resistance
o HERICEI—4H x1 ~ x2 (F15F H(x1) #] H(x2) B1B[EIVEH ZE1B

e Avalanche effect
o x1 x2 RAMNNZER] > B y1~y28l=E=R

W




22 S N &= LA

| Cryptographic Hash function

Kaibro 8c45dd86e3659040ecdc36b007a99a6e907d2£fcd4d2d80142£424912
KaiBro 1df7b804elaf7caa5d9959a81727a905658d19ba6719cc6b761d5¢cO0c
Kaibr() del8feecb5el5a615203941bab08edbbedcbdbc91dd8c3885cbdf43dd

2797 8d93£6£29£0cd61bd6f7dbc975a7e7ee096841abldfcc90£082£f6e53



Rili3E | conision

e HIM1) = HM2)

— H(M1 || M3) = HM2 || M3)

. : SHA1 collision blocks in PDF


http://shattered.io

Merkle—-Damgard construction

* Fixed Input — Variable Input

o ZAatE P ARIIERRE ... 5



Merkle-Damgard construction

X

MDS, SHA1, SHAZ2




0x67452301 Oxefcdab89  Ox98badcfe  0x10325476

MD3S

A B C D
_V_|<_ = g§ 'dh
EE : 128 bits T
~H

F1= - AE Sin(x)

v Pre-image resistance ‘\‘* x\f\*

v Second Pre-image resistance

. . 18
Collision resistance : 2 X/




SHAT

EE : 160 bits

L1 1 0x428a2198

v Pre-image resistance
v Second Pre-image resistance

Collision resistance : 2° A%k




SHA?2

EE : 224, 256, 384, 512 bit

£ : Constant 0x428a2f98

V' Pre-image resistance
v Second Pre-image resistance AIBICIDIE[FIGIH

v Collision resistance




SHAS3

EE : 224, 256, 384, 512 bit

absorbing | squeezing

1= : 0x8000000080008081

v Pre-image resistance
V' Second Pre-image resistance

v Collision resistance




Message authentication code




MAC | Message authentication code

® MAC (M) H(M||K) : collision

® MAC (M) H(k||M) : Length extension attack



%E*E;EIQ% | Length extension attack

X

MDS, SHA1, SHAZ2

IV






120 bit 1

IV

(magic number)

Input
120 bit

!

Rl FEFIE O
(412 -64 -1)

Output
128 bit

%E*E;EIQ% | Length extension attack

00112233445566778899AABBCCDDEE

00112233445566778899AABBCCDDEESO
000000000000000 .. 00000000000078

1C4BA7F7B7B15540814AF25F04694FAl



55*&%]&% | Length extension attack

00112233445566778899AABBCCDDEESO
000000000000000 .. 000000000000O78

AA
00112233445566778899AABBCCDDEESO
000000000000000 .. 00000000000078

IV

(magic number)

1C4BA7F7B7B15540814AF25F04694FAl




55*&%]&% | Length extension attack

AA800000 .. 00000000208

IV

] 1C4BATF7
(magic number)

B7B15540
814AF25F
04694FAl

E613145718E08F614ED57A196E2445E7



%E*E;EIQ% | Length extension attack

AA800000 .. 00000000208

B8 512 bit
(BIFERE)

e Z B0 Hash 1B > BRI A bytes

. ENATEBMEESRT Iv
1C4BATF7
B7B15540
® 7B 814AF25
H1T78 X H hash value o14av25T
Output
128 bit

E613145718E08F614ED57A196E2445E7



HMAC | keyed-hash Message authentication code

® HMAC(k, M) = H((kx’ e opad)||H((k’ ® ipad)||m))

—_

Hash sum 1
- | key pad Hash sum 1
Hash sum 2
64 bytes ipad ‘
7 HMAGC

| key pad



